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Introduction

| started creating this collection as an internal “note to self” while | was learning PVE. Later it became
apparent that many users, with varying degrees of experience, also needed VMware alternatives.

One of the most obvious aspects of learning PVE is that almost all the resources focus on CLI execution
of everything, from the forums to the wiki and especially the documentation. While not adverse to the CLI
myself, | also know that many users struggle.

Because of this, | set about to convert my “note to self” to an extensible training manual that could be
applied in my own lab environment or easily journaled into any other lab environment. | have based the
SBS LABs in this book on my own experience in establishing many PVE environments and assisting
Organizations in migration from other platforms, primarily VMware.

My primary goal is the dissemination of information in a real-world, easy-to-use format. As such, | will be
using the GUI wherever possible but leveraging the CLI where needed. In the process, providing examples
and screenshots of each step, along with the results.

| also will be publishing this work using the Creative Commons license. This license requires that re-users
give credit to the creator. It allows re-users to distribute, remix, adapt, and build upon the materialin any
medium or format, even for commercial purposes. If others remix, adapt, or build upon the material, they
must license the modified material under identical terms.

Cloud Computing from the Ground Up with Proxmox

© 2026 VMsources Group Inc.. Author: John Borhek is licensed under CC BY-SA 4.0. To view a
copy of this license, visit https://creativecommons.org/licenses/by-sa/4.0/

| welcome all input and will provide credit/acknowledgement for anything | use. Please visit:
https://pvemanual.com/forum/ to connect and contribute.

This work is offered as-is and as-available, with no warranties of any kind, whether express,
implied, statutory, or other. This includes, without limitation, warranties of title, merchantability,
fitness for a particular purpose, non-infringement, absence of latent or other defects, accuracy, or
the presence or absence of errors, whether or not known or discoverable.

Proxmox® is a registered trademark of Proxmox Server Solutions GmbH

© 2026 VMsources Group Inc., CC BY-SA 4.0 6 Author: John Borhek
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General Concepts

Cloud Computing

IT Lifecycle

In the last half century, computing has
evolved full-circle. Where electronic
computing began as a highly centralized
resource, it has evolved to become a
highly distributed and uncontrolled
entity.

In 1965 computers weighed tons,
occupied buildings, and cost millions

e Researchers at IBM invented the

2025

¢ Cloud Computing
e Centralized operations

1995

*X86 PC's everywhere
e Server Proliferation
eInternet

Cloud Computing from the Ground Up with Proxmox 9

1965

* Mainframe Era

e Centralized operations

Micro/Mini Computer
x86 Platform
introduced

first hypervisor to apportion
resources on expensive, highly
centralized equipment.

By 1980, business and corporations could

own and manage their own computers
and manage their own resources!

e This era is hallmarked by the mini-computer and widespread availability of the micro-computer

When 1995 rolled around, not only had the x86 revolution taken hold, but the internet had gone public,
leading to massive proliferation of servers

e |t was clear that a better solution was necessary

Now, in the 202X’s, computing is on its way to being centralized again — with “servers” running on massively
provisioned “nodes” which are located in Datacenters

e “Cloud Computing” is the re-mainframing of computing resources today!

© 2026 VMsources Group Inc., CC BY-SA 4.0 7 Author: John Borhek
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The Difference Between Cloud Computing and Virtualization

Salesforce

Rackspace

Cloud computing is a paradigm shift following the switch from mainframe era of the 1960’s to the client—server
model beginning in the 1980s and continuing today. Resources are provisioned for users, who no longer have
need for expertise in, or control over, the technology infrastructure "in the cloud" that supports them. Cloud
computing describes a new delivery model for IT resources and services based on IEEE 802.3 Ethernet and the
Internet, typically involving remote delivery of dynamically scalable and often virtualized resources. Itis a
byproduct and consequence of the ease-of-access to remote computing sites provided by the Internet.

In its simplest form, Cloud Computing takes the form of web-based programs or applications that users can
access and use through a web browser as if it were a program installed locally on their own computer. The
term "cloud" is used as a metaphor for IEEE 802.3 computer networks, based on the cloud drawing used in the
past to represent the telephone network.’

e Virtualization = layer of abstraction between services and hardware

e Cloud Computing = layer of abstraction between consumers and services

© 2026 VMsources Group Inc., CC BY-SA 4.0 8 Author: John Borhek
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Essential Characteristics of Cloud Computing’

e On-demand self-service. A consumer can unilaterally provision computing capabilities, such as server
time and network storage, as needed automatically without requiring human interaction with each
service provider.

e Broad network access. Capabilities are available over the network and accessed through standard
mechanisms that promote use by heterogeneous thin or thick client platforms (e.g., mobile phones,
tablets, laptops, and workstations).

e Resource pooling. The provider’s computing resources are pooled to serve multiple consumers using a
multi-tenant model, with different physical and virtual resources dynamically assigned and reassigned
according to consumer demand. There is a sense of location independence in that the customer
generally has no control or knowledge over the exact location of the provided resources but may be
able to specify location at a higher level of abstraction (e.g., country, state, or datacenter). Examples of
resources include storage, processing, memory, and network bandwidth.

e Rapid elasticity. Capabilities can be elastically provisioned and released, in some cases automatically, to
scale rapidly outward and inward commensurate with demand. To the consumer, the capabilities
available for provisioning often appear to be unlimited and can be appropriated in any quantity at any
time.

e Measured service. Cloud systems automatically control and optimize resource use by leveraging a
metering capabilityl at some level of abstraction appropriate to the type of service (e.g., storage,
processing, bandwidth, and active user accounts). Resource usage can be monitored, controlled, and
reported, providing transparency for both the provider and consumer of the utilized service.

Or, put another way: all of the characteristics which also define virtualization!

© 2026 VMsources Group Inc., CC BY-SA 4.0 9 Author: John Borhek
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Cloud Computing Service Models (Essential Terms)"

e Software as a Service (SaaS). The capability provided to the consumer is to use the provider’s
applications running on a cloud infrastructure. The applications are accessible from various client
devices through either a thin client interface, such as a web browser (e.g., web-based email), or a
program interface. The consumer does not manage or control the underlying cloud infrastructure
including network, servers, operating systems, storage, or even individual application capabilities, with
the possible exception of limited user-specific application configuration settings.

e Platform as a Service (PaaS). The capability provided to the consumer is to deploy onto the cloud
infrastructure consumer-created or acquired applications created using programming. The consumer
does not manage or control the underlying cloud infrastructure including network, servers, operating
systems, or storage, but has control over the deployed applications and possibly configuration settings
for the application-hosting environment.

e Infrastructure as a Service (laaS). The capability provided to the consumer is to provision processing,
storage, networks, and other fundamental computing resources where the consumer is able to deploy
and run arbitrary software, which can include operating systems and applications. The consumer does
not manage or control the underlying cloud infrastructure but has control over operating systems,
storage, and deployed applications; and possibly limited control of select networking components (e.g.,
node firewalls).

© 2026 VMsources Group Inc., CC BY-SA 4.0 10 Author: John Borhek
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What is a Hypervisor?

A hypervisor is a computer software/hardware virtualization platform that allows multiple guest operating
systems or containers to run concurrently on a single node.

HYPER
VISOR

HARD
WARE

TYPE 1
fbaﬁ?nv:taﬂ

Hypervisor Classifications

Hypervisors are classified in two types:

e Type 1 (bare-metal) hypervisors are software systems that run directly on
the node's hardware and apportions the available hardware resources to
guest Virtual Machines and/or containers, while maintaining isolation

3|0SU0) IJNNAIRS

between the guests. The original hypervisor was developed at IBM in the
1960s. More recent examples are: VMware ESXi Server, Microsoft Hyper-

V, Nutanix, and Proxmox.

e Type 2 (or hosted) hypervisors are software applications running within a
conventional operating system. In the case of Type 2 Hypervisors, the
native Operating System runs on the hardware, the Hypervisor runs on
(and claims its resources from) the node Operating System then presents
those resources to Virtual Machines. Examples include: VMware

uonedyddy
uonednddy

Workstation, VMware Fusion

\@NW@

© 2026 VMsources Group Inc., CC BY-SA 4.0 11 Author: John Borhek


https://creativecommons.org/licenses/by-sa/4.0/

Cloud Computing from the Ground Up with Proxmox 9

Proxmox Virtual Environment (PVE)

PVE is one of the most robust platforms available, and an ideal candidate for users looking to migrate
from other Hypervisors.

PVE has the distinct advantage of being highly compatible with most hardware. It will install on existing
servers, connect to existing SANs, and is natively capable of Hyperconverged storage with Ceph. PVE is
also available in a variety of licenses from free (albeit without support or access to enterprise repos) to
full enterprise support at a fraction of the cost of VMware under Broadcom.

Installing PVE is a very simple process. Since PVE has such a wide hardware compatibility, it will install
on most servers, but it is always recommended to use the best/latest servers your organization can
afford.

Furthermore, PVE supports both traditional SAN and Hyperconverged storage at no additional cost. That
means you can use your almost certainly install PVE in place of other hypervisors, then gradually migrate
your VMs from the other platform to PVE.

For the most part, managing PVE is simple and straightforward, using the embedded GUI. There are some
instances where PVE will absolutely require the use of the CLI. In terms of features, PVE is comparable to
all major Type-1 hypervisors, and superior to many. PVE supports the flowing features critical to many
Organizations:

e High Availability failover of VMs

e Live Migration of VMs between PVE nodes

e iSCSI&FC SAN

e Hyperconverged storage

e Live patching of PVE nodes

e Supported by major backup platforms including Veeam

© 2026 VMsources Group Inc., CC BY-SA 4.0 12 Author: John Borhek
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We consider PVE to be the best, most scalable and affordable platform available based on a comparison
of features and attributes of other likely candidates.

Comparison of Hypervisor Platforms

Feature Proxmox VE |Hyper-V Nutanix Scale Computing VMware
Perpetual License YES YES NO NO NO

Hypervisor Architecture |KVM Hyper-V KVM KVM VMware ESXi
Hypervisor Type Type-1 Type-1 Type-1 Type-1 Type-1

Live Migration YES YES YES YES YES

High Availability YES YES YES YES YES

Native HCI YES YES (extra cost) YES YES YES (extra cost)
SAN Storage YES YES NO NO YES

Container Support NATIVE NO EXTRA NATIVE EXTA

Pricing Basis CPU Cores Cores & Capacity |Cores & Capacity |Cores & Capacity
Hardware Compatibility |WIDE WIDE LIMITED LIMITED LIMITED

Open Source YES NO NO NO NO

License GNU/GPL PROPRIETARY |PROPRIETARY PROPRIETARY PROPRIETARY
Backup and DR support  \WIDE WIDE WIDE WIDE WIDE

Native Backup and DR YES NO YES YES NO

‘Native Platform Migration YES NO YES YES YES

Licensing Considerations

PVE is GNU/GPL with perpetual licensing.

o Proprietary vs. GNU/GPL

* Aswe all have seen through the Broadcom / VMware debacle, proprietary licensing means
that the vendor can do anything they want regarding future licenses. They can even cut-off
support & updates for the “perpetual” licenses you have purchased and threaten you with

cease & desist orders if you have applied updates past the expiration of your most recent

support/subscription contract.

* GNU/GPL s a public license which does not expire. You will always be able to use and

update what you have installed without penalty, even if you let support/subscription expire.

* Additionally, the GNU/GPL license explicitly allows forking, dis-incentivizing vendors from

applying unreasonable terms to licensed platforms.

o Perpetualvs. Term Licensing

* Perpetual licensing refers to your ability to fully use a product (legally) after

support/subscription contracts expire.

© 2026 VMsources Group Inc., CC BY-SA 4.0
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* With Term licensing, functionality of the product will likely be limited or cease to operate
after support/subscription contracts expire.

Hardware Compatibility

Hardware Compatibility is another important consideration, especially for those considering a move from
another Hypervisor. Many of the “proprietary silo” platforms have narrow hardware compatibility
requirements, making them unsuitable for a direct replacement of another platform.

e Some platforms focus on selling “appliances” which are nothing more than highly-tuned nodes
o Other platforms only support specific “certified” devices (SCSI/ SAS / NIC / PCIl) and CPU
generations

PVE has gone a different direction and worked around standards compatibility. That means that PVE will
install on just about any modern server hardware and support what that hardware can do.

Hyperconverged vs. SAN Storage

While Hyperconverged storage is awesome, it does not always pay for itself. Moreover, if you are migrating
from a platform with SAN storage, you will want to continue to leverage your investment in those SANSs.

e Some alternative platforms don’t support traditional SAN storage
e Other platforms charge you per capacity to use disks/hardware you have purchased

60-Month TCO Comparison

450,000.00
400,000.00
350,000.00
300,000.00

250,000.00

200,000.00
150,000.00
100,000.00
50,000.00
0.00

Year-1 Year-2 Year-3 Year-4 Year-5

® Proxmox w/Hyperconverged Ceph ® Proxmox w/iSCSI Hyper-V w/S2D +Systems Center
Hyper-V w/iSCSI +Systems Center mvSphere Foundation with iSCSI mySphere Cloud Foundation w/vSAN

In the chart above pricing as of 2/1/2026, assumed is:

e $158,000 cluster investment w/SAN
e $149,000 cluster investment for HCI
o Published pricing as of 02/06/2026
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Cluster Design for PVE

PVE has the distinct advantage of wide hardware compatibility. In most environments, PVE will install in
place of existing Hypervisors and make use of existing storage.

Size of PVE Cluster

PVE clusters require a quorum of three nodes to function with Ceph and should be incremented in odd
numbers. That may seem odd (pun intended), however the high availability mechanisms of PVE, called
Corosync, function better with odd numbers to avoid a stalemate in electing failover nodes. If an even
number of nodes are required, it is possible to run a witness Corosync node alongside the cluster using
any hardware capable of supporting a Debian Linux OS.

We generally prefer smaller clusters with better provisioned hardware to larger clusters with less
provisioning. This is due to the internal network speed of a server as opposed to the wire speed of your
network.

The nature of Hyperconverged storage, however, may lead to the necessity for more nodes to
accommodate disks and increase disk efficiency.

Server Nodes for PVE Cluster

As | said previously, one of PVE’s distinct advantages is that it has wide hardware compatibility. It will
install on most X86 servers built in the last 10 years. This makes it a perfect candidate for in-place
conversion and migration from other Hypervisors.

Here are some basic recommendations/requirements for Proxmox server hardware:

e Minimum 4 NICs on 2 different PCl devices
e 2 Boot Disks in RAID 1 configuration
o Small/inexpensive disks will do
e Storage disks for Ceph and ZFS
o Disk controller must be able to present individual disks as ‘HBA mode’
e CPUs depend on application requirements
o Proxmox does not charge by core so high-core-count CPUs can work well
e RAM
o Proxmox overhead is generally low in the 2-4% range
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Node Design for PVE

8
g
g
H

Bond0/nicO

Cluster-iSCSl/nicl

o
up

Bond0/nic4

luster-iSCSI/nic2

10GbE TRUNK ALL:
CAT6 RJ45 Yellow IPMI/MGMT
10GbE VLAN3260 ACCESS

10GbE VLAN3261 ACCE!

Here you see a typical Proxmox server Node:

e BondO NICs are connected on 2 different PCl devices, which should be connected to two separate
upstream Leaf/Rack Switches in TRUNK mode if VLANs are used
o Cluster/iSCSI has separate VLANs for each unique NIC in ACCESS mode
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SAN Design for PVE
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o WheniSCSlis configured for Proxmox, Best Practice is to separate paths on different Networks.
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Network Switch Design for PVE
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e AllTRUNK connections distributed across two infrastructure switches

e SAN s connected to two infrastructure switches
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Types of Storage for PVE

The first thing to consider with a PVE installation or migration is the desired target storage. Here again,
PVE shines as having wide compatibility with most storage devices including: local disks, SAN, NAS and
Hyperconverged storage.

Local Disks

Local disks are fine for standalone installations and can be leveraged as part of a Hyperconverged
cluster. Local storage is generally fast and reliable, but unless it is clustered, it is not Highly Available (HA)
and will not support live migration or fail-over of workloads.

NAS/NFS

A NAS (Network Attached Storage) is a device that presents file-level storage using the NFS protocol That
is to say that your workloads are stored on the native filesystem of the NAS device. Windows and Linux
are both capable of presenting NFS storage, and in both cases, workloads would be stored on the
respective underlying filesystem: NTFS, ReFS, ext3, ext4, etc.

NAS systems create High Availability through multiple network paths between server and storage and
may also have multiple, redundant controllers to create those paths.

NAS can support both live migration and fail-over of workloads. NFS is generally thin-provisioned on the
target filesystem, however pre-allocation may prevent you from using more than the total of all your
workloads committed space.

SAN

A SAN (Storage Attached Network) is a device that presents block-level data to initiators using primarily
iSCSI or FC protocol. That is to say that the SAN presents unformatted “disks” as LUNs (Logical Unit
Number) to servers, which then format the LUNs and consume them.

SANSs create High Availability using redundant hardware controllers and multiple pathways between
server and storage.

SANSs support live migration and fail-over of workloads. At the moment, PVE does not support thin-
provisioning of SAN workloads in a clustered environment due to the limitations of LVM (Logical Volume
Manager) volumes.

Hyperconverged Storage with Ceph

Cephis aresilient and widely used Hyperconverged storage platform which aggregates the local disk
space across multiple nodes to create a pool of Highly Available storage. Ceph does not rely on any other
filesystem but instead manages individual disks with its own storage backend called BlueStore.

A cluster of nodes which deploy Ceph storage can tolerate one or more node failures, configurable in the
basic Ceph settings.
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Ceph supports live-migration and fail-over of workloads. Ceph is also natively thin-provisioned.

Key advantages of Ceph include:

Unified Storage: Ceph provides object, block, and file storage in one platform, eliminating the
need for separate systems.

Massive Scalability: Ceph can grow from a few nodes to thousands, scaling to petabytes or
exabytes without performance degradation.

Cost-Effective: As open-source software that runs on commodity (off-the-shelf) hardware, it
eliminates vendor lock-in and high licensing costs, reducing total ownership costs.

High Availability & Self-Healing: Using the CRUSH algorithm, Ceph eliminates single points of
failure, automatically rebalancing and repairing data (self-healing) if a node fails.

No Metadata Bottleneck: The CRUSH algorithm allows clients to calculate data locations rather
than querying a central server, ensuring high performance.

Versatile Use Cases: Ideal for cloud infrastructure (OpenStack, Kubernetes), big data analytics,
and backup, providing flexibility for diverse workloads.

Enterprise Features: Includes advanced capabilities like thin provisioning, snapshots, and

disaster recovery replication.

Comparison of common PVE storage subsystems

Live Migration Fail-over Thin-provisioning
Local Disks NO NO YES
NAS/NFS YES YES YES
SAN YES YES NO
Ceph YES YES YES
Table 1
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Considering Hyperconverged Storage

Hyperconverged storage is not appropriate for every deployment. The common myth that
Hyperconverged storage reduces the number of devices in your environment is simply not true.

While Hyperconverged storage eliminates the need for a traditional SAN or NAS (a device), it will probably
require a larger number of individual disks; for smaller clusters it will be a lot more. Given the cost of fast
enterprise-grade SSDs or NVMe “disks,” Hyperconverged storage may or may not be more affordable. The
fact that Cephis included with every licensed level of PVE, definitely makes Hyperconverged storage a
greater possibility.

Traditional SAN vs. Hyperconverged Storage

From a performance standpoint, we consider the difference between a traditional SAN and
Hyperconverged storage a wash. Both depend on: The IOPS (Input/Output per Second) of each disk they
contain, network speed and controller capability/cache.

Garbage in = Garbage out; whereas if you provision fast SSDs or NVMEs on high-performance controllers,
either SAN or Hyperconverged storage is capable of great performance.

In the tables below, you can see that in a 3-node cluster, Hyperconverged storage requires many more
disks to achieve equal NET storage capacity. As cluster size grows, both disk efficiency and performance
of Hyperconverged storage increases. In a cluster of 4 nodes, for example, PFTT=2 would achieve a NET
disk use efficiency of 50%.

Disk Requirements for Hyperconverged Storage

3-Node Hyperconverged Cluster / PFTT =2

3.84TB 3.84TB 3.84TB 3.84TB

3.84TB 3.84TB 3.84TB 3.84TB

3.84TB 3.84TB 3.84TB 3.84TB 92.16 TB RAW
3.84TB 3.84TB 3.84TB 3.84TB 30.72 TB NET
3.84TB 3.84TB 3.84TB 3.84TB

3.84TB 3.84TB 3.84TB 3.84TB

Table 2
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Disk Requirements for Traditional SAN

Traditional SAN / RAID 6 (N-2)
3.84TB 3.84TB 3.84TB 3.84TB 3.84TB 38.4 TB RAW
3.84TB 3.84TB 3.84TB 3.84TB 3.84TB 30.72 TB NET
Table 3
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General Networking Concepts

We need to spend some time discussing general networking concepts before diving into PVE, because
PVE is much more modern in its approach to networking than some other platforms.

Windows (Hyper-V) is particularly oriented around its origins with Classful networking, and even VMware
has some tendency to stick to the IP/Subnet Mask relationship.

In almost every case, PVE is going to require the use of CIDR (Classless Inter-Domain Routing) notation
when entering or creating IP addresses.

Classful Networks

Full networks are divided into class A, B and C, depending on the size (number of possible addresses) of
each network. Classful networking is considered obsolete following the introduction of Classless Inter-
Domain Routing (CIDR) in 1993V

CIDR SNM Example First usable IP Last usable IP
Class A /8 255.0.0.0 10.0.0.10 10.0.0.1 10.0.0.254
Class B /16 255.255.0.0 172.16.0.10 172.16.0.1 172.16.255.254
Class C /24 255.255.255.0 192.168.0.10 192.168.0.1 192.168.0.254
Table 4

CIDR (Classless Inter-Domain Routing) / SNM

CIDR was introduced in 1993 and allows for the almost infinite subnetting (dividing into smaller network

portions) of available IP spaces.

Possible CIDR Networks

CIDR | Subnet Mask Example Subnet First IP LastIP IP Addresses

/32 255.255.255.255 10.0.0.0/32 10.0.0.0 | 10.0.0.0 1
/31 255.255.255.254 10.0.0.0/31 10.0.0.0 | 10.0.0.1 2
/30 255.255.255.252 10.0.0.0/30 10.0.0.0 | 10.0.0.3 4
/29 255.255.255.248 10.0.0.0/29 10.0.0.0 | 10.0.0.7 8
/28 255.255.255.240 10.0.0.0/28 10.0.0.0 | 10.0.0.15 16
/27 255.255.255.224 10.0.0.0/27 10.0.0.0 | 10.0.0.31 32
/26 255.255.255.192 10.0.0.0/26 10.0.0.0 | 10.0.0.63 64
/25 255.255.255.128 10.0.0.0/25 10.0.0.0 | 10.0.0.127 128
/24 255.255.255.0 10.0.0.0/24 10.0.0.0 | 10.0.0.255 256
/23 255.255.254.0 10.0.0.0/23 10.0.0.0 | 10.0.1.255 512
/22 255.255.252.0 10.0.0.0/22 10.0.0.0 | 10.0.3.255 1,024
/21 255.255.248.0 10.0.0.0/21 10.0.0.0 | 10.0.7.255 2,048
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CIDR | Subnet Mask Example Subnet First IP LastIP IP Addresses

/20 255.255.240.0 10.0.0.0/20 10.0.0.0 | 10.0.15.255 4,096
/19 255.255.224.0 10.0.0.0/19 10.0.0.0 | 10.0.31.255 8,192
/18 255.255.192.0 10.0.0.0/18 10.0.0.0 | 10.0.63.255 16,384
/17 255.255.128.0 10.0.0.0/17 10.0.0.0 | 10.0.127.255 32,768
/16 255.255.0.0 10.0.0.0/16 10.0.0.0 | 10.0.255.255 65,536
/15 255.254.0.0 10.0.0.0/15 10.0.0.0 | 10.1.255.255 131,072
/14 255.252.0.0 10.0.0.0/14 10.0.0.0 | 10.3.255.255 262,144
/13 255.248.0.0 10.0.0.0/13 10.0.0.0 | 10.7.255.255 524,288
/12 255.240.0.0 10.0.0.0/12 10.0.0.0 | 10.15.255.255 1,048,576
/11 255.224.0.0 10.0.0.0/11 10.0.0.0 | 10.31.255.255 2,097,152
/10 255.192.0.0 10.0.0.0/10 10.0.0.0 | 10.63.255.255 4,194,304
/9 255.128.0.0 10.0.0.0/9 10.0.0.0 | 10.127.255.255 8,388,608
/8 255.0.0.0 10.0.0.0/8 10.0.0.0 | 10.255.255.255 16,777,216
/7 254.0.0.0 10.0.0.0/7 10.0.0.0 | 11.255.255.255 33,554,432
/6 252.0.0.0 8.0.0.0/6 8.0.0.0 11.255.255.255 67,108,864
/5 248.0.0.0 8.0.0.0/5 8.0.0.0 15.255.255.255 134,217,728
/4 240.0.0.0 0.0.0.0/4 0.0.0.0 15.255.255.255 268,435,456
/3 224.0.0.0 0.0.0.0/3 0.0.0.0 31.255.255.255 536,870,912
/2 192.0.0.0 0.0.0.0/2 0.0.0.0 63.255.255.255 1,073,741,824
/1 128.0.0.0 0.0.0.0/1 0.0.0.0 127.255.255.255 2,147,483,648
/0 0.0.0.0 0.0.0.0/0 0.0.0.0 255.255.255.255 4,294,967,296

Table 5

Private IPv4 Networks (RFC 1918)

Private networks came about in the form of RFC 1918 published by the Internet Engineering Task Force
(IETF). Private networks are largely a reaction to the diminishing number of available IPv4 addresses on

the Internet.

Be designating certain network ranges as private (not publicly routable), RFC 1918 allows organizations to

manage networks of varying sizes internally and then make services on those network(s) available to the
Internet using NAT

CIDR RFC 1918 name | IP address range Largest CIDR block (subnet mask)
/8 24-bit block 10.0.0.0-10.255.255.255 10.0.0.0/8 (255.0.0.0)

/12 20-bit block 172.16.0.0-172.31.255.255 172.16.0.0/12 (255.240.0.0)

/16 16-bit block 192.168.0.0-192.168.255.255 | 192.168.0.0/16 (255.255.0.0)

Table 6
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Subnetting

Subnetting is the process of dividing a larger network into smaller portions. Almost all the private
networks we use and deploy are subnets of a larger network.

A small organization with one site might adequately get by with just a few subnets of the
private192.168.0.0/16 network. E.g.: 192.168.0.0/24 and 192.168.1.0/24 This is obviously limited to 254
distinct subnets.

A medium size organization requiring more distinct networks might choose to subnet the private
172.16.0.0/12 network. E.g.: 172.16.0.0/24 and 172.16.1.0/24 This provides more possible distinct
subnets, however, there is no elegant way of designating site/VLAN in this plan.

How Class A /24 Subnets Work

We prefer to subnet the 10.0.0.0/8 private network. In this way we achieve elegant distinction of
site/VLAN/host.

A common and recommended practice is using the second part of a class A network (second octet) to
designate the location, the third octet to designate the VLAN and the last octet as the host IP. This
provides an elegant and simple solution.

Our training class (if you use our equipment/labs) will operate in our location 26, using VLANs 20-26, with
each network subnetted into segments of 254 host IP addresses (/24).

Class A Location VLAN HOST
10 26 20 101
Table 7

/24 Network Reservations

For most of us, some form of planned organization within a subnet/network is required. We organize our
/24 networks this way:

Network services XY.Z1toXY.Z.9 Gateways / DHCP / PXE

Domain Services XY.Z.10to X\Y.Z.19 DCs/WSUS/KMS

Static IP XY.Z.20to X.XY.Z.ABC Servers

DHCP POOL XY.Z.ABD to X.Y.Z.254 Optional DHCP pool
Table 8
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Using This Book

We’ve made every attempt to make this book as readable as possible so you may continue to use it for future
reference long after the class is completed. It is important to remember that not every class or situation is
alike, and the screenshots/instructions contained on subsequent pages represent a baseline that works in our
lab but will need to be adapted for different conditions.

The Materials Contained Within Are Cumulative

This book is arranged in as logical an order as we could conceive. We have used the very methodology that we
use when building any new environment from the ground up in a production environment.

Each section is designed to introduce you to one of the building blocks of virtualization with Proxmox. Sections
are arranged in order so that the knowledge gained in one section contributes to your understanding of the
next. In this manner, rather than focusing on memorization of requirements and dependencies for various
components of virtualization, your knowledge of requirements will be natural and fluent.

For example:

If we taught you about the requirements for Live Migration using printed materials and a lecture, then
connected to a pre-configured environment to configure and practice Live Migration; your knowledge
of Live Migration dependencies would come from memorization.

In practice:

We prefer to have you configure each and every one of the dependencies for a complete and
functioning Proxmox environment in order. By following this methodology, every participant will be
acutely aware of the interrelations and dependencies of all the Proxmox components and features!
Without memorization, participants will inherently know and understand how Proxmox works.

A Few, Simple Rules....

e You must participate in all labs. Failure to do so will render your environment useless and you will not
be able to complete class.

e You must follow the conventions established in this book or stated by your instructor. Failure to do so
will invalidate your configuration and may inhibit other participants learning process.

e If you cannot complete a lab, merely sit-it-out and wait for the instructor to be available to assist you
with completion.
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Ways to learn PVE

Instructor-Led Training (ILT)

Instructor-led classes (either online or in a conventional classroom) represent most of the use for this book.
The difference between a good instructor and a mediocre instructor is the individual’s ability to answer
guestions which range beyond the scope of the material.

In tackling questions and subjects which may not, specifically, be covered by the material, it is often necessary,
or desirable, to add or modify the default setup of the labs. During Instructor-led classes, pay attention to the
variables that the instructor gives you for the completion of the lab. Do not simply complete all the labs with
the default values provided in this book; to do so would, at best, abbreviate your learning experience, and at
worst nullify subsequent labs for you and others.

Instructor-Led Training Resources

During an ILT class on our environment we allocate resources to each participant.

Each participant will be allocated:

1. 1 PVE node
a. 64GB RAM
b. (12) CPU

c. Installdisk
d. (4) 300GB Ceph disks
2. 1iSCSI LUN for the classroom PVE cluster
3. 1iSCSI LUN per participant for each persons Proxmox Backup Server

The class will have access to 10GbE network, iSCSI SAN, AD domain, SMB and NFS shares. We have
gotten all the technical pre-requisites takes care of so you can concentrate on learning PVE.

Self-Study

Participants wishing to engage in self-study will need to rigidly adhere to the conventions established in this
book or create their own conventions (using their own lab equipment) entirely.

Please remember that while self-study and our instructor-led programs use the same book and materials, the
very nature of an instructor-led class leads to change and adaptation throughout the session. You simply
cannot participate in a group learning experience without participating with the group!
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Self-Study Resources

To adequately provision your own lab for learning PVE, we recommend the following:

e PVE node server or VM: Minimum 16GB RAM (3 required)

e {SCSI SAN: We recommend TrueNAS for lab environments
e Network: 10GDbE (best) but 1GbE will do
Our LAB

Through this process, we have done our best to emulate a typical Enterprise environment. Sure, you
could create a simpler lab environment, but that would not provide the experience or knowledge you
need at work.

We have configured and use:

e Windows DC
e \Windows DNS
e \Windows CA

e SMB Share
e VLANSs
e iSCSISAN

e Jumbo Frames

e 10GbE network

e L3 Routing/firewall

e OpenVPN for lab access

Each participant node has:

e 12CPU

e 64 GBRAM

e 32GBinstalldisk

e (4) 300 GB storage disks (for use with Ceph)
e (6) 10GbE interfaces

We are big fans of Enterprise open-source, however we have chosen to rely on Windows and Microsoft
DC/DNS/CA because that’s what’s used in real-world Enterprise environments. Sure, you could use
open-source utilities to execute all the Infrastructure services (and it would work well), however our goal
is to provide a relatable training experience that can journal directly to Organizational IT.
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The Domain
To expedite the learning process, we have a pre-configured Active Directory domain configured:
e lab.vmsources.com
If you are using our resources for the learning process, you must use this domain and respect its conventions.

If you have provisioned your own resources for the learning process using, for example, VMware Workstation;
you will be responsible for the independent acquisition of all binaries and correct configuration of an Active
Directory domain

The Variables

My Student Number is:

My Lab Variables

My Student Number is:
XYZ=

(ABC=XYZ+20) ABC=
(DEF=XYZ+40) DEF=
(GHI=XYZ+60) GHI=
(JKL=XYZ+80) JKL=

We use the default variable of XYZ for each participant in our lab environment. Subsequent variables will be
ABD, DEF, GHI, JKL which are always separated by 20. You will be issued your own unique XYZ variable which
will determine all unique lab variables such as names and IP addresses.

These variables, which are always bolded and in CAPS:

e XYZis a number between 101 and 120, and will become the primary basis for all NAMES you use
e ABCis a number between 121 and 140 (always 20 greater than XYZ)
o used in labs which require more than one unique resource
e DEF is a number between 141 and 160 (always 40 greater than XYZ)
o used in labs which require more than two unique resources
e GHIisa number between 161 and 180 (always 60 greater than XYZ)
o used in labs which require more than three unique resource
e JKLis anumber between 181 and 200 (always 80 greater than XYZ)
o used in labs which require more than three unique resource
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Users and Passwords

There are pre-configured users on the domain.

e Username: adminXYZ@lab.vmsources.com (LAB\adminXYZ)
e Password:

Classroom Share

We have provisioned a SMB share for use by participants in our lab environment. The share will have all
the files and ISOs we will use during the execution of these SBS LABs

e SMB://share/files
e Windows: \\share\files

Our Networks and VLANSs for this Lab Environment

We will use several networks in executing labs. In class, we use VLANs and practice full network
separation, as you would in any enterprise environment.

NOTE: If you are executing these labs on your own, it is possible to practice network separation without
using VLANs (some home-lab networks/hypervisors do not support VLANSs), simply use the interface
designations and omit the VLAN ID. The IP/SNM will separate the networks functionally, albeit without
true security.

VLAN Designation Network Gateway DHCP MTU
20 PVE MGMT 10.26.20.0/24 10.26.20.1 NO 1500
21 iISCSI Backup 10.26.21.0/24 N/A NO 1500
22 iISCSI 1 10.26.22.0/24 N/A NO 9000
23 iISCSI 2 10.26.23.0/24 N/A NO 9000
24 VMs 10.26.24.0/24 10.26.24.1 YES 1500
25 VDI VMs 10.26.25.0/24 10.26.25.1 YES 1500
26 VMware MGMT 10.26.26.0/24 10.26.26.1 NO 1500
Table 9

Our Interface Mapping for this Lab Environment

XYZ represents your participant number

Interface MAC Pinned Interface name Available VLANs Mode

00:50:56:XY:Z0:01 nic1 20-26 TRUNK
00:50:56:XY:Z0:02 nic2 20-26 TRUNK
00:50:56:XY:Z20:03 nic3 20-26 TRUNK
00:50:56:XY:Z20:04 nic4 20-26 TRUNK
00:50:56:XY:Z20:05 nicd 22 Access
00:50:56:XY:Z0:06 nicé 23 Access

Table 10
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Installing and Configuring PVE

SBS LAB - (GUI) Installing PVE

Unfortunately, if you are taking this class remotely, you will not be able to install PVE yourself. Your PVE
server will be installed for you and ready for connection at its designated IP address: 10.26.20.XYZ:8006

The process of installing PVE is very easy as you can see in the screenshots below and class videos.

Variables for this lab (or other as appropriate for your environment):

e Username: root

e Password: P@sswOrd
e |Install disk: /dev/sda

e Country: United States
e Timezone: UTC

e Language: English

e Email: admin@lab.vmsources.com
e VLAN: 20

e |P:10.26.20.XYZ/24

e (Gateway: 10.26.20.1

e DNS:10.26.24.10

1. First, we must get PVE
Step 1: Download the PVE ISO: https://www.proxmox.com/en/downloads

v X Download Proxmox software, ¢ X + = X

<« C 2% proxmox.com/en/downloads * @
Get Help ¥ : - A
X PROXMO =
A
Home Products Services  Partners  About
Downloads
Proxmox Virtual Environment Proxmox Backup Server Proxmox Mail Gateway

Latest Releases

Proxmox VE 8.4 1SO Installer

8.4-1 1.57GB April 09, 2025
SHAZS6SUM
d237d70cad8a9f6eba7f95fd4fd337722c3f6918106393844d027d2826523d8
Proxmox Backup Server 3.4 ISO Installer
& -

e.g.: s

© 2026 VMsources Group Inc., CC BY-SA 4.0 31 Author: John Borhek


https://creativecommons.org/licenses/by-sa/4.0/
mailto:admin@lab.vmsources.com
https://www.proxmox.com/en/downloads

Cloud Computing from the Ground Up with Proxmox 9

Step 2: Mount the ISO to the server you will be installing to and boot to ISO:
Step 3: Power-on the server and observe the console/KVM

Proxmox WE 8.4 (iso relesse 1) - https://www.proxmox.com’

X PROXMOX

Welcome to Proxmox Virtual Environment

Install Praxmox WE (Graphical)
Install Proxmox VE (Terminal UI)

Advanced Options

Step 4: Follow the prompts in the installer. Select: Agree

X DRO Mo Proxmox VE Installer

END USER LICENSE AGREEMENT (EULA)

END USER LICENSE AGREEMENT (EULA) FOR PROXMOX VIRTUAL ENVIRONMENT (PROXMOX
VE)

By using Proxmox VE software you agree that you accept this EULA, and that you have read
and understand the terms and conditions. This also applies for individuals acting on behalf
of entities. This EULA does not provide any rights to Support Subscriptions Services as
software maintenance, updates and support. Please review the Support Subscriptions
Agreements for these terms and conditions. The EULA applies to any version of Proxmeox VE
and any related update, source code and structure (the Programs). regardless of the
delivery mechanism.

1. License. Proxmox Server Solutions GmbH (Proxmox) grants te you a perpetual, worldwide
license to the Programs pursuant to the GNU Affero General Public License V3. The license
agreement for each component is located in the software component's source code and
permits you to run, copy, modify, and redistribute the software component (certain
obligations in some cases), both in source code and binary code forms, with the exception
of certain binary only firmware compenents and the Proxmox images (e.g. Proxmox logo).
The license rights for the binary enly firmware components are located within the
components. This EULA pertains solely to the Programs and does not limit your rights
under, or grant you rights that supersede, the license terms of any particular component.

2. Limited Warranty. The Programs and the components are provided and licensed "as is"
without warranty of any kind, expressed or implied, including the implied warranties of
merchantability, nen-infringement or fitness for a particular purpose. Neither Proxmox ner
its affiliates warrants that the functions contained in the Programs will meet your
requirements or that the operation of the Programs will be entirely emor free, appear or
perform precisely as described in the accompanying documentation, or comply with
regulatory requirements.

Abort Pre 1 agree
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Step 5: Select the install disk, PVE can be installed to flash-media, but it is recommended to install
PVE on redundant disks (RAID 1 or equivalent) such as HDD, SDD or NVMe (usually: /dev/sda)

Proxmox VE Installer

X PROXMO

Proxmox Virtual Environment (PVE)

The Proxmox Installer automatically
partitions your hard disk. It installs all required

* Please verify the installation target
The displayed hard disk will be used for the

packages and makes the system bootable from installation.

the hard disk. All existing partitions and data Warning: All existing partitions and data will
will be lost. be lost.

Press the Next button to continue the +» Automatic hardware detection
installation.

The installer automatically configures your
hardware.

* Graphical user interface
Final configuration will be done an the
graphical user interface, via a web browser.

Target Harddisk | jdev/sda (32.00GiB, virtual disk) Options

Abort Previous Next

e.g.:

Step 6: Select your country, time zone and language. We recommend using UTC for all
infrastructure servers.

Proxmox VE Installer

X PROXMO

Location and Time Zone selection

e.g.:

Abort

The Proxmox Installer automatically makes .

location-based optimizations, like choosing the
nearest mirror to download files from. Also
make sure to select the correct time zone and
keyboard layout.

Press the Next button to continue the
installation.

Country

Time zone | UTC

Keyboard Layout

© 2026 VMsources Group Inc., CC BY-SA 4.0

U.5. English

Country: The selected country is used to
choose nearby mirror servers. This will
speed up downloads and make updates
more reliable.

Time Zone: Automatically adjust daylight
saving time.

Keyboard Layout: Choose your keyboard
layout.

United States

Previous
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Step 7: Set password and email.

X PROXMO

Proxmox Virtual Environment is a full
featured, highly secure GNU/Linux system,
based on Debian.

In this step, please provide the root password.

Email

Abort
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Proxmox VE Installer

Administration Password and Email Address

Password: Please use a strong password.
It must be at least 8 characters long, and
contain a combination of letters, numbers,
and symbols.

Email: Enter a valid email address. Your
Proxmox VE server will send important alert
notifications to this email account (such as
backup failures, high availability events,
etc.).

Press the Next button to continue the
installation.

Password  eeeeeeee®

Confirm  eeeeeee®

admin@lab.vmsources.com

Previous
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Step 8: Set the initial network properties for this PVE node. Start by clicking: Options

_/‘y"‘ PVE101 - Whware Remote Console

wee - | | -+ & O

X PROXMO

Proxmox VE Installer

Please verify the displayed network

interface after installing.

chose during the previous steps.

Management Interface
Hostname (FQDN)

IP Address (CIDR)
Gateway

DNS Server

Abort

Management Network Configuration

* IP address (CIDR): Set the main IP address

configuration. You will need a valid network and netmask for your server in CIDR
configuration to access the management notation.

* Gateway: |IP address of your gateway or

After you have finished, press the Next button. firewall.
You will be shown a list of the options that you

* DNS Server: IP address of your DNS server.
nicl - 00:50:56:10:10:01 (vmxnet3) -
pve.example.invalid
192.168.100.2 / 24
192.168.100.1

127.0.0.1

Pin network interface na

Previous

Next

e.g.:

NOTE : How do you know what interface to use for management? You don’t really, at least not
until PVE is installed. If you have six equivalent interfaces, you could leave just the ones
you intend to use for management connected (and they would have green dots to the left of
the interface name), however after install is complete we can determine the MAC/Interface

relation with the command: ip -a
NOTE : Pin network interface names is very useful so that the interfaces are named “nic1,nic2,
etc.” and not named with the hardware interface references, eg. “enp4s0”

© 2026 VMsources Group Inc., CC BY-SA 4.0 35

Author: John Borhek


https://creativecommons.org/licenses/by-sa/4.0/

Cloud Computing from the Ground Up with Proxmox 9

Step 9: We will want to align our Network Interface Names with Table 10, to make management easier
in the future.

Managdement Network Configuration

D Interface Name Pinning Options E=E
00:50:56:10:10:04 (ens161, vmxnet3, DOWN)  nicd
e v P add
jura _ h
Jura 00:50:56:10:10:01 (ens192, vmxnet3, DOWN) | nicl
ace
00:50:56:10:10:05 (ens193, vmxnet3, DOWN) | nic5 lay or
you
fill By 00:50:56:10:10:02 (ens224, vmxnet3, DOWN)  nic2
3
> du IS ser
00:50:56:10:10:06 (ens225, vmxnet3, DOWN) | nicé
00:50:56:10:10:03 (ens256, vmxnet3, DOWN) | nic3]
(0].4
e.g.: ' IP Address (CIDR] | 192.168.100.2 /T 24

Step 10: Now assigh network properties as shown, except substituting your unique values for the
XAY/101 variables shown. Be sure to use nic1 as the Management Interface

2" PVE1D1 - VMware Remote Console - m} X

wee - 1| - & 0

X PROXMO Proxmox VE Installer

Management Network Configuration

Please verify the displayed network * |IP address (CIDR): Set the main IP address
configuration. You will need a valid network and netmask for your server in CIDR
configuration to access the management notation.

interface after installing.
* Gateway: |P address of your gateway or

After you have finished, press the Next button. firewall.
You will be shown a list of the options that you
chose during the previous steps. * DNS Server: IP address of your DNS server.

Management Inter‘face< nicl - 00:50:56:10:10:01 (vmxnet3) - >

Hostname (FQDN)  pvel0l.lab.vmsources.com

IP Address (CIDR) | 10.26.20.101 /] 24

Gateway | 10.26.20.1

DNS Server  10.26.24.10

Pin network interface names Options

Abort Previous Next

e.g.:
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Step 11: Install

XPRO

Cloud Computing from the Ground Up with Proxmox 9

Proxmox VE Installer

MO

Filesystem:
Disk(s):
Country:
Timezone:
Keymap:
Email:
Management Interface:
Hostname:
IP CIDR:
Gateway:
DNS:

Abort

e.g.:

2. Install complete.

© 2026 VMsources Group Inc., CC BY-SA 4.0

Summary

Please confirm the displayed information. Once you press the Install button, the installer will
begin to partition your drive(s) and extract the required files.

extd

/dev/sda

United States
uTC

en-us
admin@lab.vmsources.com
ensl6l

pvelOl
10.26.20.101/24
10.26.20.1
10.26.24.10

Automatically reboot after successful installation

Previous Install
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SBS LAB - (CLI) Initial configuration of PVE for VLANs

PVE provides no user-friendly VLAN option on installation, so if your environment uses VLANSs, it will be
necessary to edit the /etc/network/interfaces file a little bit

1. Now we log on to our PVE node
Step 1: Login as root with the password you set.

lelcome to the Proxmox Virtwal Enwironment. Flease use your web brouser to
configure this server - commect to:

https:rrs172.20.100.201:8006/

(pueldl login: root
Password: _

e.g.:

Step 2: Test networking by pinging the gateway or other known good IP:
Command #1 run: ping 10.26.20.1

root@pueldl:"# ping 10.26.20.1
10.26.20.1 (10.26.20.1) 56(B4) bytes of data.
10.26.20.101 icmp_seq=1 Destination Host Unreachable
10.26.20.101 icmp_seq=Z Destination Host Unreachable
10.26.20.101 icmp_seq=3 Destination Host Unreachable
10.26.20.101 icmp_seq=4 Destination Host Unreachable

—— 10.26.20.1 ping statistics ——
b packets transmitted, O received, +1 errors, 100x packet loss, time 4056ms

NOTE : As you can see, network connectivity is not presently functioning because our
environment uses TRUNK ports for everything except iSCSI storage. We will need to
configure our VLAN at the CLI to proceed
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3. Determine NIC (MAC) relationship to interface name

Command #1 run: ip a
rootBpueldl:"# ip a

1: <LOOPBACK,UP ,LOWER_UP> mtu 65536 gdisc wnogueue state UNKNOWN group default glen 1000

link~loopback brd
inet +8 scope host lo
valid_1ft forever preferred_lft forever
inetb #128 scope host noprefixroute
valid_1ft forever preferred_lft forever
<BROADCAST ,MULTICAST> mtu 1500 gdisc
linksether brd
altname enpds0
altname enx005056101004
<NO-CARRIER, BROADCAST ,MULTICAST,UP> m
link-ether brd
altname enplls0
altname enx005056101001
<BROADCAST,MULTICAST> mtu 1500 gdisc
linksether brd
altname enplZs0
altname enx005056101005
<BROADCAST,MULTICAST> mtu 1500 gdisc
link-ether brd
altname enpl9s0
altname enx005056101002
<BROADCAST ,MULTICAST> mtu 1500 gdisc
linksether brd
altname enpl0s0
altname enxOO5056101006
<BROADCAST ,MULTICAST> mtu 1500 gdisc
link-ether brd
altname enp2?s0
altname enx005056101003
<NO-CARRIER, BROADCAST ,MULTICAST,UP>
linksether brd
inet /24 scope global umbr®
valid_1ft forever preferred_lft forever
e.g.:runtﬁpuelﬂl:"u _

Step 2: Compare to Table 10 (if you are traini

noop state group default

tu 1500 gdisc mg master umbrQ

group default

state group default

group default

state group default

mtu 1500 gdisc noguewne state

ngin our lab)

glen

stat

glen

glen

glen

glen

1000

e group default glen 1000

group default glen 1000

Step 3: Make sure that the interface we are editing in subsequent steps is one which has access to

VLAN 20
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5. If you use VLANs and ping was unsuccessful some modifications of this file are required.
Command #1 run: vi /etc/network/interfaces

root@pueldl:"# vi retcsnetuorksinterfaces_
e.g.:

6. This is the configuration created by the installer without VLAN

auto lo
iface lo inet loopback

iface nic inet manual

auto unbro

iface umbrQ inet static
address 10.26.20.101.-24
gateway 10.26.20.1
bridge—ports nic0
bridge—-=stp off
bridge-fd 0

iface nicl inet manual

iface nicZ inet manual

iface nic3 inet manual

iface nict inet manual

iface nich inet manual

zource setconetworksinterfaces.d- =
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8. If you use VLANs (TRUNK ports), you will need to modify your initial config as follows, except
substituting your correct values.
Step 1: Using the arrows, move the cursor to the line: auto vmbr0
Step 2: Press [End]
Step 3: Press lowercase [a] to go to insert mode (add)
Step 4: Add the text: .20 to make the line read: auto vmbr0.20
Step 5: Use the down arrow to move down to the the line: iface vmbrO0 inet static
NOTE : When you use the up or down arrows, the editor will shift from insert mode to
command mode, so you will have to press [a] again on the second line.
Step 6: Use the arrows to place the cursor over the blank space following: vmbr0
Step 7: Press lowercase [i] to go to insert mode (at)

Step 8: Modify the line to read: iface vmbr0.20 inet static

auto lo
iface lo inet loopback

iface nicO inet manual

auto umbrd .20

iface umbr0.20 inet static
address 10.26.20.101-24
gateway 10.26.20.1

e.g.:

Step 9: We are using VLAN 20, so change the first two lines with “vmbr0” to: vmbr0.20

Step 10: Now move the cursor to the last digit of the gateway and press [a] to go to add

Step 11: Press [ENTER] twice (to move existing entries down and insert a blank line)

Step 12: Add the lines: ‘auto vmbr0Q’ and ‘iface vmbr0 inet manual’

auto umbrd.Z0
iface unbr0 .20 inet static

address 10.26.20.101-24
gateway 10.26.20.1
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Step 13: Now move to the end of the last line and press [a] followed by [ENTER] to add the following

lines
bridge-vlan-awvare yes
. bridge-vids 20-26
e.g.:

9. When complete, your file should look like this
Step 1: Press [ESC] to leave insert mode
Step 2: Press [:]to enter command mode
Step 3: Enter [w] and [q] to write and quit

auto lo
iface lo inet loopback

iface nicl inet manual

auto unbrd.Z0

iface umbrd.Z20 inet static
address 10.26.20.101-24
gateway 10.26.20.1

auto unbro

iface umbr® inet manual
bridge-ports nicl
bridge—-stp off
bridge—-fd 0
bridge-uvlan—aware yes
bridge-vids 20-26

iface nicd inet manual

iface nich inet manual

iface nicZ inet manual

iface nich inet manual

iface nic3 inet manual

source setconetwork-/interfaces.d- =

e.g.:

Command #1 run: ifreload -a
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11. Ping the gateway again

Cloud Computing from the Ground Up with Proxmox 9

Command #1 run: ping 10.26.20.1

root@puelttl: # ping b
PING 10.26.20.1 (10.26.20.
64 bytes from 10.26.20.1:
64 bytes from 10.26.20.1:
64 bytes from 10.26.20.1:
64 bytes from 10.26.20.1:
“C

1) 56(84) bytes of data.

icmp_seq=1 ttl=64 time=0.2538
icmp_seq=2 ttl1=64 time=0.249
icmp_seq=3 ttl=64 time=0.276
icmp_seq=4 ttl=64 time=0.262

——— 10.26.20.1 ping statistics —

4 packets transmitted, 4 received, 0+ packet loss, time 3106m=

rtt min-cavgsmax-smdev = 0.249-0.261-0.276-0.009 ms

root@pueldl: "4 °C
root@pueldl:"H _

NOTE : You will need to press [CTL-C] to stop the ping
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SBS LAB - (GUI) Logging on to PVE GUI

Variables for this lab (or other as appropriate for your environment):
e Web browser
e Username: root
e Password: P@sswOrd
e URL: https://10.26.20.XYZ:8006

1. Now we access PVE by its GUl interface
Step 1: Open a browser to: https://10.26.20.XYZ:8006
Step 2: Click on: Advanced

Privacy error x  +

&« ¢ © Notsecure  hitps//10.26.20.101:8006

A

Your connection is not private

Attackers might be trying to steal your information from 10.26.20.101 (for example,
passwords, messages, or credit cards). Learn more about this warning

NET:=ERR_CERT_AUTHORITY_INVALID

Q Turn on enhanced protection to get Chrome’s highest level of security

e.g.:
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Step 3: Click on: Proceed...

A

Your connection is not private

Attackers might be trying to steal your information from 10.26.20.101 (for example,
passwords, messages, or credit cards). Learn more about this warning

NET:ERR_CERT_AUTHORITY_INVALID

Q Turn on enhanced protection to get Chrome's highest level of security

This server could not prove that it is 10.26.20.101; its security certificate is not trusted by
your computer's operating system. This may be caused by a misconfiguration or an
attacker intercepting your connection.

Proceed to 10.26.20.101 (unsafe)

e.g.:

Step 4: Log on with the credential: root and the password you set in the Realm: Linux PAM standard
authentication

3 pvel01 - Proxmox Virtual Envie X+

L c © Notsecure  Ritps://10.26.20.101:8006/#v1:0:18:

Proxmox VE Login

User name:  root

Password

Realm: Linux PAM standard authentication

Language: English - English

Save User name: [ ] Login

X pvel0l - Proxmox Virtual Envic - X+

« c © Notsecure  hitps://10.26.20.101:3006/#v1:0:18:

No valid subscription &

You do not have a valid subscription for this server. Please visit www.proxmox.com to geta

list of available options.
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2. This is your basic, unconfigured PVE interface

3 pvel01 - Proxmox Virtual Envie X+

<« c © Notsecure  hBips//10.26.20.101:8006/#v1:0:18:4:

X PRO MO X virtual Environment 840 Search

Server View ©  Datacenter

lE Datacenter ‘
o pretdt

Q Search
& Summary
[J Notes
= Cluster
@ Ceph

£ Options

storage

storage

£ Storage
Backup
13 Replication
w® Permissions
& Users
& APl Tokens
@, Two Factor

& Groups

e.g.

© 2026 VMsources Group Inc., CC BY-SA 4.0
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Description Disk usage.. Memory us... CPU usage Uptime
pvel01 207 % 31% 02%ef12 .. 00:08:07
localnetwork (pve101)

local (pve101) 207 %

local-tvm (pve101) 0.0%

46 Author: John Borhek


https://creativecommons.org/licenses/by-sa/4.0/

Cloud Computing from the Ground Up with Proxmox 9

SBS LAB - (GUI) Configuring and Running Updates for PVE

1. Since we’re going to be using the free version of PVE for our training lab, we will be disabling the

Enterprise repos and adding the pve-no-subscription repos.
Step 1: Go to: pveXYZ > Updates > Repositories

3 pvel01 - Proxmox Virtual Envie: X +

< C

@ Not secure

x PRO > MO X Virtual Environment 9.0.3 Search

Server View hd Node pve101°

£ Datacenter
o pvel01 Q Search

& Summary

3 Notes

>_ Shell

2 System

Network

s

Certificates
DNS
Hosts

Options

L
@
(~]
&
Q

Time

ystem Log
2 Updates

2] Repositories
P Firewall
2 Disks

| LM

O LVM-Thin

e.g.:

HEEps1//10.26.20.101:8006/#v1:0:=node%2 Fpve101:4:=aptrepositories:

w

9 Dacumetaton © Creser

) Reboot () Shutdown

The enterprise repository is enabled, but there is no active subscription!

The Ceph enterprise repository is enabled, but there is no active subscription!

Status
Warning
APT Repositories
¥ Reload Add
Enabled Types

URIs Suites Components

[= File: /etc/aptisources list d/ceph sources (1 repository)

v

deb

https:/lenterprise proxmox com/debian/ceph-squid trixie enterprise

[ File: /etc/aptisources.list.d/debian. sources (2 repositories)

v deb hitp://deb.debian.org/debian/ trixie trixie-updates ~ main centrib non-free-fi...

v deb hitp://security.debian.org/debian-security/ trixie-security main centrib non-free-fi...
[ File: ptisources list.d/ ources (1 repository)

s deb https:/lenterprise proxmox.com/debian/pve trixie pve-enterprise

Step 1: Select the first enterprise repo and click:

¥ pvel0l - Proxmox Virtual Envir - X +

<« c

© Not secure

XK PROX MO X virtual Environment 9.0.3 Secrch
Server View B Node pvet01”
£8 Datacenter
g’ prelll Q Search
& Summary
[J Notes
>_ Shell
o System
= Network
# Cerlificates
@ DNS
@ Hosts
£ Options
® Time

ystem Log
2 Updates

£2] Repositories
U Firewall
2 Disks

| wMm

e.g.: N

https://10.26.20.101:8006/#v 1:0:=node%2 Fpve 101:4:=aptrepositories:

Status
Warning
APT Repositories
& Reload Add Disable
Enabled Types

Disable

>_ Shell i

Opti

Sign..

Sign...
Sign...

Sign..

Bulk Acti

Qrigin

3 Proxmox

(® Debian

(® Debian

3 Proxmox

-4

& Docmertaion © creatoc]

) Reboot () Shutdown

The enterprise repository is enabled, but there is no active subscription!

The Ceph enterprise repository is enabled, but there is no active subscription!

URlIs Suites Components

[ File: /etc/aptisources list d/ceph sources (1 repository)

v

hitps://enterprise proxmox com/debian/ceph-squid

trixie enterprise

[ File: /etc/apt/sources.list.d/debian. sources (2 repositories)

hitp://deb.debian.org/debian/
http-//security debian org/debian-security/

trixie trixie-updates

trixie-security

v deb
v deb

[ File ptisources list d
v deb

© 2026 VMsources Group Inc., CC BY-SA 4.0

ources (1 repository)

https://enterprise proxmox.com/debian/pve trixie pve-enterprise
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main contrib non-free-fi...

main contrib non-free-fi._

»_ Shell

Opti..

Sign_.

Sign...
Sign..

Sign..

i Bulk Acti

Origin

X Proxmox

(® Debian

( Debian

X Proxmox

Author: John Borhek
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Step 2: Select the second enterprise repo and click: Disable

3 pvel01 - Proxmox Virtual Envir - X +
I G © Notsecure  httns;//10.26.20.101:8006/#v1:0:=node%2Fpve101:4: =aptrepositories: e
XPRDXMOXVMMI Environment 9.0.3 Search & Documentation
Server View B Node pvet01” O Reboot | () Shutdown | >_ Shel i BulkActic
£ Datacenter 3
tatus
& e Q Search
& Summary The enterprise repository is enabled, but there is no active subscription!
[J Notes
>_ Shell
& System Waming
= Network
Certificat N
o EElles APT Repositories
@ DNS
oH = Reload Add Disable
osts.
& Options Enabled Types URIs Suites Components Opti.. Origin
© Time [ File: /etc/aptisources list d/ceph sources (1 repository)
System Log - deb hitps:/ienterprise proxmox com/debian/ceph-squid trixie enterprise Sign 3¢ Proxmox
Ena..
& H= ] File: fetc/aptisources list didebian sources (2 repositories)
€] Repositories v deb http://deb debian.orgldebian/ trixie trixie-updates  main contrib non-free-fi. Sign.. (2 Debian
U Firewall v deb http:/fsecurity debian_org/debian-security/ trixie-security main contrib non-free-fi_. Sign_. (2 Debian
& Disks [ File: /etc/aptisource: .d/pve-enterprise.sources (1 repository)
B LM v htips: proxmox v trixie pre-enterprise sign.. ¥ Proxmox
. O LVM-Thin
e.g.
Step 3: Click Reload
¥ pvel01 - Proxmox Virtual Envie X +
<« c @ Notsecure  Hps://10.26.20.101:8006/#v1:0:=node%2 Fpve101:4:=aptrepositories: e
X PROX MO virtual Environment .03 Sorch & Documentation [l G
Server View % Node pretot’ D Reboot | (9 Shuidown | >_ Shell ¥ Bulk Actic
£ Datacenter g
tatus
B pre10t Q, Search
& Summary Q No Proxmox VE repository is enabled, you do not get any updates!
D Notes
>_ Shell
& System Error
= Network
Certificat L
S iifcaes APT Repositories
@ DNS
@ Hosts Add Disable
ost
& Options Enabled Types URIs Suites Components Opti Origin
O Time [l File: fetc/aptisources list diceph sources (1 repository)
System Log - deb hitps://enterprise. proxmox.com/debian/ceph-squid trixie enterprise Sign 3¢ Proxmox
Ena
< Updates [l File: fete/aptisources list d/debian sources (2 repositories)
@] Repositories v deb hitp:/fdeb debian org/debian/ trixie trixie-updates  main contrib non-free-fi . Sign_. (© Debian
U Firewall v deb http://security. debian.org/debian-security/ trixie-security main contrib non-free-fi... ~ Sign... (2 Debian
& Disks [l File: /etc/aptisources list d/pve-enterprise sources (1 repository)
C - deb hitps:/lenterprise proxmox com/debian/pve trixie pve-enterprise Sign 3% Proxmox
Ena
O LVM-Thin
e. g. : ™ Direclory

No valid subscription (

‘You do not have a valid subscription for this server. Please visit www.proxmox.com to get a

list of available options.
e.g.

© 2026 VMsources Group Inc., CC BY-SA 4.0
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2. Now add the “No-Subscription repos for both PVE and Ceph
Step 1: Click Add

e.g.

X pvel01 - Prowmox Virtual Envie X+

€« c © Not secure
X PRO MO virtual Environment 9.0.3 Search
Server View hd Node ‘pve101°

= Datacenter
B prettt Q Search

& Summary

[J Notes

>_ Shell

of System
= Network
# Centificates
@ DNS
@ Hosts
£+ Options
@ Time

ystem Log

& Updates

P P -

https://10.26.20.101:8006/#v1:0:=node%2 Fpve101:4:=aptrepositories:

Status

©  You get updates for Proxmox VE

d for

The bscription rep y is not
Warning
APT Repositories
= Reload Disable
Enabled  Types URIs Suites
[ File: /etc/apt/sources.list.d/ceph.sources (1 repository)
hitps://enterprise proxmox.com/debian/ceph-squid trixie

- deb

[= File: Jetc/aptisources list d/debian sources (2 repositories)

Step 2: Choose “No-Subscription” repo

e.g.

Step

e.g.

Add: Repository

Repository: No-Subscription
Description: This is the recommended repository for testing and non-production use. Its
packages are not as heavily tested and validated as the production ready
enterprise repository. You don't need a subscription key to access this repository.
Status Not yet configured
0 s =n

3: Click Add

¥ pvel0l - Proxmox Virtual Envir - X +

&« c © Not secure
X PROX MO X virtual Environment 9.0.3 Secrch
Server View £ Node 'pve101'

£8 Datacenter
g’ 2zl Q Search

& Summary

[J Notes

>_ Shell

o System
= Network
# Cerlificates
@ DNS
@ Hosts
£ Options
® Time

ystem Log

2 Updates

https://10.26.20.101:8006/#v1:0:=node%2Fpve101:4:=aptrepositories:

The ne-subscription repository is not recommended for

Status
] ‘You get updates for Proxmox VE
Warning
APT Repositories
& Reload | Add Disable
Enabled Types URlIs

[ File: /etc/aptisources list d/ceph sources (1 repository)

- deb https:/lenterprise proxmox com/debian/ceph-squid

[ File: /etc/apt/sources.list.d/debian. sources (2 repositories)

Step 4: Choose the “Ceph Squid No-Subscription” repo

© 2026 VMsources Group Inc., CC BY-SA 4.0
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Add: Repository
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Repository: Ceph Squid No-
Description This repository holds the Proxmox Ceph Squid packages intended for non-
production use.
Status: Not yet configured
o w0 =

e.g.

Step 5: Click Reload

3 pvel01 - Proxmox Virtual Envie: X +

e.g.

Step 6: Go to: pveXYZ > Updates

Step 7: Click Refresh

3 pvel01 - Proxmox Virtual Envie X+

had Node ‘pve101’

= Datacenter

& 7z Q Search

& Summary

[J Notes

>_ Shell

o System
= Network
# Certificates
Q@ DNS
@ Hosts
£ Options
@ Time

System Log
£ Updates

% Repositories

U Firewall

e.g.

<« G © Notsecure hétpsy//10.26.20.101:8006/#v1:0:=node%2Fpve101:4;
XPROXMUmeal Environment 8.4.0 Search
Server View

] You get updates for Proxmox VE

(=T =T L Create VM | @@ Creale C

O Reboot () Shutdown

The ne-subscription repository is not recommended for production usel!

The Ceph no-subscription/main repository is net recommended for production use!

URIs

h sources (2 repositories)

hitps #/enterprise proxmox com/debian/ceph-squid

hitp: d proxmox.cor

ces.list.d/debian.sources (2 repositories)

hitp://deb.debian.org/debian/
http-//security debian org/debian-security/

sources (1 repository

hitp: d proxmox.com/deb

ources (1 repository)

< c © Notsecure  hitps://10.26.20.101:8006/#v1:0:=node%2Fpve101:4:=aptrepositories:
X PROX MO X virtual Environment 0.3 Search
Server View # Node pretor
£ Datacenter 5
tatus
Eo petdt Q, Search
& Summary
[3 Notes
>_ Shell
& System Warning
= Network
Certificat L
Cificaks APT Repositories
@ DNS
@ Hosts < Reload Disable
ost
& Options Enabled Types
© Time B Fle: fetc/aptisources list dicepl
System Log - deb
< Updates v deb
2] Rep E File p
P Firewall v deb
& Disks v deb
| LM (= File: pt ces.list.d
O LVM-Thin v deb
W Directory B e
12 ZFs = b
@ Ceph

Refresh  >_ Upgrade

Package |

© 2026 VMsources Group Inc., CC BY-SA 4.0

hitps://enterprise proxmox.com/debian/pve

Changelog

Version

Description

current new

Suites

trixie

trixie

trixie trixie-updates

trixie-security

trixie

trixie

No updates available.

Components Opti

enterprise Sign
Ena
no-subscription Sign..
main centrib non-free-fi... Sign...
main contrib non-free-fi__ Sign..
pve-no-subscription Sign..
pve-enterprise Sign...
Ena

& Documentation E

<) Reboot () Shutdown

Author: John Borhek

w

>_ Shell i Bulk Actior

Qrigin

€ Proxmox

X Proxmox

(® Debian
(@ Debian

X Proxmox

3¢ Proxmox
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No valid subscription

You do not have a valid subscription for this server. Please visit www proxmox.com to get a

list of available options

1 Task viewer. Update package database (3]

m Status

Stop £ Download

starting apt-get update

/feontrib amds4 Packages [896 8]

</ /security.debian.org b

Get:1 http://security.debian.org book ity InRelease [46.0 kB]
Get:2 hitp://security.debian.org book amds Packages [267 k8]
Get:3 hitp://security.debi book Translati [160 k8]

¥

X

Get:5 htp://security.debian.org b y/contrib Translation-en [652 B]
- | Get:6 http://ftp.us.debian.org/debian bookworm InRelease [151 kE]
Get:7 http://dovmload.proxmox.com/debian/pve bookworm InRelease [2768 E]
Get:8 download. pve bookwarm/p amd64 Packages [472 kB]
Get:9 htp://ftp.us.debian.org/debian bookworm-updates InRelease [55.4 kB]
Get:10 hitps//ftp.us.debian.org/debian bookworm/main amdé4 Packages [8793 k]
Get:11 hitp:/jftp.us.debian.org/debian bookwiorm/main Translation-en [5109 k8]
Get:12 hitps/{ftp.us.debian.org/debian bookvorm/contrib amdé# Packages [53.5 k5]
Get:13 hieps/{fep.us.debian.org/debian bookworm/contrib Translation-en [48.4 k&]
Get:14 hitp//ftp.us.debian.org/debian bookworm-updates/main amd64 Packages (756 B]
|| Get:15 hitp:/{ftp.us.debian.orgjdebian bookworm-updates/main Translation-en [564 E]
Fetched 16.2 MB in 3s (5909 kBfs)
Reading package lsts...
TASK OK

e.g.:
Step 8: Click: Upgrade

3% pve101 - Proxmox Virtual Envir X =+
&« [¢] © Notsecure  kitps://10.26.20.101:8006/#v 1:0:=node%2Fpve101:4:3
X PROXMOX virual Environment 840 5=rch £ Documentation
Server View % Node pvel0l’ D Reboot () Shutdown  >_ She
£ Datacenter
>_ Upgrade Changelog
B pra1n Q Search
Version
& Summary Package | Description
O Net current new
otes
s Shell [= Origin: Debian (53 ltems)
ase-files +deb1._. +debl . ebian base system miscellaneous files
a8 syt base-fil 12.4+deb1 12 4+deb1 Debian b Y iscell fil
ystem
bash 5215-2+b7 52.15-2+b8 GNU Bourne Again SHell
= Network
= busybox 1:1.35.0-4+.. 1:1.35.0-4+...  Tiny utilities for small and embedded systems
S Caiicztes ca-cartificates 20230311 20230311+ . Common CA certficates
@ DNS debian-archive-keyring 2023.3+de...  20233+de..  GnuPG archive keys of the Debian archive
@ Hosts distro-info-data 0.58+debl . 0.58+debl . information about the distributions’ releases (data files)
£ Options fonts-glyphicons-halfings 1.009~34.__. 1.009~34. . icons made for smaller graphic
® Time gee-12-base 12.2.0-14 12.2.0-14+.. GCC, the GNU Compiler Collection (base package)
s L inftramfs-tools 0.142+deb_.  0142+deb .  generic modular initramfs generator (automation)
stem Lo
g v initramfs-tocls-core 0.142+deb... 0.142+deb... generic modular initramfs generator (core tools)
= L kb5-locales 12012+4d..  1201-2+d. intenationalization support for MIT Kerbaros
21 Repositories lihran? 17 RR-A 12 RR-d+d PNISIX 1003 1a ranahilities (ihran
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Step 9: Enter[Y]
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3¢ pve101 - Proxmox Console - Google Chrome
© Not secure

Starting system upgrade
Reading package lists
Building depende:
Reading state information...
alculating upgrade...
The following NEW
ernel-

apt-get dist-upgrade
Done

Done
Done
ges will be install
proxmox
The following pac
base-files bash
fonts
initramfs—tool
ce-s1 libglib
rbSsupport0 libns

11-pve-signed
ges will be upgraded:
busybox

P
.0-0 libgssapi-krb5-2 libjs-bootstrap libk

systemd libpam-systemd libperl5
ubid4 libsystemd-shared libsystemd0 libtpms0 libudevl log
openssh-server openssh-sftp-server openssl passwd perl perl-b
proxmox-a lient proxmox-b
proxmox-kernel—
systemd-boot-efi systemd-sysv udev uidmap
65 upgraded, 0 to remove and 0 not upgrads
Need to get

After this operation,

Do you want to continue?

additional disk space will be used.

e.g.:

hitps://10.26.20.101:8006/?console=upgradedixtermjs=18tvmid =08ivmname=&node=pve101&cmd=

a-certificates debian-archive-keyring distro-info-data

se initramfs-tools
find-rule-perl
rypto3 libkrb5-3
5 libpython3.1l-minimal
ython3.1l-stdlib libgtScore5a libgtSdbus5 libgtSnetworkS libssl3 libst

in open:

se perl-modules-5.36
up-file-restore
proxmox-widget-toolkit pve-esxi-import-tools pve-
pve-il8n pve-manager python3.11 python3.ll-minimal ssh systemd systemd-boot

sh—

firmware

Step 10: Only if you are running a nested PVE lab

Command #1 run: aptinstall open-vm-tools

3 pve101 - Proxmox Console - Google Chrome
© Not secure

for
for

(1.14.10-1~debl2ul)
nutils (5.7-0.5~deblZul) ...

for m: '
fontconfig
for 1i bin (
c triggers for initramfs—tools
-e—initramfs: Generating /boot/initrd
Running hook script 'zz-proxmo
Re-executing */e kernel/postinst.d/
No /etc/kernel/proxmox-boot-uuids found,
Processing triggers for rtificates
Updating certificates in /etc/ssl/certs...
0 added, removed; done.
Running hooks in /et
done.

for

—boot "

tes/update.d...

Your System is up-to-date

Seems you installed a kernel update — Please consider rebooti:
this node to activate the new kermel.

starting shell
root@pvel0l:/§ apt—get install open-vm-toolsf]

Step 11: Enter [Y]

3 pve101 - Proxmox Console - Google Chrome
© Not secure

Your System is up-to—date

Seems you installed a kernel update — Please consider rebooting
this node to activate the new kernel.

starting shell
root@pvel0l:/§ apt-get install open-vmtools
Reading package lists... Done

Building dependency tree...
Reading state information...
The following additional p
libxmls

Done

Done

ges will be installed:
fuse3 libmspack0 1 libxmlsecl-openssl lsb-release zerofree
Suggested pe g
ontainerinfo

open-vm-tools-desktop

loud-init open-vm-tools
alt-minion
ges will be REMOVED:

open-vm-tocls
The following pac

fuse
The following NEW pa

fuse3 libmspack0 lib¥mlsec
0 upgraded, 7 newly installed, 1 to
Need to get kB of archives.
After this operation, 9 kB of additional disk
Do you want to [¥/n]

ages will be install
libumlsec -opensasl

7 remove and 0 not upgraded.

space will be use

ontinue?

© 2026 VMsources Group Inc., CC BY-SA 4.0
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Step 12: Rebootis not required/recommended unless a new kernel version was installed

3 pve101 - Proxmox Console - Google Chrome - [m] X

© Notsecure  hidps://10.26.20.101:8006/7console=upgradedixtermjs=18vmid=08&wvmname=&node=pve101&cmd=

ing zerofree (1.1.1-1)
Setting up zerofree (1.1.1-1) ...
tting up libmspa amd64 (0.11-1) ...

tting up fuse3 (3.14.0-4) ...
Installing new version of config file /etc/fuse
update-initramfs: deferring update (trigger activated)
up lasb-release (
g up libxmls
g up libxmlsec
g up open-wvm-tools (2:12.2.0-1+debl2u3)
/etc/systemd/system/vmtoolsd. servi systemd/system/open-vm-to

eated symlink /etc/systemd/system/multi-user.target.wants/open-vm-tools.service -> /|
lib/systemd/system/open—vm—tools.service. | |
Created symlink c/systemd/system/open-vm—tools.service.requires/vgauth.service -> /|
lib/systemd/s

ing triggers for man—db (2.11. . -
] ers for initramfs

ipt 'zz-proxmox-boot'.. b
' /etc/kernel/postinat.d/zz-proxmox-boot' in new private mount namespace..
/kernel/proxmox-boot—uuids found, skipping ESP sync.
root@pvel0l:/§ reboot]]

Step 13: Wait for the system to reboot and refresh the browser

2% pvel01 - Proxmox Virtual Envie - X 4
<« c © Notsecure  hitps://10.26.20.101:8006/#v1:0:=node%2Fpve101:4:31:xx

)X( PRO MO < virtual Environment 8.4.1 Search
Server View hd Node ‘pve101

& Datacenter

Refresh >_ Upgrade
Iio 2 ‘ Q Search

localnetwork (pve101) Version

& Summary Package
S st i 5 Nt
>_ Shell
28 System
= Network

# Cerlificates
@ DNS

@ Hosts

# Options
@ Time

= System Log
< Updates

£ Repositories
© Firewall
& Disks

| wm

O LVM-Thin

© 2026 VMsources Group Inc., CC BY-SA 4.0 53
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SBS LAB —(CLI) Time Config for PVE

Although PVE is configured by default to get time from debian.pool.ntp.org, it is a good idea to configure
the time sources manually. This is especially important if there is no outside network access or you prefer
(or are required) to use a specific NTP server(s).

1. Edit the basic configuration
Step 1: Open a shell on your PVE node

o

A pvel02 - Proxmaox Virtual Env x ar
€ c © Not secure  hitps://10.26.20.102:8006/%v1:0:=node%2Fpve102:4:=jsconsole:=contentimage ¥r 2
)x( PRO MO < virtual Environment 9.0.5 Scarch & Documentation E
Server View % Node pvatz <) Reboot (b Shutdown  >_ Shell :
& Datacenter (PVE-CLUSTER-1) Linux pvel02 6.14.8-2-pve #1 SMP PREEMPT DYNAMIC PMX 6.14.8-2 (2029
E® pret0i Q Search 86_64
B pvet02
332 localnetwork (pve102) & Summary The programs included with the Debian GNU/Linux system are free so
- the exact distribution terms for each program are described in the
ED PVE-LVM-101 (pve102) 0J Notes indiwidual files in /usr/share/doc/*/copyright.
= PVE-SAN-1(pve102) s Shell
Sglocal (pve102) - Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
f of System permitted by applicable law.
2 (] local-vm (pve102) root@pvel02:~f ||
B pvet03 = Network

Step 2: Edit chrony.conf
Command #1 run: vi /etc/chrony/chrony.conf

x pve102 - Proxmaox Virtual Env x +
< c © Not secure  hitps//10.26.20.102:8006/#v1:0:=node%2Fpve102:4:=jsconsole:=contentlmages:::2 x4 2 !
)X{pHuXMDXVinuaIEnvilonment9.0.5 Search & Documentation
Server View & Node ‘pvel02’ ) Reboot (Y Shutdown  »_ Shell i Bulk,
£ Datacenter (PVE-CLUSTER-1) E Welcome to the chrony configuration file. See chrony.conf(5) for mor
B pvet101 Q Search # information about usable directives.
B pvetd2
332 localnetwork (pve102) & Summary # Use Debian vendor zone.
': pocl 2.debian.pocl.ntp.org iburst
=[] PVE-LVM-101 (pve102) [J Notes
§ PVE-SAN-1 (pve102) s Shell § Use time sources from DHCP.
= [Jlocal (pve102) = sourcedir /run/chrony—dhcp
- o System
E/J1ocal vm (pve102) # Use NTP sources found in /etc/chrony/scurces.
B pvetd3 = Network sourcedir /fetc/chrony/socurces.d
o CailE s # This directive specifies the location of the file containing ID/key
@ DNS § NTP authentication.
keyfile /etc/chrony/chrony.keys
@ Hosts
. # This directive specifies the file into which chronyd will store the
& Options # information.
@ Time driftfile /var/lib/chrony/chrony.drift
= System Log # Save NTS keys and cookies.
ntadumpdir /var/lib/chrony
= Updates

# Uncomment the following line to turn logging
#log tracking measurements statistics

4 Repositories

U Firewall
# Log files location.
& Disks logdir /wvar/log/chrony
IRV ¥

"/etc/chrony/chrony.conf™ 47 lines, 1450 bytes

e.g.:
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Step 3: Comment out unneeded or unwanted properties

# Welcome to the chrony configuration file. See chror
# information about usable directives.

f Use Debian vendor zone.
#pool 2.debian.pool.ntp.org iburst

# Use time socurces from DHCP.
#Eourcedir /run/chrony—dhep

f Use NTP sources found in fetc/chrony/sources.d.
sourcedir [etc/chrony/scurces.d

NOTE : We commented out the Debian vendor zone and DHCP time sources

Step 4: Write and quit

# Uncomment the following line to turn
#log tracking measurements statistics

f Log files location.
logdir /wvar/log/chrony

:Iﬂ'q.

e.g.:

2. Now add additional sources to a file in the folder: /etc/chrony/sources.d/
Step 1: To add pool NTP servers

Command #1 run: echo 'pool 0.us.pool.ntp.org iburst' >> /etc/chrony/sources.d/ntp-pool.sources

Linux pvel02 6.14.8-2-pve §1 SMP PREEMPT DYNAMIC PMX 6.14.8-2 (2025-07-22T710:04Z) x
86 64

The programs included with the Debian GNU/Linux system are free software;
the exact distributicon terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Debian GNU/Linux comes with ABSOLUTELY NO WARRABNTY, to the extent
permitted by applicable law.
root@pvell2:~f wi fetc/chrony/chrony.conf

root@pveld2:~f echo "poecl ﬂlus.pool.ntp.org iburst' >> fetc/chrony/scurces.d/ntp—po
ol.sources

NOTE : Repeat the last command for as many pools as you would like to add
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Step 2: If you wish to add a time server directly (in addition to or in place of pools)
Command #1 run: echo 'server 129.6.15.28 iburst' >> /etc/chrony/sources.d/ntp-server.sources

root@pvel02: ~§ Echo "server 129.6.15.28 iburst"' >> fetc/chrony/scurces.d/ntp—server

- JOUXrCe3

NOTE : Repeat the last command for as many time servers as you would like to add

Step 3: Restart Chrony
Command #1 run: systemctl restart chronyd

root@pvell2:~f systemctl restart chronyd
root@pvel02:~F
e.g.: P i

Step 4: Now verify your NTP timeservers.

Command #1 run: chronyc -n sources
Command #2 run: chronyc -n tracking

root@pwell2:~f echo "server 129.6.15.28 iburst' >> fetc/chrony/sources.d/ntp-—sery
-scurces

root@pvelld2:~f systemctl restart chronyd

root@pwvelld2:~f chronyec —n sources

MS Name/IF address Stratum Pocll Reach LastRx Last sample

50.205.57.38 17 18 —-340us[ —-36lus]
74.208.25.46 17 17 +743Bus[+7438us]
141.11.228.173 17 17 +24Tus[ +247Tus]
23.168.24.210 17 +119%5us[+1374us]
129.6.15.28 1 17 —-T24us[ -T724us=s]

root@pwel02:~f chronyc —n tracking

Reference ID 17a818D2 (23.168.24.210)

Stratum e

Ref time (UTC) Fri Aug 15 18:29:41 2025

System time 0.000000173 seconds slow of NTPF time

Last offset +0.000179015 seconds

RMS offset 0.000179015 seconds

Frequency 13.689 ppm slow

Residual freq +14.965 ppm

Skew 0.188 ppm

Root delay 0.059414648 seconds

Root dispersion 0.002412317 seconds

Update interval 1.3 seconds

Leap status Normal
root@pvell2: ~§ I
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Certificates for PVE

Having a valid SSL Certificate configured for environments such as PVE is a must for any Organization to
ensure security and meet auditing requirements.

In reality, the self-signed certificate created when you install PVE is valid, it’s just that your browser (and
other browsers in your organization) don’t know it and will always produce a warning. Moreover, the self-
signed certificate is generic to PVE and not to your Organization.

There are many tutorials and videos online about using Let’s Encrypt certificates with PVE. Let’s Encrypt
is one of the greatest things since sliced bread, and there is nothing wrong with using it for public-facing
enterprise websites. Using Let’s Encrypt with PVE is ridiculously easy except for the fact that we probably
don’t want PVE to be public-facing! You also can’t use Let’s Encrypt for any domains where you don’t (or
can’t) control the public DNS for that TLD. Think: acme.local and any other .local domain.

The last consideration is that for Let’s Encrypt to work, you need to NAT port 80 from a public IP to each
PVE node and register each node in public DNS; nobody wants that in an Enterprise environment. While
there are workarounds for Let’s Encrypt to function within private networks, the certificate will always be
public.

We are going to create certificates for PVE within our environment and apply them on our Domain CA, just
like you should in your Organization.
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SBS LAB - (GUI) Certificates for PVE

IN PRODUCTION: Because the first node in a cluster will overwrite the certificate settings of all
subsequent nodes that join the cluster, you would perform the following only on the first node.

1. First we must create a CNF file for our certificate so that we can include Subject Alternative Names
(SAN), which are what modern browsers use to identify our site.
Step 1: Open a shell
Command #1 run: vi pve101.cnf

3% pvel01 - Proxmox Virtual Envie X o
< G © Notsecure Rips://10.26.20.101:8006/%v1:0:=node%2Fpve101:4:=jsconsole::
)X(FIHUXMDX Virtual Environment 9.0.3  Search & Documentat
Server View £ Node ‘pve 0t O Reboot () Shu
& Datacenter Linux pvelOl 6.14.8-2-pve #1 SMP PREEMPT DYNAMIC PMX 6.14.8-2 (203
Eo pvetol Q, Search
222 localnetwork (pve101) The programs included with the Debian GNU/Linux system are free sd
= [Jtocal (pvelot) & Summary the exact distribution terms for each program are described in thd
= P individual files in /usr/share/doc/*/copyright.
= [Jlocal-vm (pve101) [J Notes
s Shell Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
= permitted by applicable law.
of System root@pvelll:~§ wi pwelﬂl.cnfl
e.g_: = Network

Step 2: Paste the following contents into the file by pressing [i], the right-click to select [paste], then
replace XYZ with your number

[req]
default_bits = 2048
prompt=no

default_md = sha256
req_extensions =req_ext
distinguished_name =dn

[dn]
CN = pveXYZ.lab.vmsources.com

[req_ext]
subjectAltName = @alt_names

[alt_names]
DNS.1 = pveXYZ.labvmsources.com
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22

¥ pvel01 - Proxmox Virtual Envic X aF
&« & © Not secure  kitps//10.26.20.101:8006/#v1:0:=node%2Fpve101:4:=jsconsole:::

X PRO MO X virtual Environment 803 Search

Server View b Node 'pvell1’

== Datacenter

Eﬁ pei0t Q, Search
sz localnetwork (pve101)

=[] local (pvel01)
=[] locakvm (pve101) [J Notes

3_ Shell
&8 System
= Network

Win +Period

& Summary

Ctrl+C

# Certificates Paste Ctrl+V

@ DNS Paste as plain text Ctrl+Shift+V

Ca Hnsts Tl =l Ml A

[ req ]
default bits = 2048
prompt = no
default md = sha2bé
req_gxtensions = req ext
distinguished name = dn

[ dn ]
CH = pvelll.lab.vmscurces.com

[ req ext ]
subjectAltName = @alt names

[ alt names ]
DNS.1 = pvelﬂl.lab.umsources.coﬂ

e.g.:

Step 3: Press [ESC] and then write and quit with :wq
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Step 4: Create a private key
Command #1 run: openssl genrsa -out /etc/pve/nodes/$HOSTNAME/pveproxy-ssl.key 2048

permitted by applicable law.
root@pvelll:~f vi pvelOl.cnf
root@pvelOl:~f openssl genrsa —out /etc/pve/nodes/$HOSTNAME/pveproxy-ssl.key 2048]]

e.g.:

Step 5: Now create your Certificate Signing Request (CSR) with the following command
Command #1 run: openssl req -new -key /etc/pve/nodes/$HOSTNAME/pveproxy-ssl.key -out
$HOSTNAME.csr -config $HOSTNAME.cnf

permitted by applicable law.
root@pvelOdl:~f vi pvelOl.cnf
root@pvel0ll: ~f openssl genrsa —out /etc/pve/nodes/$HOSTNAME/pveproxy-ssl.key 2048

root@pvelll:~f opensal req —new —-key /fetc/pve/nodes/S$HOSTNAME/pveproxy-ssl.key —out $HOSTNAME.csr -c
e.g.: onfig SHOSTNAME.cnf]]

Command #1 run: s

root@pvelOl:~§ 1s
pvelll.cnf pwelll.csr

root@pvelOl: ~ I

Step 6: View the CSR
Command #1 run: cat SHOSTNAME.csr

rootBpvelll:~f cat SHOSTNAME.csr

MIICnjCCAYYCAQAwWIzEFhMBAGAIUEAWWYcHZIMTAXxTmxhY152bXNvdXJ] ZXMuY29t
MITBIjANBgkghkiG9wOBAQEFAAOCAQSAMT IBCgRCAQEAs1hSAfPMFl g/ I7+hJBibd
mlsRA56f20sffOnZGFRgbdx2+0¥ Yo SZygCRewsAmOSN6cmMY vUL+EQ35T6POGuVpPH
FMCZzNkCLMGP4bIsBZsPZuswFOqpDVCEAX P51 7TFx0ySI3DDWRNomL ] v2oNE3r0l
ZcERXp+Dc3B8x5YTAEzQEGSULfgStJODNS 5a305x 8Ny VH+YV1F]j kkIwim¥YL.g+g+AwG
8bezZX%0250gVcieQ7RMDdxmgIERiZS/XWHF00UTzwOUcUSeR] T0alA02szppHd Sz
NYdNSWS7TUJEx/nZ1TwotpcOrtVi] lgkx¥gryxMixIeJwk Sw+STTO21 sMSLINExxb5
S0TDAQABoDYWNAY JRoZ ThvcNAQkOMS cwJTA j EgNVHREEHDAaghhwdmUxMDEubGF1

InZtc29]lcmN]ley5jb20wDOYJKoZ ThveNAQELEBOADggEBALHIE/ CYaFTkcO6Pd1dS
G/JLcliVAvBHmMBE JAOVNhkEJHOVCS1Xy203/rjT8sqg71V]GgFx4mBiibyiJ7c3U1lU
2XTP0zhd30GEf205¥gFXtNIewcTXz0PTQoT0gs+gFkZnCODBGDpc 6 PRADNE 0w XME
zL/11Mg7AaaPqzC27Y¥baia/aSdBEXFUQXiRgERA zcoqi¥L+ /uOHhjCAT2kIhFstRU
kTmgfmxr¥zBkDicoMTbA3ITYgLYoI4Va/vAJREZTEN1Xdbr298kadHcNe] IRAREBOZg
JecaxbeAdkqRO6CrscXAQIPIHIT0HL] CIDeqGIVx1UymB ScwddRulMmz /+h/ C+d3
tyw—

e.g.: rootBpvelll:~F I
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Step 7: Copy the CSR to the clipboard (or paste itin Notepad++ for your records)

pvelOl.cnf pvel =
root@pvelll:~§ SHOSTNAME . csr
————— BEGIN CERTIFICATE REQUEST
MIICn]jCCAYYCAQAwWIzEhMBBGA1UEAWWYcHZ IMTAxTmxhYi52bXNvdXJ] ZXMuY2 9t
MIIBIjANBgkghkiGOwlBAQEFAAROCAQSAMI IBCGRCAQEA=1hSAfPMFlg/I7+hJAbd
mlsAS6f20sffInZGFgbdx2+0Y Y052 ygCRewsSAMOSN 6 cmMY vUL+EQ3 5T6 POGUVPPH
FMCZzNkCLMGP4bIsBZsPZuswFQqpDVCEAXPk517Fx0ySI3DDWRNomLjv2oNE3rQl

S8x0YTAEZ( - AR - e ; St

0gVcieQTR .
NYdNSWSTUJT8x/nZ1Tw Win=Period
9QIDAQABODYWNAYJKO

InZtc29lcmNlcy5jb2
G/ JLcliVAvBHmBE A0
2XTP0zhd30GEZ05¥q Copy Ctrl+C
zL/11Mg7RaaPq=C27Y]

kTmgfmxr¥zBkDioMTh:; Paste Ctrl+V/
JeocaxbeA4kqRO6Crsc

Ctrl+X

Paste as plain text Ctrl+Shift+V
_____ . Select all Ctrl+A

. Open in reading mode
e.g.: P g

2. Now we request a certificate from our CA
Step 1: In a new tab, browse to: https://dc10.lab.vmsources.com/certsrv
Step 2: Login with your AD credential: lab\adminXYZ

x pvel01 - Proxmox Virtual Envire X @ dcl0labwmscurces.com/certsr. X +

<« &} @ dc10.lab.vmsources.com/certsry
Sign in
https://dc10.lab.vmsources.com

Username admin101

Password [ wrezrees
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Step 3: Request a certificate

ﬁ pvel101 - Proxmox Virtual Envir: X @ Microsoft Active Directary Cert X +

& C 2% dc10.lab.vmsources.com/certsrv/

Microsoft Active Directory Certificate Services — lab-DC10-CA

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By
over the Web, sign and encrypt messages, and, depending upon the type of certificate you request

You can also use this Web site to download a certificate authority (CA) certificate, certificate chain,

For more information about Active Directory Certificate Services, see Active Directory Certificate S¢

Select a task:
Request a certificate
View the status of a pending_certificate request
Download a CA certificate, certificate chain, or CRL

e.g.:

Step 4: Advanced Certificate Request

B @& Microsoft Active Directory Certific X = -

<« G 5] https://dc10.lab.vmsources.com/certsry/certrqus.asp

Microsoft Active Directory Cerificate Services — lab-DC10-CA

Request a Certificate

Select the certificate type:
User Certificate

Or, submit an advanced certificate request.

e.g.:
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Step 5: Paste your CSR into: Saved Request
Step 6: Certificate Template: Web Server
Step 7: Submit

e.g.

i @ Microsoft Active Directory Certific X —I—

<~ G 5] https://dc10.Jab.vmsources.com/certsrv/certrgxt.asp

Microsoft Active Directory Cerlificate Services — lab-DC10-CA

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encodec
by an external source (such as a Web server) in the Saved Rec

Saved Request:

3 | = ) o
Baze-G4-encoded zZL/11Mg7AaaPqzC27Ybsia/aSdBEXFUQXIRgKEz oo

certificate request kTmgfmxryzBkDicMTBAITYgLYoI4Va/ vAIK2I N}

(CMC or :IEoaxbequKDECr‘scKAQIF‘iHI?BHchJDquI".I'xI.
PKCS#100r  [BY0= -
PKCS#7):. |- EMD» CERTIFICATE REQUEST-----

1 T LA

Certificate Template:
|Web Server ~|

Additional Attributes:

Attributes:
P

| Submit > |

Step 8: Choose: Base 64 encoded

Step 9: Download certificate

e.g.

im] @ Microsoft Active Directory Certific % -

“~ G 0] https://dc10.Jab.vmsources.com/certsrv/certfnsh.asp

hll Microsoft Active Directory Certificate Services — lab-DC10-CA Downloads

Certificate Issued gl certnewcer
Open file

3 The certificate you requested was issued to you.
- ~ See more
' DER encoded or ® Base 64 encoded
Download cert@ﬁcate
===1 Download certificate chain

- O X
R e
a - » 3

NOTE : Why don’t we want the certificate chain: #1: Because the Domain (Windows) CA is
already a Truster Root CA on any domain-joined entity. #2: Because we created the Private

Key in the correct path on your PVE node.
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Step 1: pveXYZ > Certificates > Upload Custom Certificate

x pwel01 - Proxmox Virtual Envir. X @ Microsoft Active Directory Cert X

= Datacenter
Ee pvet0t

Q, Search
222 localnetwork (pve101) File
2 Jlocal (pvel01) & Summary
pve-root-ca. pem
= [Jlocal-vm (pve101) [J Notes
pve-ssl.pem
>_ Shell
1 System
= Network
# Cerlificates
ACME
@ DNS

e.g.: ==
Step 2: Certificate Chain > From File

Upload Custom Certificate

Private Key (Opticnal):

Upload Custom Certificate

&« G @ Notsecure  Ritps://10.26.20.101:8006/#v1:0:=node%2Fpve101:4: = certificates:
x PRO MO X virtual Environment 9.0.3  Search
Server View T Node ‘pveld T’ 2
Delete Custom Certificate View Certificate
Issuer Subject Va
JCN=Proxmox Virtual JCN=Proxmox Virtual .. 20

JCN=Proxmox Virtual IOU=PVE ClusterNo... 20

Mo change

Certificate Chain:

e.g.

Step 3: Locate your certificate in Downloads > Open
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@ Open *®
« v 4 & 5 ThisPC 5 Downloads v | B Search Downloads y-]
Organize MNew folder =~ @ @
Mame Date mudifi‘e’d Type Size
A Quick access
[ Desktop »* ~ Today (1)
‘ Frroseds * 5] certnew.cer 8/21/2025 T:05 AM Security Certificate 3KB
Documents b
&=/ Pictures b
System32
= This PC
|_j Network
< >
File name: | certnew.cer ~| | A Fites ) -
e.g.:
Step 4: Upload
Upload Custom Certificate (]

Private Key (Optional):

Mo change

Certificate Chain

--—BEGIN CERTIFICATE—— o
MIIFSTCCEN2gAwIBAgITKAAAAATNCceUBUIVIWAAAAAADTANBgkghkiGIwWOBAQsF [ ]
ADBBMRMwEQYKCZImiZPyLGABGRYDY 2StMRkwFwYKCZImiZPyL GABGRY Jdm1zb3Vy

Y2VzMRMwEQYKCZImiZPvL GQBGRYDbGFIMRQwEGYDVQQDEwtsYWItREMxMC1DQTAe ™

From File

e.g.:

APl server will be restarted to use new certificates, please reload web-interfacel
e.g.:

Step 5: Now we need to close and re-open our browser (or use another browser) and access our PVE
node using the FQDN and not the IP address.

&) New Tab x  +
c @ htipsy//pvel0i.labymsources.com:3006
&  https://pve101.lab.vmsources.com:8006

Q,  https//pve101.lab.vmsources.com:5006 - Google Search

e.g.
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3 pve101 - Proxmox Virtual Envie X +

« & 2 pvel0l.lab.vmsources.com:8006/%v1:0:18:4:x:x

e.g.:

4. Certificate is working!

1. If you get into trouble:
Step 1: Delete the following files and regenerate the self-signed certificate,:
Command #1 run: vi reset_certs.sh
Step 2: Paste the following script into a file by pressing [i]

#!/bin/bash

rm /etc/pve/pve-root-ca.pem

rm /etc/pve/priv/pve-root-ca.key

rm /etc/pve/nodes/$HOSTNAME/pve-ssl.pem

rm /etc/pve/nodes/$HOSTNAME/pve-ssl.key

rm /etc/pve/nodes/$HOSTNAME/pveproxy-ssl.key
rm /etc/pve/nodes/$HOSTNAME/pveproxy-ssl.pem

Command #1 run: chmod u+x reset_certs.sh
Command #2 run: ./reset_certs.sh
Command #3 run: pvecm updatecerts -f
Command #4 run: systemctl restart pveproxy
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Most Enterprise environments are going to require some form of directory based authentication. You
should not persistently use ‘root’ or some other environment-specific login to access PVE, particularly if

multiple

users are accessing the system.

Step 1: Datacenter > Permissions > Realms > Add > Active Directory Server

e.g.

5# 026-lab-de10 - VMware Remote Console
wre- | |l - & T

3 pvel0l - Proxmox Virtual Envir X+
€ > C © Notsecure  hitps://10.26.20.101:8006/#v1:0:18:4:1 Z:=contentlso::7:17

xpnoxMDX\nnual Environment 9.0.3 Search

Server View & Datacenter
£ Datacenter (PVE-CLUSTER-1)

B pret0t
B pretoz o [ Active Directory Server

B pret03 & Summary (& LDAP Server

3 Notes |~ OpenlD Connect Server
pe pre

Add Edit  Remove

= Cluster

@ Ceph

£ Options

£ Storage

Backup

3 Replication

o' Permissions
& Users
& APITokens
&, Two Factor Realm Sync Jobs
& Groups Add | Edit  Remove
W Pools

Enabled | Realm
# Roles

No Realm Sync Job configured

@ Realms
« HA

Step 2: Realm: DC10

Step 3: Domain: lab.vmsources.com
Step 4: Server: 10.26.24.10

Step 5: Mode: LDAP

Step 6: Comment: LDAP
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Add: Active Directory Server (€3]
m Sync Options
Realm: DC10 Server: 10.26.24.10
Domain: lab.vmsources.com Fallback Server:
Case-Sensitive: (%) Port: Default
Default: [} Mode: Default (LDAP)
Require TFA: nene
Comment: | LDAP

Check connection: |4

@ Help Advanced [ m
e.g.:

Step 7: Click Sync Options

Step 8: Bind User: adminXYZ@lab.vmsources.com
Step 9: Password: P@sswOrd

Step 10: Scope: Users and Groups

Step 11: Enable new users: Yes

Step 12: Remove Vanished Options: Check all

Edit: Active Directory Server D ®
Bind User: admin101@lab.vmsources. User classes: inetorgperson, posixaccoun
Bind Password: | seeseses Group classes: groupOfNames, group, univ
E-Mail attribute: User Filter:

Groupname attr.: Group Filter:

Default Sync Options

Scope: Users and Groups Enable new users: | Yes (Default)

Remowve Vanished Options

ACL: 4 Remove ACLs of vanished users and groups.
Entry: [/ Remove vanished user and group entries.
Properties: 4 Remove vanished properties from synced users.

® Help Advanced [ “
e.g.
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Step 13: Sync

3 prel01 - Proxmox Virtual Envir X+

X PROX MO virtual Environment 9.0.3. seareh
Server View o Datacenter
£ Datacenter (PVE-CLUSTER-1)

g p"e:g; Q, Search
pve

& Summary
B preto3

3 Notes

£ Cluster

@ Ceph

# Options

£ Storage

Backup

£ Replication

o Permissions
& Users
& APl Tokens
@, Two Factor
& Groups
W Pools
# Roles
[@ Realms

e.g.: -

(3 c © Notsecure  hitps://10.26.20.101:8006/#v1:0:18:4:12:=contentIso: 717

Add Edit Remove Sync
Realm Type TFA

Realm Sync Jobs
Add Edit Remove Run Now
Enabled Realm

No Realm Sync Job configured

Step 14: Scope: Users and Groups

Step 15: Enable new: Yes

Cloud Computing from the Ground Up with Proxmox 9

Comment
LDAP
Linux PAM standard authentication

Proxmox VE authentication server

Schedule Next Run Comment

Step 16: Remove Vanished Options: Check all

Realm Sync

Scope: Users and Groups Enable new: Yes
Remove Vanished Options
ACL: [/] Remove ACLs of vanished users and groups.
Entry: [/ Remove vanished user and group entries
Properties: /] Remove vanished properties from synced users.

© Help

Task viewer: Realm DC10 - Sync

3 s

Stop

group name Protected Users-DC10' contains invalid characters
group name Key Admins-DC10’ contains invalid characters

group name Enterprise Key Admins-DC10' contains invalid characters

got data from server, updating users and groups.
syning users (remove-vanished opts: ad;entry;properties)
deleting outdated existing users first

overwriting user 026-AB-DC10$@DC10"
overwriting user 026-SANS@DC10'

overwriting user Administrator@DC10

overwriting user Guest@DC10'

overwriting user ‘admin101@DC10’

overnriting user krbtgt@DC10'

‘syncing groups (remave-vanished opts: acl:entry;properties)
deleting outdated existing groups first

overwriting group ‘Administrators-DC10°

overwriting group ‘DnsAdmins-DC10°

overwriting group 'DnsUpdateProxy-DCL0
everviriting group ‘Guests-DC10'

overwriting group TIS_IUSRS-DC10'

overwriting group 'PVEadmins-DC10'

overvriting group Replicater-DCL0"

overwriting group 'Users-DC10'

successfully updated users and groups confiuration
TASK OK

Step 17:
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SBS LAB - (GUI) Initial Permissions for PVE
IN PRODUCTION: Because the first node in a cluster will overwrite the Permissions settings of all
subsequent nodes that join the cluster, you would perform the following only on the first node.

Step 1: Datacenter > Permissions > Add > Group Permissions

3 pvel01 - Proxmox Virtual Envir X +
€ 5 C  ©Notsecure httpsy/10.26.20.101:8006/#v1:0:18:4:1 2:=contentlso:7::6
XPROXMOXWnual Environment 9.0.3 Search
Server View “ % Datacenter
E¥ Datacenter (PVE-CLUSTER-1)
Add Remove
B pret0t Q, Search & Group Pormissi
B pvel02 roup Fermission User/Group/AP| Token
B prels & Summary & UserPermission
O Notes & API Token Permission
£ Cluster
@ Ceph
£ Options
& Storage
Backup
3 Replication
o Permissions
e g . & Users
S

Step 2: Path:/

Step 3: Group: PVEadmins-DC10
Step 4: Role: Administrator

Step 5: Add

e.g.:

e.g.:

Add: Group Permission (€3}
Path: i ~
Group: PVEadmins-DC10

Role: | Administrator |
Propagate: b

@ Help

Add

7 026-1ab-dc10 - VMware Remote Con

wre- | 1l - & O

sole

X prel0l - Proxmox Virwal Envir X 4+

€« > ¢ © Notsecure  Bitps//10.26.20.1071:8006/#v1:0:18:4:1 2:=contentlso::7:6

X PROX MO virtual Environment 9.0.3. seareh

g0
Server View B Datacenter
£ Datacenter (PVE-CLUSTER-1)
Add Remove
B prettt Q Search
B pre102 Path /| User/Group/AP| Token Role
gs °
103 ummary
Bo pre O et i @PVEadmins-DC10 Administrator
es.
£ Cluster
@ Ceph
£ Options
£ Storage
Backup
3 Replication

o Permissions
& Users
& APITokens

@. Twa Factar
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Step 6: Logout

= *
w @ @
& Documentation |SNeCETRUIE F5EeECECIH)
£ My Settings
@, Password
& TFA
& Color Theme
'8 Language
strator
= Logout
e.g.:
Step 7: Logon
Proxmox VE Login
User name: | admin101
Password: | seeneaey o))
Realm:  DC10
Language: English - English
Save User name: [ ] Login

e.g.:
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SBS LAB - (CLI/GUI) Notifications for PVE

Notifications for PVE are essential. There’s a ton of information online about how to use Gmail with an
App password, and quite a bit of unnecessary rigamarole regarding necessary reconfiguration of Postfix.

The reality is that PVE is NOT capable of OAuth 2 integrations at the moment, so you will likely be unable
to send email directly to your enterprise mail server unless you can configure itas a SMTP relay to a

specific authorized IP address.

If you can’t set up a SMTP relay on your mail server, you will need a mail-relay server.

1. Add a SMTP Notification Target
Step 1: pveXYZ > Notifications > Notification Targets > Add > SMTP

e.g.

b4 pvel01 - Proxmox Virtual Envir. X ar
< ] © Notsecure hitps://pvel01.lab.vmsources.com:8006/#v1:0:18:4:=jsconsole:=contentimages:30:8z=notificati

x PRO MO X virual Environment 9.0.5 Szarch

Server View % Datacenter

= Datacenter

By pve101 % Pools Notification Targets

# Roles Add Modify ~ Remove Test
[&} Realms Gotify
o oHA Sendmail

SMTP
-~ SDN
Webhook

get Name ‘| Ty

|-to-root se

I (R T( =

222 Zones
&5 VNets

R S

2. Configure SMTP Target
Step 1: Endpoint Name: Any name (no spaces)

Step 2: Server: Your email relay server

Step 3: Encryption: Required encryption for your email relay server
Step 4: Port: Required port for your email relay server

Step 5: From Address: The address mails will be sent from

Step 6: Recipients: Select from PVE users (set email in users)

Step 7: Additional Recipients: Any other email addresses

Step 8: Add
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Add: SMTP ®
Endpoint Name: | GmailRelay

Enable: A

Server: smtp-relay.gmail. com Authenticate: O

Encryption: STARTTLS

Port: Default (587)

From Address: admin@lab.vmsources.com

Recipient(s): root@pam X
;degiit}i?eﬁ:fs): john@vmsources.com

Comment: Notification

Author: Proxmox VE

© Help Advanced [ m
YN R

3. Configure Notification Matcher
Step 1: pveXYZ > Notifications > Notification Matchers > Add
Step 2: Matcher Name: Any name

Add: Notification Matcher )

Match Rules  Targets to notify

Matcher Name: Important
Enable: 4
Comment: | Importan{ |

©® Help |

e.g.:
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Step 3: Match Rules > Add

Add: Notification Matcher )
General [IEERSTIERY  Targets to notify

T Allrules match

@ Help

e.g.: o

Step 4: Set: Match Severity > Warning, Error, Unknown

Add: Notification Matcher ®
General  [UEEIETIEEY  Targets to notify

T Allrules match Node type Match Severity |
! Match severity: warning, error, unknown

Severities to match: | Warning, Error, Unknown

Info
Notice
Waming
Error
Unknown
@ Help
e.g.: B
Step 5: Targets to notify > your relay server > Add
Add: Notification Matcher ®
General ~ Match Rules
[1| Target Name | Type Comment i
@ GmailRelay smitp Netification
[]  mail-to-root sendmail Send mails to root@pam's email address
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Networking for PVE

Out of the box, PVE networking provides only for IP connectivity and management,

SBS LAB - (CLI) Tuning network for resiliency at reboot

In some situations, PVE has shown a tendency to ‘loose’ its gateway (routing) after a reboot. This is an
issue with ifupdown?2' which only affects PVE environments which are accessed via routing.

Step 1: Open a terminal to your PVE node

Step 2: Editthe /etc/network/ifupdown2/ifupdown2.conf file
Command #1 run: vi /etc/network/ifupdown2/ifupdown2.conf

3 pvel102 - Proxmox Virtual Env x ar
&« c © Notsecure Ritps://10.26.20.102:8006/#v1:0:=node%2Fpve102:4:=)sconsole:=contentimages:::2 4 (=
hd ; ; S
A PRO>MO X virtual Environment 9.05 Search & Documentation [ FeCEERV Y]
Sarver View T Node ‘pvet2 O Reboot () Shutdown  >_ Shell
= Datacenter (PVE-CLUSTER-1)
B prett Q Search ifupdown2 configuration file
B pvet02
222 localnstwork (pve102) & Summary This file contains default settings for ifupdown
=[] PVE-LVM-101 (pve102) J Notes
§ PVE-SAN-1 (pve102) s Shell enable persistent ifupdownZ debug legs
=Jlocal (pve102) - ifupdown2 will keep debug logs in /etc/network/ifupdown2/logs
'; o System by default the last 42 configurations logs will be kept.
ZJlocalvm (pre102) yes — (default) enable persistent logging (42 configs)
B pvel03 = Network no — disable persistent logging
. [2-9]+ - specify how many configuration logs should be stored
S Certiicales enable persistent_ debug logging=yes
@ DNS
# use ifupdown2d
@ Hosts use_daemon—no
& Options # enable templates
© Time template enable=1
i= System Log # default template engine (only mako is currently supported)
template engine—mako
2 Updates -

# default template lookup path during template rendering
template_lookuppath=/etc/network/ifupdown2/templates

£ Repositories

U Firewall
¥ default network configuration filepath
& Disks default_ interfaces configfile=/etc/network/interfaces
| VM

" /etc/network/ifupdown2/ifupdown2.conf™ 99 lines, 3222 bytes

e.g.:

Step 3: Locate the variable ‘link_master_slave=1’ and change it to ‘link_master_slave=0’

¥

¥ This attribute controls iface/vlan range expansions
¥ in ifquery default output.
ifquery ifacename expand range=0

# Let link master (bridges, bonds) own the link state of slaves
link;paster_glEVEZE

# Delay admin state change till the end
delay admin state change=0

e.g.:
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Step 4: Write and quit

$# Let link master (bridges, bonds) own the link =i
link master slawve=0

# Delay admin state change till the end

delay admin state change=0

:wq. B

e.g.:
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SBS LAB - (GUI) Linux Bond for PVE

The Linux Bond is a simple and robust way of managing interfaces for load balancing and failover. In our
lab environment, 4 of 6 ports which our interfaces connect to are TRUNK ports with access to VLAN 20-
26. That means that only VLAN TAGGED traffic will pass through.

Our goals will be:

e Redundancy
e Diversity
e Load Balancing

We will achieve redundancy by using two (or more) interfaces on our PVE Node. We will achieve diversity
by making sure that each PVE interface is connected to a different Leaf Switch (first upstream switch
from PVE) and ww will achieve load balancing by selecting the appropriate policy for our network.

In this lab we are using two interfaces for the Linux Bond, two interfaces are dedicated to Jumbo Frames,
and we are leaving two interfaces for use with Open vSwitch (oVS).

There are 7 modes for bonding"':

Round-robin (balance-rr): Transmit network packets in sequential order from the first available network
interface (NIC) slave through the last. This mode provides load balancing and fault tolerance.

Active-backup (active-backup): Only one NIC slave in the bond is active. A different slave becomes
active if, and only if, the active slave fails. The single logical bonded interface’s MAC address is externally
visible on only one NIC (port) to avoid distortion in the network switch. This mode provides fault
tolerance.

XOR (balance-xor): Transmit network packets based on [(source MAC address XOR’d with destination
MAC address) modulo NIC slave count]. This selects the same NIC slave for each destination MAC
address. This mode provides load balancing and fault tolerance.

Broadcast (broadcast): Transmit network packets on all slave network interfaces. This mode provides
fault tolerance.

IEEE 802.3ad Dynamic link aggregation (802.3ad)(LACP): Creates aggregation groups that share the
same speed and duplex settings. Utilizes all slave network interfaces in the active aggregator group
according to the 802.3ad specification.

Adaptive transmit load balancing (balance-tlb): Linux bonding driver mode that does not require any
special network-switch support. The outgoing network packet traffic is distributed according to the
current load (computed relative to the speed) on each network interface slave. Incoming traffic is
received by one currently designated slave network interface. If this receiving slave fails, another slave
takes over the MAC address of the failed receiving slave.
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Adaptive load balancing (balance-alb): Includes balance-tlb plus receive load balancing (rlb) for IPV4
traffic, and does not require any special network switch support. The receive load balancing is achieved
by ARP negotiation. The bonding driver intercepts the ARP Replies sent by the local system on their way
out and overwrites the source hardware address with the unique hardware address of one of the NIC
slaves in the single logical bonded interface such that different network-peers use different MAC
addresses for their network packet traffic.

IN PRODUCTION:

Active-backup is safest when bandwidth is not a concern. We use this in our lab
environment for maximum compatibility with upstream virtual switches and
nested PVE environments.

LACP is appropriate when the corresponding upstream switches are also
configured for LACP. We use this in PROD environments where PVE will be
connected directly to the network and upstream switch configuration can be
verified.

Round-Robbin works well however packets may be delivered non-synchronously
(effectively Delayed-ACK) and the upstream switches need to be able to
accommodate that.

1. The first thing we are going to do is clear out the basic network for management and trunking provided
by the installer.
Step 1: Go to: pveXYX > Network

wel01 - Proxmaox Virtual Env X —
¥ e + ] X
< c © Notsecure  Bips//10.26.20.101:8006/#v1:0:=node%2Fpve101:4:1 1 4 & @
X PRO>MO X virtual Environment 9.1.5 Search & Documentaton
Server View B Node ‘pve101’ ) Reboot () Shutdown  >_ Shell i Bulk Actions @ Help
= Datacenter
Create Revert  Edit  Remove Apply Configuration
B pvet0l
Q Search
g s Name Alternative Names Type Active Autostart VLAN a.. Ports/Slaves Bond Mode CIDR
ummary
nicl enp11s0 Network Device Yes No No
[3 Motes enx005056101001
»_ Shell nic2 enp19s0 Network Device No No No
enx005056101002
Syst
CE SEEn nic3 enp27s0 Network Device No No No
= Network enx005056101003
5 nic4 enpds( Network Device No No No
L BElEms 2nx005056101004
@ DNsS nics enp12s0 Metwork Device No No No
@ Hosts enx005056101005
ot
nic6 enp20s0 Network Device No No No
£ Options enx005056101006
© Time vmbr( Linux Bridge Yes Yes Yes nict
i= System Log vmbr0.20 Linux VLAN Yes Yes No 10.26.20.101
e.g.: A lindatae
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NOTE : One of the notable improvements in PVE 9 is that the main Networking screen shows
the Alternative Names, which also include the MAC address, so you can more correctly
associate the interfaces as you consume them

Step 2: Remove the Linux VLAN

3¢ pve101 - Prowmox Virtual Envie X = - m} x
&« G © Notsecure  hips;//10.26.20.101:8006/#v1:0:=node%2Fpvel01:4:1 1z w R ® :
X PROX MO virtual Environment 9.1.5 Searen & Documetaion
Server View & Node ‘pve 101" ) Reboot () Shutdown  >_ Shell i Bulk Actions @ Help
= Datacenter - - = :
B pve10! Q search Create Revert Edit  Remove Apply Configuration
s Name 7 Alternative Names Type Active Autostart VLAN a... | Ports/Slaves Bond Mode CIDR
ummary
nicl enp11s0 Network Device Yes No No
[3 Notes enx005056101001
»_ Shell nic2 enp19s0 Network Device No No No
enx005056101002
Syst
o System nic3 enp27s0 Network Device No No No
= Network enx005056101003
5 nicd enpds0 Network Device No No No
# Certificates enx005056101004
@ DN3 nich enp12s0 MNetwork Device No No No
@ Hosts enx005056101005
osf
nich enp20s0 MNetwork Device No No No
£+ Options enx005056101006
© Time vmbr( Linux Bridge Yes Yes Yes nicl
System Log vmbr(.20 Linux VLAN Yes Yes No 10.26.20.101
e.g. .
Confirm ®
| :\ | Are you sure you want to remove entry ‘vmbr0) 20°
‘ Yes
e.g.:
Step 3: Remove the Linux Bridge
3 pve101 - Proxmox Virtual Envir - X ar = (m] x
« C O Notsecure hitps://10.26.20.101:8006/#v1:0:=node%2Fpve01:4 w & @ i
X PRO>MO X virtual Environment 9.1.5 Search & Documentaton
Server View od Node ‘pve101° ) Reboot () Shutdown  >_ Shel i Bulk Actions © Help
£ Datacenter
E pval01 Create Revert Edit Remove Apply Configuration
Q Search
a s Name Alternative Names Type Active Autostart VLAN a.. Poris/Slaves Bond Mode CIDR
ummary
nict enp11s0 Network Device Yes No No
[J Notes enx005056101001
s_ Shell nic2 enp19s0 Network Device No No No
enx005056101002
3 B nic3 enp27s0 Network Device No No No
= Network enx005056101003
o nicd enpdsl Network Device No No No
o EaiErs enx0105056101004
@ DNS nics enp12s0 Network Device No No No
@ Hosts enx005056101005
osf
nic6 enp20s0 Network Device No No No
£+ Options enx005056101006
© Time Linux Bridge Yes Yes Yes nic1
e. g. : System Log
Confirm (3]

/" Are you sure you want to remove entry ‘'vmbr0'
(7?2

e.g.:
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2. We are going to create a Linux Bond for the interfaces we will be using as management and for VM
trunking
Step 1: Create > Linux Bond

3K pue101 - Proxmox Virtual Envir: X +

<« c © Notsecure  hitps,//10.26.20.101:8006/#v1:0:=node%2Fpve 101:4:1 i
X PRO > MO > virual Environment 9.0.3  Search
Server View B Node ‘prel0t’
£ Datacenter -
& pvel0l Create Revert Edit Remove Apply Configuration
Q Search N .
222 localnstwork (pve101) ar Linux Bridge imative Names Type Active
= T uEly Linux Bond
Ellocal (pre10t) ” 450 Network Device  Yes
£ []local-vm (pve101) [ Notes Linux VLAN 005056101004
>_ Shell 0OVS Bridge 1s0 Network Device No
8 System OVS Bond 005056101001
OVS IntPort 12s0 Network Device No
e.g-: = Network 005056101005

NOTE : We are going to use nic1 and nic2
Step 2: The bond will be named automatically, don’t change it. Specify as Slaves two interfaces which
can access the management network

Step 3: Mode: Active-Backup
Step 4: Add comment for purpose: Linux Bond for TRUNK

<
@D

Create: Linux Bond ()

Name: bond0 Autostart: kA
IPv4/CIDR: Slaves: nic1 mic2
Gateway (IPv4): Mode: act kL
IPv&/CIDR:
Gateway (IPvEB): bond-primary: nic1
Comment: Linux Bond for TRUNK

MTU- 1500

© Help Advanced [ Create

e.g.:
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SBS LAB —(GUI) Linux Bridge for TRUNK

The Linux Bridge is a form of virtual switch, allowing access to networking. The Linux bridge can be
created on a single VLAN, or a range of VLANs can be specified. This is also a prerequisite for creating our
Management Interface on VLAN 20

Variables for this lab (or other as appropriate for your environment):
e VLAN IDs: 20-26

1. Now create a Linux Bridge for VM trunking
Step 1: Create > Linux Bridge

m pvel01 - Proxmox Virtual Env x +

& (& © Notsecure  hitps//10.26.20.101:8006/#v1:0:=node%2Fpve101:4:1 1
X PRO> MO X virtual Environment 9.0.3 5o
Server View

hod Nede pve101”

= Datacenter

Create Revert Edit Remove A
Eb pret0t Q Search
ass Linux Bridge . -
222 localnetwork (pve101) smative Names Type
E[Jlocal (pre101) =R Linux Bond Linux Bon
=[] local-lvm (pve101) [ Notes Linux VLAN Sp—
inux
B S OVS Bridge 430 Network [
o System OVS Bond 005056101004
QVS IntPort 1s0 Network [
e.g.: = Network enx005056101001

Step 2: Name: vmbr0

Step 3: Autostart: checked

Step 4: VLAN aware: checked

Step 5: Bridge ports: bond0

Step 6: Add comment for purpose: Linux Virtual Switch

Step 7: VLAN IDs: 20-26 (The VLANSs that are trunked to PVE)

Create: Linux Bridge )

Name: vmbr0 Autostart:

IPv4/CIDR: VLAN aware:

Gateway (IPvd): Bridge ports: bond0

IPv6/CIDR: Comment: Linux Virtual Switch

Gateway (IPvB):

MTU: 1500 VLAN IDs: 20-26 |

© Help Advanced [ Create

e.g.:
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SBS LAB - (GUI) Linux VLAN for Management

A Linux VLAN is a simple component used to assign an IP address (and possibly Gateway) to an upstream
Bond, Bridge, or Interface. Here, we are going to use it for our management IP for PVE.

Variables for this lab(or other as appropriate for your environment):
e VLAN name: vmbr0.20

e MGMTIP: 10.26.20.XYZ/24

e GW:10.26.20.1

1. Now we need a management IP, which we will achieve using a Linux VLAN
Step 5: Create a Linux VLAN for Management using bond0

3 pvel01 - Proxmox Virtual Envir X+
< c © Notsecure  hitps://10.26.20.101:8006/#v1:0:=node%2Fpve101:4:1 1.z
X PRO MO X virtual Environment 8.4.1 Search
Server View  Node pre ol
= Datacenter
Eo pret0t Create Revert Edit Remove Apply Configuration
Q Search . .
i localnetwork (pve101) ne Linux Bridge e Active Autostart | VLANa_ | |
= Jiocal (pvel0t) ummary Linux Bond
= work Device Yes No No
= []local-lvm (pve101) [J Notes Linux VLAN
work Device No No No
o= OV Bridge work Device No No No
OVS Bond
o System OVS IntP work Device  No No No
ntPort
= Network  cuaces wewrork Device No No No
# Certificates ens256 Network Device No No No
e g . @ DNS

NOTE : Naming is very important here. We need to name the Linux VLAN with the name of the
bridge followed by a[.] and then the VLAN ID. E.g.: vmbr0.20 You will then see that the
VLAN Tag is automatically set.
Step 6: Name the bond: vmbr0.20
Step 7: Enterthe IP: 10.26.20.XYZ/24
Step 8: Enter the Gateway: 10.26.20.1
Step 9: Add comment for purpose: MGMT IP

Create: Linux VLAN

Name: vmbr( 20 Autostart:
IPv4/CIDR 10.26.20.101/24
Gateway (IPv4): | 10.26.20.1

IPv6/CIDR Comment: MGMT Interface

Gateway (IPvE):

Either add the VLAN number to an existing interface name, or choose your own name and set the
VLAN ravwr device (for the latter ifupdown supports vlanXY naming only)

MTU 1500

© Help Advanced
e.g.:
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Step 5: Now Apply Configuration to test your work

3 pve101 - Proxmox Virtual Emvir - X +
“« c © Notsecure  hitps://10.26.20.101:8006/#v1:0:=node%2Fpve101:4:11:::::
X PROXMD X vitual Environment 303 Search & Docw
Server View & Node pret0t 9 Reboot ¢
£ Datacenter
E pvel0d &\ Gt Revert Edit Remove Apply Configuration
232 localnetwork (pve101) Name | Alternative Names | Type Active Autostart | VLAN awars | Ports/Slaves = Bond Mode
= Jlocal (pvei01) O Sty )
. = bond0 Linux Bond No Yes No ens192en . balance-rr
e,g, . = 7 ol lum fe AN M Natas
| Confirm @
| ( rT) " Do you want to apply pending network changes?

e.g.
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SBS LAB —(GUI) iSCSI Interface Config for PVE with Jumbo Frames

In this lab we are going to set up the interfaces for iSCSI. Our iSCSI ports on the switch are configured as
ACCESS ports meaning that the client does not need to specify a VLAN ID, and only the VLAN which is

configured for that port is accessible.

IN PRODUCTION:

Create: Linux VLAN

Name ens193.22 Autostart:

IPv4/CIDR: 10.26.22.101/24
Gateway (IPvd):
iSCsI1

IPv6/CIDR: Comment:

Gateway (IPv6):

Either add the VLAN number to an existing interface name, or choose your own name and set the
VLAN raw device (for the latter ifupdown1 supports vlanXY naming only)

9000

MTU:

© Help Advanced

There’s nothing wrong with running iSCSI on a VLAN, just 4 bytes more overhead per packet.
The only difference in configuration would be setting the MTU property without IP on the
interface and you would create a Linux VLAN for the iSCSI VLAN and IP.

Since some SANs do not support VLAN configuration, and because there is a tiny bit more
overhead, we prefer to run iSCSI on ACCESS ports.

Example iSCSI config with VLAN (do not use in class):

Variables for this lab (or other as appropriate for your environment):

nic5IP: 10.26.22.XYZ/24
nicb comment: iISCSI 1
MTU: 9000

nic6 IP: 10.26.23.XYZ/24
nicé comment: iISCSI 2
MTU: 9000
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1. iSCSI Interfaces

Step 1: Choose the iSCSI interface which has a MAC addresses (last digits of Alternative Names)

ending in 05 (corresponding to VLAN 22) and select Edit.

K pvel01 - Promon Virtual Envie X 4
<« (& © Not secure  hitps//10.26.20.101:8006/#v1:0:=node%2 Fpwe101:4:1 1z
X PRO MO < virtual Environment 9.1.5 Search
Server View % Node ‘pvel0t’
£ Datacenter
Create Revert  Edit  Remove
BZ_F:VEHM Q, Search
£1 localnetwork (pve.. = Name | Alternative Names Type
- ummary
Sl tocal (preto) bond0 Linux Bond
=[] local-vm (pve101) = [J Motes - :
nic1 enplisl Metwork Device
>_ Shell enx005056101001
nic2 enp19s0 Metwork Device
& System enx005056101002
= Network nic3 enp27s0 Network Device
# Ceriicates enx005056101003
nic4 enpds Network Device
@ DNS enx005056101004
@ Hosts nics enpi2sl Network Device
enx005056101005
O O nic6 enp20s0 Network Device
© Time enx005056101006
I= System Log vmbr{) Linux Bridge
vmbr(.20 Linux VLAN
2 Updates
e.g.: P

Step 2: Autostart: checked

Step 3: IP: 10.26.22.XYZ/24

Step 4: Set MTU to 9000

Step 5: Add comment for purpose: iSCSI 1

Edit: Network Device

Name: nick Autostart:
Alternative enpl12sl Comment: iSCSI1
Names: enx005056101005

Gateway (IPvd):

IPVG/CIDR

Gateway (IPv6):

MTU 9000

Advanced

e.g.

© 2026 VMsources Group Inc., CC BY-SA 4.0 85

Apply Configuration

Active

Yes

Yes

Yes

Autostart

Yes

Yes

VLAN a..

No
No

No

No

No

No

Na

Yes

= m} X

* B @

2 oocumertam © crsecr

“) Reboot () Shutdown

>_ Shell I Bulk Actions @ Help
Ports/Slaves Bond Mode CIDR
nic1 nic2 active-backup

bond0
10.26.20.10124
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Step 6: Now choose the iSCSI interface which has a MAC addresses (last digits of Alternative Names)
ending in 06 (corresponding to VLAN 23) and select Edit.

3 pvel01 - Proxmax Virtual Env * +

< [&] © Notsecure k#ps://10.26.20.101:8006/#v1:0:=node%2 Fpve101:4:1 1z T
X PRO MD < virtual Environment 9.1.5 Search & Documentation
Server View % Node puetot’ S Reboct () Shutdown > Shell : Buk
£ Datacenter
Create Revert Remove  Apply Configuration
bifveﬂm Q, Search
£iZ localnetwork (pve... MName Alternative Names Type Active Autostart VLAN a... | Ports/Slaves Bond Mode

= [Jlocal (pve101) ) ST

bond0 Linux Bond Yes Yes No nict nic2 active-backup
=[] local-lvm {pve101) = [ Notes
nicl enp11s0 Network Device Yes Yes No
> Shell enx005056101001
Syst nic2 enp19s0 Network Device Yes Yes No
% System enx005056101002
= Network nic3 enp27s0 Network Device No No No
# Certificates enx005056101003
nic4 enpdsl Network Device No No No
@ DNS enx005056101004
@ Hosts nics enp12s0 Network Device No Yes No
enx005056101005
Opti
2 @ nic6 enp20s0 Network Device No Yes No
© Time enx005056101006
= g vmbr{) Linux Bridge Yes Yes Yes bond0
= System Log
vmbr(.20 Linux VLAN Yes Yes No
Z Updates
£ Repositories

e.g.:

Step 7: Autostart: checked

Step 8: IP: 10.26.23.XYZ/24

Step 9: Set MTU to 9000

Step 10: Add comment for purpose: iSCSI 2

Edit: Network Device

Name nich Autostart:
Alternative enp20s0 Comment iSCSI 2
Names enx005056101006

Gateway (IPv4)

IPv6/CIDR:

Gateway (IPv6)

MTU: 9000

Advanced

e.g.:
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Step 11: Apply changes.

3¢ pvel01 - Proxmox Virtual Emvir. X 4
<« c © Notsecure  hitps://10.26.20.101:8006/#v1:0:=node%2Fpve 101:4:1 10
X PROXMOX vitual Environment 9.0.3  Search & Documentation  [EL0
Server View & Node pve101’ ) Reboot () Shutdown  >_ Sh
& Datacenter ‘7‘
Create Revert Edit Remove Apply Configuration
B pet0l | Edt ]
Q Search
localnetwork (pve101) Name Alternative N Type Active Autostart | VLAN aware | Ports/Slaves | Bond Mode CIDR
= [local (pvet01) £ STy .
bond0 Linux Bond Yes Yes No ens192en.. balance-rr
= (]local-vm (pve101) D Notes
= bond0 20 Linux VLAN Yes Yes No 1026 20 101,24
e =] ens161 enpdsl Network Device Yes No No
o8 System enx005056101004
ens192 enp11s0 Network Device Yes Yes No
=2 [T enx005056101001
# Certificates ens193 enp12s0 Network Device ~ No Yes No 10.26.22.101/24
@ DNS enx005056101005
ens224 enp19s0 Network Device Yes Yes No
@ Hosts enx005056101002
Opti ens225 enp20s0 Network Device No Yes No 10.26.23.101/24
D e enx005056101006
O Time ens256 enp27s0 Network Device No No No
1= System Log enx005056101003
& vmbr0 Linux Bridge Yes Yes Yes bond0
< Updates
. £ Repositories
e . g_ . Pending changes (Either reboot or use "Apply Configuration’ (needs ifupdown2) to activate)
Confirm £9]

Do you want to apply pending network changes?

e.g.:

4. Now let’s test connectivity to our SAN

Step 11: Go to the Shell
Command #1 run: ping -d -s 8972 10.26.22.20

3€ pvel01 - Proxmon Virtual Envir: X+

< c © Notsecure  hitps://10.26.20.101:8006/#v1:0:=node%2Fpve101:4:=jsconsole:

2(( PRO MO < virtual Environment 9.0.3 Se

ch

Server View -4 Node ‘pre101°
& Datacenter Linux pvel0Ol 6.14.8-2-pve §1 SMP PREEMPT DYNAMIC PMX 6.14.8
o pretot Q Search
localnetwork (pve101) The programs included with the Debian GNU/Linux system are free software;
local (pve101) & Summary the exact distribution terms for each program are described in the
= F individual files in /uar/share/doc/*/copyright.
=[] localvm (pve101) [ Notes
s_ Shell Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
- permitted by applicable law
2 System root@pvelld
PING 10.26 - 2 B (9000) bytes of data.
7 Network 8980 bytes icmp seq=1
: 8980 bytes ¥ time=0.
O SallEEs 8980 bytes : icmp seq=3 time=0.
@ DNS 8980 bytes i ) time=0.
8 bytes icmp_seq=5 time=0.354
@ Hosts 8980 bytes 10 icmp_seq=6 time=0.340
& Options - 10.26. Fing ot —=
© Time packets trans 6 received, 0% packet loss, time 5131ms

rtt min/avg/m = 0.317/0.354/0.446/0.042 ms
System Log root@pvel0l:

5 £ Updates

NOTE : You will have to stop the ping with a [CTRL]+[c]
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Step 11: Now do the same for the other interface
Command #1 run: ping -d -s 8972 10.26.23.20

3¢ pvel0 - Proxmox Virtual Envic X 4
<« c © Notsecure  hitps://10.26.20.101:8006/#v1:0:=node%2Fpve101:4:=jsconsole::

))(( PRO MO X virtual Environment 9.0.3  Szarch

Server View & Node ‘pve101°
& Datacenter Linux pvel0l 6.14.8-2-pve §1 SMP PREEMPT DYNAMIC PMX 6.14.8-2 (2025-07-22T1(
Bo pret0t Q Search )
222 localnetwork (pvel01) The programs included with the Debian GNU/Linux system are free software;
=0 & Summary the exact distribution terms for each program are described in the
= ./ local (pve101) s s X = - . -
individual files in /fusr/share/doc/*/copyright.
=[] local-vm (pve101) [ Notes
>_ Shell Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
= permitted by applicable law.
of System d
PING 10.26.22.2
= Network 8980 bytes from
~ 8980 bytes from
# Certificates from
@ DNS from
from
@ Hosts from
£+ Options
O Time
= System Log
& Updates

4 Repositories
U Firewall 8980 bytes from 10.
& Disks 0 ping stati

UM transmitted, 4 received, 0% packet loss, time 3100ms
a n/avg/max/mdev = 0.306/0.363/0.434/0.045 ms

Step 1 2: 0O LVM-Thin rnut@?\vel@h-—# [ |
NOTE : You will have to stop the ping with a [CTRL]+[c]

CHECKPOINT: We have just configured two interfaces for iSCSI and Jumbo Frames. In executing the ping
command, the [-d] option does not allow the jumbo frame to be segmented and the [-s] option specifies
the size of the payload which the maximum possible payload for a 9000 byte network is 8972 to which
headers are added when the frame is transmitted.

DIAGNOSTICS:

In the event that either of the ping commands do not respond, try the ping without the options:
ping 10.26.22.20

ping 10.26.23.20

If those respond, Jumbo Frames are not configured correctly on your network or SAN

In the event that no pings are received, either Jumbo or normal, check the interfaces configured match
interfaces which are connected to iSCSI ACCESS ports.
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ISCSI SAN Storage for PVE

iSCSI Multipath is a necessity for production environments because it facilitates more traffic to and from
your SAN. Unfortunately, the traditional network load balancing methods available in a Linux Bond are
not suitable for iISCSI traffic, so we must configure iISCSI independently using the CLI and GUI for correct
multipath operation.

iSCSI Configuration can vary greatly based on the environment. As a Best Practice, Proxmox recommends
that all separate iSCSI paths, also be on separate subnets:

PVEiSCSINIC #1 (10.26.22.XYZ/24) > SAN NIC #1 (10.26.22.20/24)
PVE iSCSINIC #2 (10.26.23.XYZ/24) > SAN NIC #2 (10.26.23.20/24)

In the event that this is not possible, then some form of ‘binding’ is required to properly distinguish
NIC/Target relationships over the network. This is covered at the end of the section.

The way you connect to your iSCSI SAN depends on several factors including:

e Howthe iSCSI SAN presents its targets

e How many interfaces the SAN has

e How the network is configured

e How manyiSCSlinterfaces the PVE node has
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SBS LAB - (CLI) Identify the way your SAN presents targets

Key to understanding what will be required to connect to your iSCSI SAN correctly is the command:
iscsiadm -m discovery -t sendtargets -p <IP of SAN>

A SAN which presents the same target on multiple distinct networks is considered Best Practices and will
generally be easier to configure in PVE.

A SAN which presents the same target multiple times on the same network will require further
configuration to specify which iSCSI interface on PVE (hopefully you have more than one) will
communicate with which IP/target on the SAN.

1. Let’s test a SAN with interfaces configured on separate unique networks
Step 1: Go to: pveXYX > Shell
Command #1 run: iscsiadm -m discovery -t sendtargets -p 10.26.22.20

root@pvell4:~f iscsiadm —m discovery -t sendtargets -p 10.26.22.20

Q Search 10.26 20:3260,1 ign.2009-10.com.vmscurces.lab:pveclass
3 60,1 ign.2009-10.com.vmsources.lab:pveclass
& Summary =~ ||
O MNotes
>_ Shell
& System
e.g.. = Network

NOTE : This SAN presents the same target on two distinct networks: 10.26.22.20 and
10.26.23.20, per Best Practices

Step 2: Now let’s test a SAN with interfaces configured on the same network
Command #1 run: iscsiadm -m discovery -t sendtargets -p 10.26.22.30

& Summary root@pvelD4:~f iscsiadm -m discovery -t sendtargets -p 10.26.22.30
10.26.22.30:3260,1 ign.2010-01.com.vmsources:tan.B03a6aff2c38

[J Notes 10.26.2 260,1 ign.2010-01.com.vmsources:tsn.803a6aff?

s Shell 10.26.22.3 260,1 ign.2010-01.com.vmscurces:tan.803a6aff2c38

roct@pvel04:

e.g.: £ System
NOTE : This SAN presents the same target twice on the same network: 10.26.22.30 and
10.26.22.31 (ignore the 10.26.20.98 entry as that is the management interface) and is
typical of many “legacy” or inexpensive iSCSI devices.
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SBS LAB - (CLI/GUI) Installing and Configuring Prerequisites for iSCSI Multipath

1. First, we need to change some settings and install prerequisites
Step 3: Go to: pveXYX > Shell

3K pvel01 - Proxmox Virtual Envir. X +
&« c © Notsecure  kips//10.26.20.101:8006/#v1:0:=node%2Fpve101:4:=jsconsole:2
x PRD <MD < virtual Environment 9.0.3 Search I=1)]
Server View bl Node "pve101" ‘D Reboot
= Datacenter -
Linux pvel0dl 6.14.8-2-pve #1 SMP PREEMPT DYNAMIC PMX 6.14.8-2 (2025-07-22T10:042) x86 6
o pretdl Q, Search . . . .
22 localnetwork (pve101) The programs included with the Debian GNU/Linux system are free software;
= PVESAN (pvelt) & Summary the exact distribution terms for each program are described in the
ful | (ve101) O Not individual files in /usr/share/doc/*/copyright.
= |d local (pve otes
= (] local-lvm (pve101) > Shell Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
= permitted by applicable law.
o System root@pvel0l:~# ||
= Network
e.g.: #& Corfifiratac

Command #1 run: vi /etc/iscsi/iscsid.conf

3% pvel01 - Proxmaox Virtual Envi x +
<« c © Notsecure  Bips://10.26.20.101:8006/#v1:0:=node%2Fpve101:4:=jsconsole:::2

XPRD MO X< virtual Environment 9.0.3  Search

Server View T Node "pvel01

&£ Datacenter Linux pvelOl 6.14.8-2-pve §1 SMP PREEMPT DYNAMIC PMX 6.14.8-2 (2025-07-22T1

B preiit Q, Search
222 localnetwork (pve101) The programs included with the Debian GNU/Linux system are free software;
= pPYE-SAN-1 (pve101) & Summary l.:he.e:.cact di.stribl:ltio:n terms for each prog:{:s:m are described in the
- individual files in /usr/share/doc/*/copyright.
=[] local (pve101) [ Notes
gﬂlocal-\um (pvel01) s Shell Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
= permitted by applicable law.
off System root@pvelll:~f vi /etc/iscsi/iscsid.conf I
e. g = Network

Step 2: Comment [#]: node.startup = manual and uncomment: node.startup = automatic

#dr\lr\lr\lrdrdf\lr\lr\lrdrdf\h\lr\lr\lrdfﬂr

# To request that the iacsl service scripts startup a session, use "automatic™:
node.startup = automatic

i

# To manually startup the session, use "manual™. The default is manual.
ﬂnode.startup = manual

# For "automatic™ startup nodes, setting this to "Yes™ will try logins on each
¥ available iface until one succeeds, and then stop. The default "No" will try
¥ logins on all available ifaces simultaneocusly.

e.g.: nede.leading login = No
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Step 3: Change: node.session.timeo.replacement_timeout =120 to
node.session.timeo.replacement_timeout=15

See the iSCSI README's Advanced Configuration secticn for tips
on setting timeouts when using multipath or doing root owver iSCSI.

To specify the length of time to wait for sessicon re—establishment
before failing SCSI commands back to the application when running
the Linux SCSI Layer error handler, edit the line.
The value is in seconds and the default is 120 seconds.
Special walues:
— If the value is 0, IO will be failed immediately.
— If the value is less than 0, IO will remain queued until the =session
is logged back in, or until the user runs the logout command.
Inode . session.timeo.replacement timeout = 15.

§ To specify the time to wait for login to complete, edit the lime.
§# The value is in seconds and the default is 15 seconds.

Step 4: Write and quit

o =
the Linux SCSI Layer error handler, edit the line.

The value is in seconds and the default is 120 seconds.

Special values:

— If the value is 0, IO will be failed immediately.

— If the value is less than 0, IO will remain queued until the session
is logged back in, or until the user runs the logout command.

node.session.timeo.replacement timeout = 15

# To specify the time to wait for login to complete, edit the line.
§# The value is in seconds and the default is 15 seconds.

e.g.: Bk

Step 5: RestartiSCSI Service
Command #1 run: systemctl restart iscsi.service
permitted by applicable law.

root@pvelll: ~f systemctl restart iscsi.service
rootBpvelll: ~F§ I

e.g.:

Step 6: Now, install Multipath Tools
Command #1 run: aptinstall multipath-tools

Linux pvel0l €.14.8-2-pve §1 SMP PREEMPT DYNAMIC PMX 6.14.8-2 (2025-07-22T10:04Z) xB6_64
The programs included with the Debian GNU/Linux system are free software;

the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable law.
root@pvelll:~§ apt install multipath—toolsl
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Step 1: Enter[Y]

root@pvelOl:~f apt install multipath-tools
Installing:

Installing dependencies:

Suggested packages:
multipath—tools-boot

Summary:
Upgrading: 0, Installing: 5, Removing: 0, Not Upgrading: 0
Download size: 1,549 kB
Space needed: 5,140 kB / 10.1 GB available

Continue? [¥/n] Yl

e.g.:
NOTE : Install recommended package: multipath-tools-boot

Step 7: Install multipath-tools-boot
Command #1 run: aptinstall multipath-tools-boot

root@pvelll:~f apt install multipath-tecols-boot
Installing:

Summary:
Upgrading: 0, Installing: 1, Removing: 0, Not Upgrading: 32
Download size: 9,636 B
Space needed: 34.8 kB / 7,677 MB available

Get:1 http://deb.debian.org/debian trixie/main amdé4 multipath-tocls-boot all 0.11.1-2 [9, 636 B]
Fetched 9,636 B in 0s (329 kB/s)

Selecting previously unselected package multipath-tools-boot.

(Reading database ... 62175 files and directories currently installed.)

Preparing to unpack .../multipath-teools-beoot 0.11.1-2 all.deb ...

Unpacking multipath-tools-boot (0.11.1-2)

Setting up multipath-tocls-boot (0.11.1-2)

Processing triggers for initramfs—tocls (0.148.3)

update—initramfs: Generating /boot/initrd.img-6.17.4-2-pve

Running hook script 'zz-proxmox-boot'..

Re—executing "/etec/kernel/postinst.d/zz—proxmox-boot" in new private mount namespace..
No fetc/kernel/prosmox-boot-uuida found, skipping ESP sync.

root@pvelll:~§ I

e.g.:

Step 8: Enable multipath at startup
Command #1 run: systemctl enable multipathd
Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY,

permitted by applicable law.
root@pvelll:~f systemctl enable multipathd

root@pvelll:~F I

e.g.:
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Step 9: Start multipath
Command #1 run: systemctl start multipathd

Debian GNU/Linux comes with ABSOLUTELY NO WARRANT
permitted by applicable law.
root@pvelll:~f systemctl enable multipathd

root@pvelll:~f systemctl start multipathd
root@pwelll : ~f I

e.g.:

Step 10: Finally, we can fine-tune our iSCSI Multipath by creating the file: /etc/multipath.conf
Command #1 run: vi /etc/multipath.conf

3¢ pvel01 - Proxmox Virtual Envir X 4
<« c © Notsecure  hitpsi//10.26.20.101:8006/#v1:0:=node%2Fpve101:4:=jsconscle::z:2

X PROXMOX vinual Environment 9.0.3 Search

Server View & Node prelll’

& Datacenter root@pvelll:/§ vi /etc/multipath.conf]]

gﬂ pre10t Q Search
222 localnetwork (pve101)
= PVE-SAN-1(pvel01) & Summary
£ [Jlocal (pve101) [J Notes
£ [Jlocal-vm (pve101) T
e.g.: -

Step 11: Paste the following into the file""

defaults {
polling interval 2
path selector "round-robin 0"
path grouping policy multibus
uid attribute ID SERIAL
rr min io 100
failback immediate
no path retry queue
user friendly names yes
}
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3¢ pvel01 - Proxmox Virtual Envir: X =+

< c © Notsecure  hitps://10.26.20.101:8006/#v1:0:=node%2Fpve101:4:=jsconscl

)x( PRO MO virtual Environment 9.0.3 e

ch

Server View T Node pvel0 T’
& Datacenter defaults {
Eb pretot Q Search polling_interval 2
localnetwork (pve101) path_selector "round-robin 0"
= PVE-SAN-1 (pval01) & Summary path_grouping policy multibus
- uid attribute ID_SERIAL
EJlccal (pre101) O Notes rr min io 100
£ (] local-vm (pve101) 5 Shel failback immediate
- no path retry queue
System user frien names es
y - friendly ¥

= Network

e . g- : & (artificatoc

Step 12: Write and quit

3¢ pvel01 - Proxmox Virtual Envir: X =+

« ] © Notsecure  hitps//10.26.20.101:3006/#y

=node%2Fpve101:4:=jsconsol

))(( PRO MO virtual Environment 9.0.3  Search

Server View % Node pvel0 T’
& Datacenter defaults [
B pretot Q Search pelling_interval 2
2i2 localnetwork (pvel101) path_selector "round-robin 0"
PVE-SAN-1 (pvei01) & Summary path_grouping policy multibus
- uid attribute ID_SFRIAL
E/Jlocal (pve101) D Notes rr min io 100
£ (] local-vm (pve101) s_ Shell failback immediate
= no _path retry queue
< System user friendly names yes
= Network
# Certificates
@ DNS
@ Hosts
£ Options
® Time

System Log
£ Updates
£ Repositories
QP Firewall
2 Disks
| M
O LVM-Thin
W Directory
8 ZFSs
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Step 13: Activate these settings
Command #1 run: systemctl restart multipathd.service

3 pvel0l - Proxmox Virtual Emvir X 4
< [&] Notsecure  B#ps//10.26.20.101:8006/#v1:0:=node%2Fpve 101:4:=jsconscle::z:2

x{ PRO MO < virtual Environment 9.0.3  Search

Server View 2 Node pvelll’

& Datacenter root@pvelll:~f systemctl restart multipathd.service

Eb pvet0t Q Search root@pvel0l:~§ |]
212 localnetwork (pve101)
= PVE-SAN-1 (pvel01) & Summary
£ [Jlocal (pve101) O Notes
= (]local-vm (pve101) 5 Shel
e.g.. 82 Sustem

IN PRODUCTION:

You can add significant vendor-specific tuning as well as
blacklist and whitelist entries to the /etc/multipath.conf file:

Backlist/whitelist entries":

blacklist {
wwid .*

}

blacklist exceptions {
wwid "3600144£028£88a0000005037a95d0001"
wwid "3600144£028£88a0000005037a95d0002"

Alias entries™:

multipaths {

multipath {
wwid "3600144£028£88a0000005037a95d40001"
alias mpathO

t
multipath {

wwid "3600144£028£88a0000005037a9540002"
alias mpathl
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SBS LAB - (CLI/GUI) iSCSI Multipath with Network Separation

This SBS LAB and the next are either/or because the server network configuration differs from the network
perspective. This is the lab we have set up for in previous SBS LABs, so this is the lab we will be following.

1. Now we are going to the GUI and connect to our SAN. The SAN will report the available portals for
connection to PVE
Step 1: Go to: Datacenter > Storage > Add > iSCSI

3K pue101 - Proxmox Virtual Envir: X +
<« c © Notsecure  hitps//10.26.20.101:8006/#v1:0:18:4:1 1::2
x PROXMO X virtual Environment 9.0.3  Search
Server View &  Datacenter
& Datacenter
Add Remove Edit
& pvelll Q Search = Di
£ localnstwork (pve101) Directory Type Content F
- & Summary B M
Ellocal (pre10t) B Directory Backup, ISO image, Container template A
£ [Jlocal-vm (pve101) [ Notes B LVM-Thin
- LVM-Thin Disk image, Container
£ Cluster BIRFS
NFS
@ Ceph 8
B SMBICIFS
£ Options = e
£ Storage B CephFs
Backup H RBD
13 Replication B ZFS overiscsl
L B ZFS
' Permissions
Proxmox Backup Server
& Users & ESX
& APl Tokens
. Twe Facl
e.g.. &, Two Factor

cluster, it is important to perform it individually on each PVE node to achieve iSCS|

discovery, which will then allow configuration of iISCSI multipath which must be
done on each PVE node individually.

Step 2: Name: PVE-SAN-1
Step 3: Portal IP: 10.26.22.20
Step 4: Uncheck: Use LUNSs directly
NOTE : This prevents users from creating a VM directly on the LUN, using the whole LUN for
one VM
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Step 5: Target ign appears when discovered

Add: iSCSI

Backup Retention

ID: PVE-SAM-1 Nodes: All (No restrictions)
Portal: 10.26.22.20 Enable:

Target: iqn.2009-10.com.vmsou Use LUNs @
directly:
0 oo =m
e.g.:

8. Now let’s check our iSCSI connections.
Step 1: Go to: Shell
Command #1 run: iscsiadm -m session

3€ pvel01 - Proxmon Virtual Envir: X 4

< c © Notsecure  hitps://10.26.20.101:5006/#v1:.0:=node%2Fpve101:4:=jsconsole:nn2
X PRO> MO virtual Environment 0.3 Search & Docum
Server View B Node ‘pve10T 9 Reboot (O
& Datacenter Linux pvel0l 6.14.8-2-pve §1 SMP PREEMPT DYNAMIC PMX 6.14.8-2 (2025-07-22T10:042) x86_64
o pretot Q Search
52 localnetwork (pve101) The programs included with the Debian GNU/Linux system are free software;
% PVE-SAN-1 (pve101) & Summary 'l:ha‘ej‘;act diétrib\?tinn terms for each program are described in the
= individual files in /usr/share/doc/*/copyright.
E[local (pve101) ) Notes
=[] localvm (pve101) s_ Shell Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
- permitted by applicable law.
@f System root@pvelOl iscsiadm -m session
tep: [1] 20:3260,1 ign.2009-10.com.vmsources.lab:pveclass (non—flash)
= Network tep: [2]1 10 20 0.1 ign.2009-10.com.vmsources.lab:pveclass (non—flash)
0
& Certificates root@pvel0l
@ DNS

Step 2: G Hosts
NOTE : You should see both possible connections to our SAN
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SBS LAB - (CLI/GUI) iSCSI Multipath with Targets on Same Network (Port Binding)

This SBS LAB requires a different networking configuration than what we have done so far in this process.
In order for this lab to work the port corresponding to nic6 on your server will need to be changed from
VLAN 23 ACCESS to VLAN 22 ACCESS and then refer back to SBS LAB —(GUI) iSCSI Interface Config for
PVE with Jumbo Frames and configure nic5 with the IP: 10.26.22.XYZ and nic6 with the IP:
20.26.22.ABC. This lab is included for reference in case someone is stuck in a situation with multiple
targets on the same network.

Step 1: Verify/edit our iSCSI configuration to make sure node.startup = manual
Command #1 run: vi /etc/iscsi/iscsid.conf

a
§ To set this up see the example iface config file.

e e o o s e el o ok e e ke

§ Startup settings
#\k*ﬂr‘h‘k\k\h\kﬂr‘k*\h‘hﬁ‘k\k*

f To request that the iscsi service scripts startup a session, use "autocmatic":
fnode.startup = automatic

¥

f To manually startup the session, use "manual™. The default is manual.
Eode.startup = manual

e.g.:
NOTE : We do this because we do not want to automatically log-on to all portals reported

during discovery
Command #1 run: systemctl restart iscsi.service

rootBpvell4d: f§ systemct]l restart iscsi.service

root@pveldd: f§ I

e.g.:

Step 2: Discover our iSCSI SAN
Command #1 run: iscsiadm -m discovery -t sendtargets -p 10.26.22.30

root@pvell4:~f iscsiadm —-m discowery -t sendtargets -p 10.26.22.30
10.26.22.30:3260,1 ign.2010-01.com.vmsources:tsn.B803a6aff2c38
10.26.20.98:3260,1 ign.2010-01.com.vmsources:tsn.B803a6aff2c38

10.26.22.31:3260,1 ign.2010-01.com.vmscurces:tsn.B803a6aff2c38
root@pvelld:~f ]

NOTE : iSCSI discovery reports what the SAN says is available, regardless of the relevance of
some of the paths/targets to your use case. Here you see three potential paths/targets on
our iSCSI SAN. 10.26.22.31 and 10.26.22.31 are relevant while 10.26.20.98 is the
management IP of the SAN and not reachable from our iISCSl interfaces.
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Step 3: Define your iSCSl interfaces

Command #1 run: iscsiadm -m iface -l iscsi1 -0 new

Command #2 run: iscsiadm -m iface -l iscsi2 -0 new

root@pvell4:~f iscsiadm —m iface -I iscsil —o new
iscsil updated.
New interface iscsil added

root@pvell4:~f iscsiadm —m iface -I iscaiZ —o new

iscsi2 updated.

New interface iscsi2 added

root@pvell4:~# ||

NOTE : . In this step, we are merely assigning a name “iscsi1” and “iscsi2”

Step 4: Bind each named iSCSI interface to a network connection on PVE

Command #1 run: iscsiadm -m iface -l iscsi1 -0 update -n iface.net_ifacename -v nic5

Command #2 run: iscsiadm -m iface -l iscsi2 -0 update -n iface.net_ifacename -v nic6

roct@pvell4:~f iscsiadm —m iface -I iscsil —o update —n iface.net ifacename —v nich

iscsil updated.

roct@pvell4:~f iscsiadm —m iface -I iscsi2 —o update —n iface.net ifacename —v nicé

iscsi2 updated.
root@pvelO4:~§ I

e.g.:

Step 5: Now that we are bound, we need to run iSCSI discovery again
Command #1 run: iscsiadm -m discovery -t sendtargets -p 10.26.22.30

root@pvell4:~f iscsiadm —m discovery —t sendtargets -p 10.26.22_30

10.26.22.30:3260,1
10.26.20.98:3260,1
10.26.22.31:3260,1

10.26.22.30:3260,1
10.26.20.98:3260,1
10.26.22.31:3260,1
root@pvell4d: ~§ I

e.g.:

ign.2010-01.com.vmsources:tan.803abkaff2c38
ign.2010-01.com.vmsources:tsn.803akaff2c38
ign.2010-01.com.vmscurces:tan.B803akaff2c38
ign.2010-01.com.vmscurces:tan.B803akaff2c38
ign.2010-01.com.vmscurces:tsn.B803akaff2c38
ign.2010-01.com.vmsources:tsn.B803a6aff2c38

NOTE : Now we see two instances for each reported path/target because we are now using two
interfaces for iSCSI
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Step 6: Log each appropriate iSCSI interface explicitly in to it’s respective/desired target

Command #1 run: iscsiadm -m node -T iqn.2010-01.com.vmsources:tsn.803a6aff2c38 -p
10.26.22.30 -l iscsi1 --login

Command #2 run: iscsiadm -m node -T iqn.2010-01.com.vmsources:tsn.803a6aff2c38 -p
10.26.22.31 -l iscsi2 —-login

root@pvelO4:~f iscsiadm —m node -T ign.2010-01.com.vmsources:tsn.803a6aff2c38 —p 10.26.22.30 -I iscsil ——login
Login to [iface: iscsil, target: ign.2010-01.com.vmsources:tsn.803aeaff2c38, portal: 10.26.22.30,3260] successful.
root@pvelO4:~f iscsiadm —m node -T ign.2010-01.com.vmsources:tsn.803a6aff2c38 —p 10.26.22.31 -I iscsi2 ——login

Login to [iface: iscsi2, target: ign.2010-01.com.vmsources:tsn.803a6aff2c38, portal: 10.26.22.31,3260] successful.
root@pvel04:~f ||

e.g.:
NOTE : Some SANs present many LUNs on one target (more common) and some present an

unique target per LUN. If you saw many targets per IP in discovery (above), you would
repeat this procedure for each target/IP listed in discovery.

Step 7: Set which portals will login automatically
Command #1 run: cd /var/lib/iscsi/nodes
Command #2 run: s

root@pvell4: /§ cd /war/lib/iscsi/nodes/
root@pvell4: /var/lib/iscsi/nodes§ 1s

ign.2005-10.com.vmsources.lab:pveclass ign.2010-0l1.com.vmsources:tsn.803a6aff2c38
root@pvel04: /var/lib/iscsi/nodest ||

NOTE : Here you see any/all discovered iSCSI SAN IQN identifiers

Step 8: Change directory to the SAN/IQN we want to connect and list
Command #1 run: cd ign.2010-01.com.vmsources:tsn.803a6aff2c38
Command #2 run: s

root@pvell4: fvar/lib/iscsi/nodesf cd 1gn.2010-01.com.vmscurces:tsn.803akaff2c38
root@pvel04: fvar/lib/iscsi/nodes/iqn.2010-01.com.vmsources:tsn.B03a6aff2c38F 1s
10.26.20.98,3260,1 10.26.22.30,3260,1 10.26.22.31,3260,1

root@pvel04d: fvar/lib/iscsi/nodes/iqn.2010-01.com.vmsources:tsn.B03a6aff2c38% I

e.g.:
NOTE : Now you see all of the discovered portals on the SAN by IP and port

Step 9: Change to the irrelevant management IP/port
Command #1 run: cd 10.26.20.98,3260,1
Command #2 run: s

root@pvell4:/var/lib/iscsi/nodes/ign.2010-01.com.vmsources:tsn.B803abaff2c38f od 10.26.20.98,3260,1
root@pvelD4:/var/lib/iscsi/nodes/iqn.2010-01.com.vmsources:tsn.B803a6aff2c38/10.26.20.98,3260,1% 1s

iscsil iscsi2
root@pvel04:/var/lib/iscsi/nodes/ign.2010-01.com.vmsources:tsn.B803a6aff2c38/10.26.20.98,3260,1% ]

e.g.:
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Step 10: Now we will verify that node.startup is set to manual for both iscsi1 and iscsi2
Command #1 run: viiscsil

§# BEGIN RECORD 2.1.11
node.name = ign.2010-01.com.vmsources:tsn.803a6aff2c38
node.tpgt = 1

node.startup = manuaﬂ
node.leading login = No
iface.iscsi_ifacename = iscsil

e.g.: . .
Command #1 run: viiscsi2

# BEGIN RECORD 2.1.11
node.name = ign.2010-01.com.vmsources:tsn.803a6aff2c38
node.tpgt = 1

node . startup = manuaﬂ
node.leading legin = Ne
W-Rl iface.iscsi ifacename = iscsi2
NOTE : Make sure node.startup is set to manual (which it should be if you setis that way in
/etx/iscsi/iscsid.conf and restarted the service)

Step 11: Now change to the first relevant IP/port using a relative path (../)
Command #1 run: c¢d ../10.26.22.30,3260, 1
Command #2 run: viiscsi1

il BEGIN RECORD 2.1.11

node.name = ign.2010-01.com.vmsources:tsn.803a6aff2c38
node.tpgt = 1

node.startup = autcmatic

node.leading legin = No

iface.iscsi ifacename = iscsil
e.g.: iface.net ifacename = nich

NOTE : For the target IP 10.26.22.30, we want the iscsi1 interface (10.26.22.XYZ) to connect
automatically) so set node.startup to automatic and save (:wq)

Command #1 run: viiscsi2

# BEGIN RECORD 2.1.11

node.name = ign.2010-01.com.vmsources:tsn.803a6aff2c38
node.tpgt = 1

node . startup = manuaﬂ

node.leading leogin = Ne
iface.iscsi ifacename = i1scsi2

iface.net ifacename = nicé
iface.prefix len = 0
iface.transport_pamﬂ = tcp

NOTE : For the target IP 10.26.22.30, we DO NOT want the iscsi2 interface (10.26.22.ABC) to
connect automatically) so set node.startup to manual and save (:wq)

e.g.:
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Step 12: Now change to the next relevant IP/port using a relative path (../)
Command #1 run: c¢d ../10.26.22.31,3260,1
Command #2 run: vi iscsi1

# BEGIN RECORD 2.1.11

node.name = ign.2010-01.com.vmscurces:tsn.B03ataff2c38
node.tpgt = 1

node.startup = :m.a.nua.ﬂ

node.leading_legin = No

iface.iscsi ifacename = iscsil
iface.net_ifacename = mic5
iface.prefix len = 0
iface.transport name = tcp
iface.vlan_id = 0

iface.vlan priority = 0
iface.iface num = 0

e.g.: :E.face.ml:u = _
NOTE : For the target IP 10.26.22.30, we DO NOT want the iscsi1 interface (10.26.22.XYZ) to

connect automatically) so set node.startup to manual and save (:wq)
Command #1 run: viiscsi2

E BEGIN RECORD 2.1.11
node.name = ign.2010-01.com.vmscurces:tsn.803ataff2c38
node.tpgt = 1
node.startup = automatic
node.leading login = No
iface.iscsl ifacename = iscsi2
iface.net ifacename = nicé
iface.prefix len = 0
iface.transport_namﬂ = tep
iface.vlan id = 0
iface.vlan priority = 0
iface.iface num = 0

e.g.: iface.mtu = 0

NOTE : For the target IP 10.26.22.31, we want the iscsi2 interface (10.26.22.ABC) to connect
automatically) so set node.startup to automatic and save (:wq)

Step 13: Now check iSCSI sessions
Command #1 run: Iscsiadm -m session

root@pvell4:~§ iscsiadm -m session
tep: [1] 10.26.22.30:3260,1 ign.2010-01.com.vmsources:tsn.803a6aff2c38 (non—flash)

tep: [2] 10.26.22.31:3260,1 ign.2010-01.com.vmsources:tsn.803a6aff2c38 (non—flash)
root@pvell4:~ |

e.g.:
NOTE : There should be two active sessions, as intended, one for each iSCSI interface
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Step 14: Check iSCSI bindings
Command #1 run: iscsiadm -m session -P 3

LUN Reset Timeout: 30
Abort Timeout: 15

e ol ol il e

CHAP:

e e e

username: <empty>
password: Wbk
username in: <empty>
password in: *4+Eidaas

e e e e e b e e b b e b b e e b b e e b b e e

Negotiated iSCSI params:

ke e e b e e e o e e e o e R e e e e e b e
HeaderDigest: None

DataDigest: None
MaxRecvDataSegmentLength: 262144
Max¥mitDataSegmentLength: 131072
FirstBurstLength: 262144
MaxBurstLength: 262144
ImmediateData: No

InitialR2T: Yes
MaxOutstandingR2T: 1

B e e L A AR Tt LB A R

Attached SCSI devices:

e e e e e e e o e o e e W b o W

Host Number: 4 State: running

scsi4 Channel 00 Id 0 Lun: 0
Attached scsi disk sdh

root@pvelo4:~§ ||

Attechodosocidi=k adg
Current Portei: 10.26.22.31:3260,1
Persistent Portal: 10.26.22.31:3260,1

i ol b ke e e e e

Interface:

e e e v b e o ol ol

Iface Name: iscsi2

Iface Transport: tcp

Iface Initiatornams:—igqu-3223-08.org.debian:01:6a1874faec4b0
Iface IPaddress: 10.26.22_.124
Iface HWaddress: derfaait

Iface Netdev: nicé

SID: 2

i3CSI Connection State: LOGGED IN
i3CSI Session State: LOGGED IN

Internal iscsid Session State: NO CHANGE

NOTE : You should see each defined iSCSI interface connected to one and only one SAN IP
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SBS LAB - (CLI) Apply multipath to storage

Step 1: Identify volumes as seen
Command #1 run: Isblk
% pvel01 - Proxmox Yirtual Envire X +

<« c @ Notsecure  kitps://10.26.20.101:8006/#v1:0:=node%2Fpve101:4:=jsconsole::2

XI:IRD MO < virtual Environment 9.0.3 Search

Server View B Node pvel0 T’
& Datacenter root@pvelll:~§ 1lsblk
B pve10i Q Search NEME MAJ:MIN RM SIZE RO TYPE MOUNTPOINTS
22 localnetwork (pve101) ELEY 8:0 0 326 0 disk
= PVE-SAN-1 (pveldl) & Summary l-sda1 8:1 0 1007E 0 part ]
= l=da2 8:2 0 512M 0 part /boot/efi
=] local (pve101) O Notes L sda3 8:3 0 31.5¢ 0 part
=[] local-vm (pve101) > Shell l-pve-swap 252:0 0 .96 0 [SHAP]
- l-pve-root 252:1 0 13.8¢ 0 /
& System |-pve-data tmeta 252:2 0 G 0
| Lpve-data 252:4 0 11.86 0
= Network L pve-data tdata 252:3 0 11.86 0
. 252:4 0 11.86 0
# Certificates 8:16 0 126 0
@ DNS =32 0 300G 0
:48 0 3006 O
@ Hosts :64 0 300G O
) :80 0 3006 O
& Options :96 0 5006 0
o Time : 0 5006 0
:0 1 1.56 0
i= System Log root@pvelol:~# J]

e.g.:
NOTE : What you see here are any number of local disks on the PVE server and multiple disks

presented from the SAN which may or may not be unique or simply separate paths to the
same disk

Step 2: Let’s dig a little deeper to make sure.
Command #1 run: lsblk -o NAME,KNAME, TYPE,HCTL,SIZE,MODEL,SERIAL

rooct@pvelll:~§ 1lsblk —o NAME, ENAME, TYPE, HCTL, SIZE, MODEL, SERIAL
ENAME TYPE HCTL SIZE MODEL
sda disk 2:0:0:0 32G Virtual disk
sdal part 1007K
sdaZ2 part 512M
sda3 part 31.5G6
dm-0 lvm 3.9G6
dm-1 13.86
I—pve—data_tmeta dm—2 1G
| Lpve-data dm-4 11.86
L pve-data tdata dm—3 11.86

L pve-data dm—4 11.8c

32G Virtual disk

3006 Virtual disk

300G Virtual disk

300G Virtual disk

300G Virtual disk

5006 18CSI Disk 2e41368b0786686
500G 18CSI Disk 2e41368b0786686
1.56 VMware Virtual IDE CDROM Driwe 00000000000000000001

adb adb
adc adc
sdd sdd
ade ade
adf adf
sdg sdg
asdh asdh
ar0 sr0
root@pvelll:~§ I

(=T R P % I L T
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NOTE : You can identify SAN LUNs because they have a serial number. Pay no attention to the
‘iISCSI Disk’ information as that is data provided by the SAN and could be “uncle Bob” if
they wanted it to be. Each unique LUN from the SAN has an unique serial number. If you
see that PVE identifies multiple “disks”(/dev/sdX) by the same serial number, those
represent multiple pathways to the same LUN on the SAN

NOTE : Make note of which /dev/sdX disks have a serial number

Step 3: Now determine the WWID of each SAN disk
Command #1 run: /lib/udev/scsi_id -g -u -d /dev/sdX

NOTE : Where X is disk identified by a serial number. Run this once for all of the available disk
identified by a serial number.

root@pvelll:~§ /lib/udev/scsi id —g —u —d /dev/sdg
36589cfc000000ce71913a82329c0

root@pvelOl: ~f I

e.g.:

d /dev/sdh

NOTE : These numbers are the 'wwid' (World Wide Identification) of your iSCSI LUNs. Make
note of each unique number in Notepad++, we will use them later

Step 4: Copy the all the unique wwid’s

3 pvel01 - Proxmox Virtual Envir X +

Server View & Node ‘prelll’

£ Datacenter

o prettt Q Search
52 localnetwork (pve101)

PVE-SAN-1 (pve101) & Summary
£ [Jlocal (pve101) [J Notes
£ [Jlocal-vm (pve101) 5 Shel
& System
= Network
e.g.: PR

Step 5: Paste itin Notepad++

<« c © Notsecure  hitps//10.26.20.101:8006/#v1:0:=node%2Fpve101:4:=jsconsole:::2

X PROXMDX vitual Environment 9.0.3 Search

D Rel

root@pvelll:/# /lib/udev/scsi id -g —u -d /dev/sdh
36589c£c000000ce719e13a82329

root@pvelll:/§ /lib/ude

36589cfc000000ce719e13a:

rootBpvel0l:/# |]

Win+Period

Ctrl+X

Copy Ctrl+C

Paste Ctrl+V

Paste as plain text Ctrl+Shift+V

[ new 1- Notepad++ [Administrator]

B RGE o2 LI
unewmﬂ

File Edit Search View Encoding language Seftings Tools

Macro Run  Plugins Window ? X
¥ x| [EH

SIEREEFFRET 0 ¢

1  36589cfc000000ce719e13a82329c03c3

e.g.:
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13. Now we need to add all of the wwid’s to iSCSI multipath.

Command #1 run: multipath -a wwid for each unique wwid you have recorded
3 pvel01 - Proxmox Virtual Envie X +
<« c © Notsecure  hitps://10.26.20.101:8006/#v1:0:=node%2Fpve101:4:=jsconsolex:2
X PROXMOX vitual Environment 9.0.3  Search
Server View B Node ‘pvetot’
& Datacenter root@pvel0l:/# multipath —a 36589c£c000000ce719213a82329c03c3
B pretlt Q Search wwid '36589c£c000000ce719213a82329c03c3" added
222 localnetwork (pve101) root@pvel0l:/§ |]
= PVE-SAN-1 (pvel01) £ STy
£ [Jlocal (pvel101) [J Notes
£ [Jlocal-vm (pve101) S E
& System
. = Network
e.g.: =

13. Activate these wwid additions.
Command #1 run: multipath -r

¢ puel0l - Proxmox Virtual Emir X +

<« c © Notsecure  Bips//10.26.20.101:8006/#v1:0:=node%2Fpve101:4:=jsconsole::z:2
)Iv\( PRO MO < virtual Environment 9.0.3  Search
Server View

B Node pvet0t’

£ Datacenter root@pvel0l:/# multipath -r

o pretnt Q Search root@pvel01:/# |
2i2 localnetwork (pvel101)
= PVE-SAN-1 (prel01) & By
£ [Jlocal (pve101) D Notes
. = (]local-vm (pve101) 5 Shell
e.g.:

14. Now verify your configuration.
Command #1 run: multipath -ll

3 pvel01 - Proxmox Virtual Envir: X =+

<« c © Notsecure  hitps://10.26.20.101:8006/#v1:0:=node%2Fpve101:4:=jsconsolex:n2
)X( PRO MO virtual Environment 9.0.3  Search
Server View

L Node ‘pve101”

£ Datacenter rootBpvel01:/# multipath -11

Eb preit Q Search 36589c£c000000ce719e13a82329c03c3 dm-5 TrueNAS,iSCSI Disk
252 |ocalnetwork (pve101) 5ize=5006 features="0"' hwhandler='0" wp=rw
= PVE-SAN-1 (pvel01) & Summary \—+‘-— policy="service—time D'.prlo:fl status.:actlva
= | - 3:0:0:101 sdg 8:96 active ready running
U local (pve101) [ Notes REr— service-time 0° pric=1 status—enabled
£ []local-lvm (pve101) 5 Shell “-~ 4:0:0:101 sdh 8:112 active ready running
= root@pvel01:/% ||
£ System
e.g.. — oo

NOTE : You may also see ‘pending’ at this point

IN PRODUCTION: A LUN (Logical Unit Number) is presented by the SAN, a disk is something like /dev/sdX

which is identified by PVE.
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SBS LAB - (GUI) Create LVM Volume

Cloud Computing from the Ground Up with Proxmox 9

In this lab we will create an LVM volume. It is important NOT to use LVM-Thin in multi-node

environments connection to shared storage as LVM is not able to handle thinly-provisioned volumes in

shared environments.

Variables for this lab (or other as appropriate for your environment):
e ID: PVE-LVM-101 (yes, we are all adding the same LUN 101 for now)

e Base storage: PVE-SAN-1

e Basevolume: CHO0OID 0 LUN 101 (yes, we are all adding the same LUN 101 for now)

o Volume Group: PVE-VG-1

Step 1: Now go to: Datacenter > Storage > Add > LVM

v b4 pvel01 - Proxmox Virtual Enviee X ar

Server View b Datacenter

& Datacenter
mg- pve101 -
222 localnetwork (pve
= iSCSI-SAN-1 (pve & Summary
Z[Jlocal (pvetot) | O
=[] local-lvm (pve101

Search

Notes
Cluster
Ceph

Options

mw « 3 W

Storage

il

Backup

13 Replication

e.g.
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& (&} @ Notsecure  Rips//172.20.100.201:8006/#v1:0:18:4:1 122

x PRO X MO X virtual Environment 8.4.0 Search

Add Remove

Directory
LVM
LVM-Thin
BTRFS
NFS

iSCSI
CephFS

108

SMEBE/CIFS
GlusterFS

& Documentation [™FeE0R0 T m

Edit

nt Path/Target S.
mage ign.2009-1...  Ye
Ip, ISQ imag... Mvarllib/vz Nc
mage, Contai... Nc
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Step 2: ID: PVE-LVM-1

Step 3: Choose the SAN (Base storage)

Step 4: Base Volume: CHO00ID 0 LUN 101

Step 5: Volume group: PVE-VG-1

Step 6: Content: Disk image, Container

Step 7: Enabled: Checked

Step 8: Shared: Checked

Step 9: Allow Snapshots as Volume-Chain: Checked
Step 10: Select Add

Add: LV

Backup Retention

1D: PVE-LVM-1 Nodes: All {No restrictions)
Base storage: Existing volume groups Enable

Volume group: PVE-VG-1 Shared:

Content: Disk image, Container Wipe Removed

Volumes:
[ Allow Snapshots as Volume-Chain

Snapshots as Volume-Chain are a technology preview.

Keep Snapshots as Velume-Chain enabled if gcow2 images exist!

© Help Advanced m
e.g.:

IN PRODUCTION:

Selecting Snapshots as Volume-Chain will decrease performance for the whole
volume by 30-90% (https://kb.blockbridge.com/technote/proxmox-qcow-snapshots-

on-lvm/)

3K pvel01 - Proxmon Virtual Envir X +
<« c © Notsecure  Bitps://10.26.20.101:3006/#v1:0:18:4:1 122
xpHuXMDX\ImuaIEnvimnmen19.0.3 Search & Documentation t
Server View % Datacenter
£ Datacenter ‘_‘
Add Remove Edit
Eb pretot Q Search —
232 localnetwork (pve101) g D Type Content Path/Target Shared Enabled
- Ly ummary
E[JPVELYMAD (preto) PVE-LVM-101 LM Disk image, Container Yes Yes
S PVE-SAN-1 (prel01) 3 Notes
- PVE-SAN-1 iscsl none ign.2009-10.com.vmsource...  Yes Yes
= [Jlocal (pve101) =
= £ Cluster " . . "
- local Directory Backup, ISO image, Container template arflibivz No Yes
= Jlocal-vm (pve101)
@ Ceph local-lvm LVM-Thin Disk image, Container No Yes
£+ Options
£ Storage
Backup
e g . 43 Replication
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SBS LAB - (CLI) PVE Storage /SAN Diagnostics

Step 1: Open a shellto your PVE node
Command #1 run: df -h

root@pvell2:~§ df -h

Filesystem Used Avail Use% Mounted on

udewv 0% /dev

tmpfs 1% frun

/dev/mapper/pve-root - - !

tmpfs 1% /dev/shm

efivarfs /asys/firmware/efi/efivars

tmpfs 0% /run/lock

tmpfs 0% /run/credentialsa/systemd—journald.servi
ce

tmpfs 0% /tmp

/dev/=ada2 2% /bootfefi

/dev/fuse 1% /etc/pve

tmpfs 0% /run/credentialsa/getty@ttyl.service
tmpfs 1% /var/lib/ceph/o=ad/ceph-0

tmpfs 1% /var/lib/ceph/oad/ceph-1

tmpfs 1% /var/lib/ceph/osd/ceph-2

tmpfs 1% /wvar/lib/ceph/oad/ceph-3

tmpfs 1% /run/user/0

root@pvelo2:~§ ||

NOTE : Shows the basic layout of the PVE installation

Command #1 run: fdisk -l

I/0 size (minimum/optimal): 65536 bytes / 8388608 bytes

Disk [dev/mapper/ceph——40d78744——aebl——4f77--a%01--19d74al4f146-osd--block——1c6a3al
4--30be——4056-——aB35--2d0257=833f7: 300 GiB, 322118352896 bytes, 629137408 sectors
Units: sectors of 1 * 512 = 512 bytes

Sector size (logical/physical): 512 bytes / 512 bytes

I/0 size (minimum/optimal): 512 bytes / 512 bytes

Disk /[dev/mapper/ceph——94abébb6——Tb75——4fca——8lba—-bla3ledeBeB% -osd—-block——c98e5b8
c——35aT7-—4c6e——9945——-f8d67f4cl1214: 300 GiB, 322118352896 bytes, 629137408 sectors
Units: sectors of 1 * 512 = 512 bytes

Sector size (legical/physical): 512 bytes / 512 bytes

I/0 size (minimum/optimal): 512 bytes / 512 bytes

Disk [dev/mapper/ceph——dc6d0cBc——ba6T-—4Tlc——9965——-eB81f7854745a-osd—-block——80d1ba7
2--436e——4050-—-92ae——-5ab0dff8d9:f: 300 GiB, 322118352896 bytes, 629137408 sectors
Units: sectors of 1 * 512 = 512 bytes

Sector size (leogical/physical): 512 bytes / 512 bytes

I/0 size (minimum/optimal): 512 bytes / 512 bytes

Disk /[dev/mapper/ceph——122c3acc——ff30——4b3b——8273—-9felld6c915c—osd——-block——eff0615
f-—4669-——44aa——9872--3920d55ebbaf: 300 GiB, 322118352896 bytes, 629137408 sectors
Units: sectors of 1 * 512 = 512 bytes

Sector size (logical/physical): 512 bytes / 512 bytes

I/0 size (minimum/optimal): 512 bytes / 512 bytes

root@pvel02: ~§ I

e.g.:
NOTE : Shows all of the disks mounted to PVE
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Command #1 run: lsblk

L sda3
F—pve—swap
F—pve—root

F—pve—data_ﬁmﬁta

I L pve—data

L pve-data tdata

L—pve—data

sdb
sdc

Cloud Computing from the Ground Up with Proxmox 9

8:3 0 31.5G
252:0 0 3.35G
252:1 0 13.8G6
252:2 o] 1G
252:4 0 11.8G
252:3 0 11.8G
252:4 0 11.8G6

B:16 0 32G

8:32 0 300G

CooDooooo

disk
disk

[=]

L ceph—-40d78744——aebl--4f77--a9%01--19d74a14f146-osd——-block——1c6a3al4——30be——4056

a835--2d40257e833£7

sdd

252:6 0 3006 0 lvm
B:48 0 300G O disk

L ceph——94abébbb——Tb75——4fca——81ba——bla3ed4efef% —osd——block——c9B8eSbic——35a7-—4cée

9945--fBdeTf4cl214

sde

252:7 0 300 0 lvm
B:64 0 3006 O disk

L ceph—-dc6d0c8c—-ba67-——471c—9965--e81£7854745a-0osd——block——80d1ba72——436e——4050)

92ae——5ab0dffBdSbf

=sdf

252:8 0 3006 O lvm
8:80 0 3006 O disk

L ceph—--122c3acc——f£30--4b3b——8273—-9fe11d6c915c-osd——block——eff0615f——4669——44aa

9872--3920d55eb6af

sdg

Lmpatha

sdh

Lmpatha

sxr0

252:9
B:96
252:5
B:112
252:5
11:0

300G lvm

500G disk
S00G mpath
500G disk
500G mpath

0
i}
0
0
0
1 1024M rom

root@pveld2: ~§ I

NOTE : Shows the layout of block devices mounted to PVE

Command #1 run: cat /etc/pve/storage.cfg

root@pvel02:~f cat /etc/pve/storage.cfg
dir: local

path /var/lib/vz

content backup,vztmpl,iso

lvmthin: local-lwvm
thinpool data
vgname pve
content images,rootdir

iscsi: PVE-3AN-1
pertal 10.26.22.20
target ign.2009-10.com.vmsources.lab:pwveclass
content none

lvm: PVE-LVM-101
vgname PVE-VG-1
base PVE-SAN-1:0.0.101.3cs1-36589cfc000000ce719e13a82329c03c3
content rootdir, images
saferemove 0
shared 0
snapshot—as—volume—chain 1

root@pvel02:~# ||

NOTE : Shows storage configuration
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Command #1 run: pvesm status

root@pvell2:~f pvesm status
Name Type Status Total Uzed
%
BEVE-LVM-101 lvm active 524275808 33566720
6.40%
EVE-3SAN-1 iscsi active 0 0
0.00%
local dir active 14145416 4355524
30.79%
local—lwvm lvmthin active 12378112 0
0.00%
rootlpvell2:~F I

NOTE : Shows type/total/used/available on block storage

Command #1 run: pvesm list PVE-SAN-1

root@pvell2:~f pvesm list PVE-SAN-1

Velid Format
Size VMID
PVE-3AN-1:0.0.101.5cs1-36589%cfc000000ce7195213a82329c03c3 raw
7536

root@pveld2:~§ I

e.g.:

Command #1 run: iscsiadm -m session

root@pvell2:~f iscsiadm —-m session

Available

490713088

0

9045540

12378112

tep: [1] 10.26.22.20:3260,1 ign.-2009-10.com.vmscurces.lab:pveclass (non—flash)
tep: [2] 10.26.23.20:3260,1 iqn.2009-10.com.vmsources.lab:pveclass (non—flash)

root@pveld2:~§ ||
e.g.:

Command #1 run: pvs

root@pvell2:~§ pws

PV vG Attr PSize

Free
/dev/mapper/mpatha BVE-VG-1
67.98g
/dev/ada3 pve
8.00m
/devw/adc ceph—40d78744-aebl-4f77-a901-15d74al14f146
0
/dev/add ceph—94abé6bb6-Tb75-4fca—-B8lba-bla3ded4eBeB89a
0
/dev/ade ceph—deb6d0c8c-ba6T7-471c—9965-e81£f7854745a
]
/devw/adf ceph—-122c3acc—f£f30-4b3b-8273-9felldec9l5c
0
root@pveld2:~# ||

NOTE : Shows mount paths/size/free
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Command #1 run: vgs

root@pveld2:~f wgs
VG §Pv §L.V §8N Attr  V3ize VFree
EVE-VG—1 1 2 wz——n— 499.99g 467.98g
ceph-122c3acc—££30-4b3b-8273-9felldec915c wz——n— <300.00g
ceph—-404d78744-aebl-4f77-a%901-19d74al4f146 wz——n— <300.00g

ceph—94abébbé—Tb75-4fca-8lba-bla3ed4e8ef% wz——n— <300.00g

ceph—-dcédlcBc-batT-471c-9965-=81£7854745a wz——n— <300.00g

pve wz——n— <31.50g
root@pvell2: ~§ I
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NFS Storage for PVE

Network File Storage (NFS) is a widely used file-level means of storing data, including VMs and ISO
Images for PVE. As a network protocol, NFS utilizes configured load-balancing and frame-size for the
adapters/network(s) to which it is connected.

NFS is thin-provisioned by default (although you can specify pre-allocation = reservation for file size) and
supports Snapshots.

SBS LAB - (GUI) NFS for PVE

In this lab, we will connect to NFS storage presented on our PVE management VLAN 20 (10.26.20.0/24).
The reason that we are not using one of our iISCSI networks, even though Jumbo Frames would benefit
NFS), is that there would be no failover or load-balancing possible.

Hypothetically, given enough adapters, you could create a Bond on two or more Jumbo Frame capable
adapters, set the optimum load-balancing method for your network, and utilize that as your NFS interface
from PVE.

1. Configure NFS for PVE
Step 1: Datacenter > Storage > Add > NFS

b4 pvel0d - Proxmox Virtual Envir: X +
&« (&) @ Notsecure  bitps://10.26.20.104:8006/#v 1:0:18:4:=directory:z::2
X PRO> MO X virual Environment 9.05 5zch g
Server View d Datacenter
- £ Datacenter
Add Remove Edit
Eb pvetod Q, Search .
222 localnetwork (pvel104) & Directory Content |
= PVE-SAN-1 (pvei0d) SRS nacy B LM e i
Z[Jlocal (pve104) J Notes B LVM-Thin Badcun, 150 Cont j
= (]locakvm (pve104) = Clustor B BTRFS acklp, 157 mage, Lorain.
= Disk image, Container
BH NFs
@ Ceph
E SMBICIFS
£+ Options B iscsl
£ Storage B CephFs
. Backup E RBD
e.g. il DS
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Step 2: ID: PVE-NFS-1

Step 3: Server: nfs.lab.vmsources.com

Step 4: Export: /mnt/pool1/pvenfs (should be automatically populated)
Step 5: Content: Disk Image

Step 6: NFS Version: 4.2 (Highest supported by your NFS Server))

e.g.:

Add: NFS G |
Backup Retention

1D: PVE-NF5-1 Nodes: All {No restrictions)

Server: nfs.lab vmsources.com Enable: A

Export: /mnt/pool1/pvenfs

Content: Disk image

[[] Allow Snapshots as Volume-Chain NFS Version: 42

Preallocation: Default

Snapshots as Volume-Chain are a technology preview.

© Help Advanced [ m

e.g.
2. Complete and ready for use

3 pvel04 - Proxmox Virtual Envie X 4 - m] x
€« [¢] © Notsecure  hips://10.26.20.104:8006/#v1:0:=storage%2Fpve104%2 FPVE_NFS:4:=directory:=contentlso::z2 x4 2 ®
X PROX MO X vitual Environment 9.0.5 Szarch & Documentation
Server View d Storage 'PVE_NFS' on node 'pve104’ @ Help
£ Datacenter
& pvel104 =) ST Hour (average)
222 localnetwork (pve104) & VM Disks ~
£ PVE-SAN-1 (pve104) o' Permissions BEUS
=[] PVE_NFS (pve104) \
-
= [Jlocal (pve104) Enablsd Yos
- -
=[] local-vm (pve104) Active Yes
Content Disk image
Type NFS
Usage 0.02% (1.32 GB of 8.06 TB}
e.g.
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ZFS Storage for PVE
ZFS began life as open source Zettabyte File System from Sun Microsystems and 'W
eventually became closed source when Oracle Corporation acquired Sun. The original Mirror
open source ZFS was forked around 2010, eventually becoming OpenZFS. RAID10
ZFS is designed around data integrity and scalability. Like most hyperconverged RAIDZ
platforms (ZFS is not, technically HCI), ZFS needs to access disks individually (HBA | RAIDZZ
mode) and not as part of a RAID set. RAIDZ3
dRAID
ZFS provides RAID-like availability through RAID-Z modes: dRAID2
dRAID3
RAID Type Parity / Redundancy Disk Failure Tolerance Performance
Mirror Copy 50% 10
RAID10 Striped Mirror 50% 10
RAIDZ1 Single parity N-1 6
RAIDZ2 Double parity N-2 8
RAIDZ3 Triple parity N-3 5
dRAID (Distributed RAID) Single parity N-1 8
dRAID2 (Distributed RAID) Double parity N-2 8
dRAID3 (Distributed RAID) Triple parity N-3 6
ZFS is also capable of compression: —
Compression = on means lz4 compression, which is generally considered to be the most L
efficient overall. on
e gzip offering better compression at the expense of CPU use and speed. off
e [z4 (default) offers good mix of compression and minimum CPU use gzip
e lzjb deprecated  z4
e zle only compresses zeros lzjb
e zstd good compression, higher CPU use
zle
zstd
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SBS LAB - (GUI) ZFS for PVE

In practice ZFS and Ceph are usually an either/or consideration as there will not be unlimited physical
disks to deploy filesystems. This information is included for reference as we plan on deploying Cephin
subsequent steps.

1. Configure ZFS for PVE
Step 1: pveXYZ > ZFS > Create ZFS

Create: ZF5 €3]
Name: pve104-zfs RAID Level: RAIDZ
Add Storage: y Compression: on
ashift: 12

Device Model Serial Size Order
D /devisdb Virtual_disk unknown 34.36 GB

Idev/sdi Virtual_disk unknown 32212 GB

Idevisdj Virtual_disk unknown 32212 GB

Idevisdk Virtual_disk unknown 32212 GB

Idev/sdl Virtual_disk unknown 32212 GB

Note: ZFS is not compatible with disks backed by a hardware RAID controller. For details see the reference documentation.

© Help Create

e.g.:

Step 2: Datacenter > Storage > Add > ZFS

Datacenter

Add Remove Edit
Q Search B Directory

ype Content
& Summary B LYM
irecto Backup, Import, 1ISO ima

J Notes B LVM-Thin v P, Imp
_ = EBTRFS M-Thin Disk image, Container
= Cluster _ .

B NFS FS Disk image, Container
@ Ceph

El SMB/CIFS
£+ Options B iscsl
£ Storage E CephFs
Backup B RBD
a Replication B ZFS overiScsl

I 7FS
o' Permissions

Proxmox Backup Server

) SR & ESXi

e.g.:
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Add: ZFS )
Backup Retention
ID: zfs-pool-104 Nodes: All (No restrictions)
ZFS Pool: pvel04-zfs v Enable: %]
Content: Disk image, Container Thin provision: (4
Block Size: 16k
@ Help Add

e.g.
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Clustering PVE

PVE Clusters are very easy to create but you must keep in mind that the cluster mechanism called
Corosync operate best with an odd number of nodes. Just like in any group environment, if there is an
even number a tie is possible, creating a stalemate situation.

In Corosync clusters, if an even number of nodes is to be deployed, it is possible to deploy an external
witness node (a ‘Qdevice’) on any system where Debian Linux can be installed.

Also, Corosync clusters do not always get along with network load-balancing mechanisms, soitis best to
use a physical interface(s) for cluster communication.

SBS LAB - (GUI) Create Cluster on Primary node
Step 1: Click > Create Cluster

K puel01 - Proxmox Virtual Envir: X +
€« C @ Notsecure htpsi//10.26.20.101:8006/#v1:0:18:4:1 Tz =cluster

X PROXMD X vinual Environment 803 Searcn
Server View o Datacenter

= Datacenter .
Cluster Information

B pret0t Q, Search
£ localnetwork (pve101) s Create Cluster Join Informatior Join Cluster
=[] PVE-LYM-101 (pve101) ummary
£ PVE-SAN-1 (pvel01) [ Notes Standalone node - no cluster defined
-
EUbocal (et £ Cluster Cluster Nodes
§Dlucalr\vm {pve101) ® Ceph
gt Nodename
£ Options
£ Storage
Backup
e . g. : +3 Reulication

Step 2: Name the Cluster: PVE-CLUSTER-1

Step 3: Set Link O to the IP: 10.26.22.XYZ

Create Cluster

Cluster Name: PVE-CLUSTER-1

Cluster Network: ;01 [ g |19_25_22_101

m Multiple links are used as failover, lower numbers have higher priority.

o ver
e.g.:

Step 4: Add
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Step 5: Setthe Link 1 to the IP: 10.26.23.XYZ

Create Cluster )

Cluster Name: PVE-CLUSTER-|
Cluster Network o g = 1026.22.101 @ |

Link: | 1 10.26 23101 @ |

Multiple links are used as failover, lower numbers have higher priority.

© Help Create

e.g.

Step 6: Click > Create

Task viewer: Create Cluster @
Output EEEITES
Stop £ Download
Corosync Cluster Engine Authentication key generator.
Gathering 2048 bits for key from /dev/urandom.
Writing corosync key to fetcfcorosync/authkey.
Writing corosync config to fete/pve/corosync.conf

Restart corosync and cluster filesystem
TASK OK

e.g.:

Step 7: Now click > Join Information

3K pvel0l - Proxmox Virtual Envie: X+

« c © Notsecure  kips//10.26.20.101:8008/#v1:0:18:4:1 1:zi=cluster
X PROXMO X vitua Envionment .03 searcn & Documentation
Server View © Datacenter

8 Datacenter

Cluster Information
B pvet0t Q, Search
i localnetwork (pve101) & Summa Create Cluster Join Cluster
=[] PVE-LVM-101 (pve101) v
g PVE-SAN-1 (pve101) [J Notes Cluster Name: PVE-CLUSTER-1 Config Version: 1 Number of Ni
£ [Jlocal (pve101) = (i
= — (HE Cluster Nodes
Z]local-vm (pve101) ® Ceph
P Nodename DT Votes Link 0

@ @pIme pvet0l 1 1 10.26.21.101

£ Storage

% Backup
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Cluster Join Information ®
Copy the Join Information here and use it on the node you want to add

IP Address: 10.26.20.101
Fingerprint: CA:39:43:E8:34:7F:92:5F 5D: 1E:66:47:52:CB-57:FC:34:869:D1:79:47:6E:CE:B9:17-DE:5F:38:BF BA:A4:20

Join Information:  eyJpcEFKZHIIC3MIOiXMC4yNi4yMC4xMDEILCJma\W5nZX JwemludCIBIkNBOMS 0jQz0kU40MOOjdGOjky O
GOjVEQJFF 0j¥20jQ30]Uy OKNC OjU30kZDOjMOO]g5 0kQx0jc5 0/Q30jZF OKNFOKISOJE 30KRF OJVGOJM4Ok.
GOkJBOKEDOjwliwicGVickxpbmizlip? [AiOixMCdyNidyMSdxMDEifSwicmiuZ 19h7 GRy lipbljEwLjl2LjlxLEwMSJ
dl CLINK3IRIKRIRew. Iz ZWNhAX Ralinih24il Clsa\WArX 2117 GlOL Y ¥NZza X7 llivd¥ 2% 10 3R1IG YW A llinil IFZFL 1IN

I Copy Information
e.g.:
SBS LAB - (GUI) Joining PVE Nodes to Cluster
Step 1: Find and copy join information

Cluster Join Information
Copy the Join Information here and use it on the node you want to add

IP Address 10.26.20.101
Fingerprint CA:39:43:E8:34:7F:92:5F :5D: 1E:66:47:52:CB:57:FC:34:89:01:79:47 6E:CE:B9:17. DE:5F 38:BF .BA:A4:20

Join Information:  eyJpeEFkZHIICIMIOIXMCAyNidyMCAMDEIL C.Jma\W5nZ XJwemludClBIkNBOJME0]Qz0kU40MOOdGOjky OV
GOVEOIFFOjY20jQ30jUy OkNC 0jU30KZDOMO0jg5 Ok Qx 0je5 0jQ301ZF OKNF OKISOJE 30KRF OjVGOJMA0k)
GOKJBOKEDOjlwliwicGVickxpbmizljp? [AIGxMC 4y NidyMS4xMDEISwiemiuz 19hZ GRy lipb JEwLI2Lj b EwS )
Al CUNhARIKSIRew ihHVzAGVAX 25hRWIHOLINOVK ! RONA T REL iMvliwic 2V XWV0AC IR ImGuliwihGlua 19th2R1linic

I Copy Information

e.g.:

Step 2: Onyour (or the next) PVE node, go to: Datacenter > Cluster > Join Cluster

3K puel01 - Proxmox Virtual Envic: X 3§ pvel02 - Proxmonx Virtual Envir: X 3§ pvel03 - Proxmox Virtual Envir X | +

<« c © Notsecure  Bips//10.26.20.102:8006/#v1:0:18:4:1 1z =cluster
X PROXMDX vinual Environment 903 Searcn
Server View ©  Datacenter

£ Datacenter

B pretn2 Cluster Information
4 Q, Search
Create Cluster Join Information Join Cluster
Summary
Notes Standalone node - no cluster defined

Cluster Nodes

Eah Nodename

8
O
£ Cluster
3]
E-d

Options

e.g.: S S
Step 3: Paste the join information

Step 4: Set Link 0 to the 10.26.22.XYZ for that node
Step 5: Set Link 0 to the 10.26.23.XYZ for that node

Step 6: Provide root password of first cluster PVE node
Step 7: Join PVE Cluster
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)

Cluster Join (

[ Assisted join: Paste encoded cluster join information and enter password.

Information YWWRKGil6Wy IxMCAy NidyMyxMDEILCIXMCAyNidyMidxNMDEIXSwidGI0ZW0iOnsiaWs 0 ZXJm YWNIp7 [AOns) ~
bGlua251bWIcilBAITSWIMS|BeyJsaW5rbnVtYmVylioiMSJ9fSwiaXBfdmVyc2Ivbilsi miwdQiNilsimxpbmtfbWak
Z516InBhe3NpdmUILCJjbHVzdGYy X25hbWUIOLIAVKUIQUXVUT RFUIliwidmVyc2ivbil6 jiLClzZWNhdXRoljoi
b24iL CJjb25maWdfdmVyc2ivbil1iEifX0-] -

Peer Address: 10.26.20 101 Password: ~ seeeas o

Fingerprint AF:TA04:A2:21:64:60-58:B5:C4:C4 AABF-3C.9A AA C2.FA 52:36:47 6E:A4:3A.B4.6C.3AF2.25:A3BD:97

Cluster Network: |0 g | 10.26.22.102 peer's link address: 10.26.22.101

Link: 1 10.26.23.102 peer's link address: 10.26.23.101

@ Help Join ‘PVE-CLUSTER-1'

Task viewer: Join Cluster (3]
Output JEEEITE
Stop Download
Establishing APT connection with host '10.26.20.101"
Login succeeded.
check cluster join API version
Request addition of this node

Join request OK, finishing setup locally
stopping pve-cluster service

e.g.:
NOTE : Now your GUI will “freeze” here because your PVE node just got a new certificate

Step 8: Click: reload

A

Your connection is not private

Attackers might be trying to steal your information from 10.26.20.102 (for example,
passwords, messages, or credit cards). Learn more about this warning

NET:ERR_CERT_AUTHORITY_INVALID

Q Turn on enhanced protection to get Chrome's highest level of security
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Your connection is not private

Attackers might be trying to steal your information from 10.26.20.102 (for example,
passwords, messages, or credit cards). Learn more about this warning

NET:ERR_CERT_AUTHORITY_INVALID

Q Turn on enhanced protection to get Chrome's highest level of security

[ Hide advanced ) Back to safety

This server could not prove that it is 10.26.20.102; its security certificate is not trusted by
your computer's operating system. This may be caused by a misconfiguration or an
attacker intercepting your connection.

Proceed to 10.26.20.102 (unsafe)

e.g.
Step 9: Logon

Proxmox VE Login

User name: | root

Password: | eresened

Realm:  Linux PAM standard authentication

Language: = English - English

Save User name: [ ] Login

3K pvel01 - Proxmox Virtual Envir: X 3§ pve102 - Proxmox Virtual Envir: X 3§ pve103 - Proxmox Virtual Envie: X | +

&« > © Notsecure  hitps://10.26.20.102:8006/#v1:0:18:4:1

X PROX MO vitial Environment 903 Search & Documentation

Server View #  Datacenter

| = Datacenter (PVE-CLUSTER-1) |

B> pretot & &= Add Remove Edit
Eb pvel02 Y — D Type Content Path/Target Shared Enabled
O Notes PVE-LVM-101 Lvm Disk image, Container Yes Yes
PVE-SAN-1 iSCSI none iqn.2009-10.com.vmsource...  Yes Yes
= EEm local Directory Backup, IS0 image, Container template fvar/liblvz No Yes
@ Ceph local-vm LVM-Thin Disk image, Container No Yes
£ Options.
£ Storage
Backup
3 Replication
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SBS LAB - (CLI) PVE Cluster diagnosis

16. Check Corosync logs for problems
Step 1: pveXYZ > Shell

Cloud Computing from the Ground Up with Proxmox 9

Command #1 run: journalctl -b -u pve-cluster -u Corosync

e.g.

0:54:31 pvelll pmxl:fs[1313] [dedb]
Q Search 21:54:31 pwvelll [ [dedb]
22:54:31 pvel0l [ [dedb]
& Summary 23:54:31 pvelll [ [dedb]
00:23:11 pwel0l [
[J Notes 0:54:31 pvel0l pmxcfs[13131:
»_ Shell 01:53:12 pvelldl pmxcfs[1313]:
01:54:31 pwel0dl pmxcfs[1313]:
w System 02:54:31 pvel0l pmxcfs[1313]:
03:34:15 pvelll pmxcfs[1313]
= Network 03:34:18 pvelll [
a 03:54:31 pvelll [
St Riicakcs 04:54:31 pvel0dl [
@ DNS 04:54:33 pvelol [
04:54:36 pvelll pmxl:fs[1313]
@ Hosts 05:54:31 pvel0dl pmxcfs[1313]:
. 06:38:12 pvel0l pmxl:fs[1313]
& Options 06:53:12 pvel0l I
© Time 06:54:31 pwel0dl pmxcfs [1313] B
07:08:12 pvel0l pmxcfs[1313]:
System Log 07:54:31 pvel0dl pmxcfs [1313] [dedb]
08:54:31 pwel0l [ [dedb]
Z Updates 09:54:31 pvel0l pmxcfs[1313]: [dedb]
- 0:54:31 pvelldl pmxcfs[1313]: [dedb]
&1 Repositories 11:54:31 pvel0l pmxl:fs[1313] [dcdb]
U Firewall 12:54:31 pvelll [ [dedb]
13:32:43 pwelll [
& Disks 13:47:43 pwvelll [
13:54:31 pvelll [
| LM 14:02:43 pwel0l [
O LVM-Thin 14:32:43 pvel0l [
14:54:31 pvelll pmxl:fs[1313]
W Directory 5:02:43 pwel0l pmxcfs[1313]:
- 15:47:43 pvel0l pmxcfs[1313]:
&2 ZFS 15:54:31 pvel0l pmxcfs[1313]:
6:02:43 pvelll [
@ Ceph [

NOTE :
NOTE :

16 21:

verification
verification

notice:
notice: data
: data
: data
[status] notice: received log
[dedb] notice: data verification
[status] notice: received log
[dedb] notice:
[dedb] notice: data verification
[status] notice: received log
[status] notice: received log
[dedb] notice: data verification
[dedb] notice: data verification
[status] notice: received log
[status] notice: received log
[dedb] notice: data verification
[status] notice: received log
[status] notice: received log
[dedb] notice: data wverification

notice verification

notice verification

data verification

[status] notice: received log
notice: data verification
data
data
data
data
notice: data verification
[status] notice: received log
[status] notice: received log
[dedb] notice: data verification
[status] notice: received log
[status] notice: received log
[dedb] notice: data verification
[status] notice: received log
[status] notice: received log
[dedb] notice: data verification
[status] notice: received log
[status] notice: received log

notice verification
verification

verification

notice:
notice:

notice verification

22 pvelﬂl pmxcfs 1313]

You can enter [SHIFT]G to go to end of file
You are looking for success/no errors

Step 2: Check Corosync Service Status
Command #1 run: systemctl status Corosync

e.g.:

© 2026 VMsources Group Inc., CC BY-SA 4.0

) Reboot (Y Shutdown . Shell £ Bulk Actions

loaded (/usx/lib/syatemd/system/corogync.service; enabled; preset: enabled)
ctive (running) since Tue 2026-02-03 15:54:32 UTC; 1 week 2 days ago

host:
host:
host:
link:
host: host: 2 (passive) best link:
pmtud: Global data MTU changed to:
rx: host: 2 link: 1 is up

host: 2 has no active links
host: 2 (passive) best link:
host: 2 has no active links

8885

host: host: 2 (passive) best link:

pmtud: Global data MTU changed to: B885

Node pve101'
rootBpvelll:~§ systemctl status corosync
Q Search ® corcosync.service — Corosync Cluster Engine
Loade
& Summary Actiw
Invocation: 2518d250eef64c69bdal4alb30450021
O as ! BN LGARPSYRG
>_ Shell a0 iceraaync. cont
Tan . corosync QVEry. iew
£ System 1458 (corosync)
= Network 158.5M (peak: 159.6M)
a 3h 43min 55.269s
W Cerificates /system.slice/corosync.service
@ DNS L1458 bin/c 3
@ Hosts 12:32:20 corosync[1458] :
. 12:32:20 corosync[1458] :
£ Options 12:32:20 corosync[1458] :
© Time 12:32:20 corosync[1458] :
12:32:20 corosync[lQEB] H
System Log 12:32:20 corosync [
12:32:21 :orosym:[1453]
< Updates 12:32:21 corosync[1458] :
s 12:32:21 corosync[1438] :
Ri t
) i 12:32:21 corosync[1458] :
U Firewall lines 1-24/24 (END)
& Disks

0 (pri:

@ Help

Resetting MTU for link 0 because host 2 an
0 (pri:

link: Resetting MTU for link 1 because host 2 jof
0 (pri:

NOTE : You are looking for no active warnings/errors which are not subsequently resolved.
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Step 3: Check PVE cluster services
Command #1 run: systemctl status pve-cluster

Node ‘pve101’ ) Reboot () Shutdown  >_ Shell ¢ Bulk Actions

root@pvelll:~§ systemctl status pve—cluster

Q, Search ® pve-cluster.service — The Proxmox VE cluster filesystem
Loaded: aded (/ust/lib/systemd/system/pve-clustex.service; enabled; preset: enabled)
& Summary Active: tive (running) since Tue 2026-02-03 15:54:32 UTC; 1 week 2 days ago
Invocatio: c56abd367d884e72b3714a09c769dd07
[J Notes Main PID: 1313 (pmxcfa)
»_ Shell Tasks: 9 (limit: 77021
- Memory: 79.2M (peak: 94.6M)
2 System CPU: 3émin 39.087s
CGroup: /system.slice/pve-cluster.service
= Network 5 <
# Certificates H H pvelldl pmxcfs[1313]: [status] notice: received log
@ DNS 12 B :31 pveldl pmxcfa[1313]: [dedb] notice: data verification successful
12 8 :43 pveldl pmxcfs[1313]: [status] notice: received log
@ Hosts 12 :32:43 pvelOl pmxcfsa[1313]: [status] notice: received log
) 12 B :31 pvelll pmxcfs[1313]: [dedb] notice: data verification successful
# Options 12 8 :43 pveldl pmxcfs[1313]: [status] notice: received log
© Time 12 B :43 pvel0l pmxcfs[1313]: [status] notice: received log
12 B :31 pvelll pmxcfs[1313]: [dedb] notice: data verification successful
i= System Log 12 :02:43 pvelOl pmxcfs[1313]: [status] notice: received log
- 12 16:21:22 pvel0l pmxcfs[1313]: [status] notice: received log
< Updates root@pvelOl:~§ I

£ Repositories
U Firewall

e.g: -

Step 4: Check PVE cluster status
Command #1 run: pvecm status

Node ‘pve101 D) Reboot
root@pvelll:~f pvecm status
Q Search Cluster information
& Summary PVE-CLUSTER-1
Config Version: 3
0J Notes Transport: knet
5 Shell Secure auth: on
£ System Quorum information
= Network Thu Feb 12 16:45:55 2026
. Quorum provider: corosync votegquorum
# Ceriificates Nodes : 3
@ DNS Node ID: 0x00000001
Ring ID: 1.263
@ Hosts Quorate: Yes
1 Options Votequorum information
@ Time
Expected wote
i= System Log Highest expected:
Total votes:
= Updates
£} Repositories Flags:
U Firewall Membership information
2 Disks Votes Name
LM 0200000001 1 10.26.22.101 (leocal)
L 000000002 1 10.26.22.103
O LVM-Thin 0x00000003 1 10.26.22.102
root@pvel0l:~# ]
e Directory

e.g.:
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Ceph Storage for PVE

Ceph is a mature Hyperconverged storage system with no single point-of-failure. Ceph does notuse a

traditional filesystem but manages disks directly using a storage subsystem known as Bluestore.

Ceph clusters are created by creating OSDs on disks which present the available space within each

OSD/disk added.

Ceph Monitors are then added (ideally, one monitor per node participating in the Ceph cluster) which

track the liveliness of each OSD and data-placement as well.

Ceph Managers are then added (ideally, one Manager per node participating in the Ceph cluster) provide

the interface to the Ceph cluster.

SBS LAB - (GUI) Install Ceph

1. We need to install Ceph on our pveXYZ node

Step 1: Install Ceph

<« c © Not secure

Server View
£ Datacenter (PVE-CLUSTER-1)

E= pvet01
52 localnetwork (pve101)
=[] PVE-LYM-101 (pvel0)
£ PVE-SAN-1 (pvel01)
= [Jlocal (pve101)
£ (Jlocal-vm (pve101)

B pve102

By pvel03

e.g.:

3% pue101 - Proxmox Virtual Envie % 3% pve102 - Proxmox Virtual Envie: X | 3§ pve03 - Proxmox Virtual Envie X
hitps//10.26.20.101:8006/#v1:0:=node%2Fpve 101:4:38:::=cluster

X PROX MO vitual Environment 203 Search

& Node ‘pve101"

o System
= Network
# Certificates
@ DNS
@ Hosts
£ Options
@ Time
= System Log
£ Updates
] Repositories
P Firewall
& Disks
| M
O LVM-Thin
Wm Directory
= ZFS
@ Ceph
& Configuration

© 2026 VMsources Group Inc., CC BY-SA 4.0 126
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D Reboot () sh

Ceph is not installed on this node.
Would you like to install it now?
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Step 2: Choose the latest Ceph version to install
Step 3: Select the No-Subscription repo

Setup
Installation

Ceph?

"Ceph is a unified, distributed storage system, designed for excellent performance, reliability, and scalability.”
Ceph is currently not installed on this nede. This wizard will guide you through the installation. Click on the next button below to
begin. After the initial installation, the wizard will offer to create an initial configuration. This configuration step is only needed

once per cluster and will be skipped if a config is already present

Before starting the installation, please take a look at our documentation, by clicking the help bution below. If you want to gain
deeper knowledge about Ceph, visit ceph.com

Hint: The no-subscription repository is not the best choice for production setups.

Ceph in the cluster:

Could not detect a ceph installation in the cluster

squid (19.2) Repository

ubscrij

@ Help Advanced ‘Start squid installation

Step 4: [Y]

Setup

[ Installation

python3-natsort python3-openssl python3-packaging python3-pecan
python3-portend python3-simplegeneric python3-tempora python3-webob
python3-werkzeug python file sudo uuid-runtime

yptography-ve
python-openssl-do

ages
—tools python3-routes python3-simplejson python3-pyinotify
The following NEW p: ges will be installed:
ph ceph-base ceph-mds ceph-mgr ceph-mgr-module ceph-mon ceph—osd
ph-volume cryptsetup-bin libnvmelt64 liby ibpython3.13
libsglite3-mod-ceph nvme-cli parted python3-bcrypt python3-cffi-backend
python3-cheroot python errypy3 python3-cryptography python3-dateutil
python3-jarace.collections python3-legacy-cgi python3-logutils python3-mako
python3-markupsafe pytho: natsort python3-openssl python3-packaging
python3-pecan python3-portend python3-simplegeneric python3-tempora
python3-webob pythond-werkzeug python: lockfile sudo uuid-runtime
0 upgraded, 38 newly installed, 0 to remove and 4 not upgraded.
Need to get 52.1 MB of archives.
After this operation, 193 MB of additional disk spe will PELL]

Do you want to continue?

Advanced
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Step 5: Next

Info EE RGN Configuration

"fusr/lib/systemd cepl arget'.
Created symlink "/ 5 ph.target.wants/ceph-osad.target' -> "/us
r/lib/sys 3

m/ceph—-mon.target”'.
ystemd/system ph.target.wants/ceph-mon.target' —> "/us|
mon.target” .

emd/system/multi-user.target.wants/ceph-mgr.target"' -

em/ceph-mgr.target'.
temd/system/ceph.target.wants/ceph-mgr.target' -> "/us

installed Ceph 19.

reloading APT to load new Ceph RADOS library...

Advanced m

e.g.:
Step 6: Set the Public Network to our management network: 10.26.20.XYX/24

Step 7: Set the Private Network to our Ceph cluster network: 10.26.22.XYZ/24
Step 8: Next

Setup

Info Installation

Ceph cluster configuration First Ceph monitor:

::;LI.IE”EEJEIIJDFR 1026 20 103724 Monitor node: pvel03
/CIDR
Additional menitors are recommended. They can be created
Cluster Network [ 76 5655 103724 x at any time in the Monitor tab.
IP/CIDR

Number of a
replicas:

Minimum 2
replicas:

© Help Advanced m

NOTE : Only the first Ceph cluster member gets to set the parameters

e.g.:

NOTE : Number of replicas represents the number of locations where data is placed (e.g.
Number of replicas = 3 means that data is placed on 3 nodes). In a three node cluster, this
will allow the loss of any single node.
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NOTE : Minimum number of replicas represents that must be available for Ceph to continue
acknowledging data I/O requests. Below this size and I/O will stop to protect data integrity.

Setup

Info  Installation

Configuration already initialized

‘ @ Help ‘ Advanced [ LA

e.g.:
NOTE : All other nodes which join a Ceph cluster will see the message ‘Configuration already
initialized’

Setup

Installation successful!

The basic installation and configuration is complete. Depending on your setup, some of the following steps are required to start
using Ceph:

1. Install Ceph on other nodes

2. Create additional Ceph Monitors

3. Create Ceph OSDs

4. Create Ceph Pools

To learn more, click on the help button below.

@ Help Advanced
e.g.:
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SBS LAB - (GUI) Wiping disks for Ceph

1. Before we can use physical devices for Ceph, they must be cleared of any previous data
Step 1: pveXYZ > Disks

¢ pvel01 - Proxmox Virtual Env x +

« c © Notsecure Ritps//10.26.20.101:8006/#v1:0:=node%2Fpve101:4:2:=contentimages:::=cluster
XPRDXMDXWHUaIEnVimnmEHI 9.0.5 Search & Documentation E
Server View # Node ‘pve101" =) Reboot () Shutdown

= Datacenter (PVE-CLUSTER-1)

& prel01 @ DNS Reload Show S MART values Initialize Disk with GPT Wipe Disk
£22 localnetwork (pve101) @ Hosts Device Type Usage Size Gl
- | - H
'-:-D PVE-LVM-101 (pve101) & Options L5 [devisda unknown  No 3436 GB
£ PVE-SAN-1 (pve01) y
= = Idevisdb
= local (pre101) © Time ; & /devls: unknown partitions 34.36 GB
: - & /devisdbl partition BIOS boot 1.03MB
2 (] local-vm (pve101) = System Log : -

& prel02 . & /devisdb2 partition EFI 536.87 MB

- H e
B pre103 < Updates -6 Idevisdb3 partition LVM 33.82 GB
£ Repositories -5 [devisde unknown LVM, Ceph (0SD.0) 32212 GB
U Firewall B ldevisdd unknown  LVM, Ceph (0SD.1) 322,12 GB
& Disks 5 fdevisde unknown LVM, Ceph (OSD.2) 32212GB
-5 Jdevisdf unknown LVM, Ceph (OSD.3) 32212GB
8 VM

NOTE : IF the 322GB disks have been previously used for Ceph, they will show Ceph and OSD

in the usage column. If the usage column shows No, they are ready to go, skip the rest
of this SBS LAB.

Step 2: Select the first 322GB disk (/dev/sdc) > Wipe disk

3 pvel01 - Proxmox Virtual Envie X +
& [ © Notsecure hitps://10.26.20.101:8006/#v1:0:=node%2Fpve101:4:2:=contentimages:::=cluster
x FIRD XMDXWI'tuaI Environment 9.0.5 Search & Documentation E
Server View # Node ‘pve101" =) Reboot () Shutdown
= Datacenter (PVE-CLUSTER-1)
eloa oW 5.1 . 1. values nitialize Disk with GF Ipe Dis
%pveﬂ:” @ DNS Reload Show S.M.AR.T. val Initialize Disk with GPT Wipe Disk
£22 localnetwork (pve101) @ Hosts Device Type Usage Size Gl
- ] - H
.:.D PVE-LVM-101 (pve101) 2 Options “ & [devisda unknown Nao 34.36 GB
= PVE-SAN-1 (pve101) N
= — & /devisdb unknown artitions 34.36 GB
2= [local (pve101) O Time : - P
- {5 idevisdbl partition BIOS boot 1.03MB
2 (] local-vm (pve101) i= System Log :
B pvel02 i & /devisdb2 partition EFI 536.87 MB
B pvelnd < Updates & /devisdb3 partiton LM 3382 GB
£ Repositories [ £ [fdew/sdc unknown LVM, Ceph (OSD.0) 322.12GB
U Firewall & /devisdd unknown LVM, Ceph (0SD.1) 32212 GB
S Disks £ [devisde unknown LVM, Ceph (0SD.2) 32212 GB
-5 Jdevisdf unknown LVM, Ceph (OSD.3) 32212GB
| LM
e.g.:
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Confirm

Are you sure you want to wipe /devisdc?
All data on the device will be lost!

Type: unknown
Usage: LVM, Ceph (OSD.0)

Size: 300.00 GIB
Serial: unknown

disk/partition ‘/dev/sdc’ has a holder (500)

Cloud Computing from the Ground Up with Proxmox 9

NOTE : Since this disk may have been previously used for Ceph, the GUI will not let us delete it.

Step 3: Open Shell

E’S pvel01 - Proxmaonx Virtual Env x +

X PRO> MO virtual Environment 9.0.5 Scarch

Server View 2 Node ‘pve101

&= Datacenter (PVE-CLUSTER-1)

o pre1nt Q, Search
: localnetwork (pve101)

=[] PVE-LVM-101 (pve101) & Summary

= PVE-SAN-1 (pvel01) [J Notes

= [Jlocal (pve101) »_ Shell

= [Jlocal-vm (pve101)
Eb pvei02 o System
B pvetd3 = Network

© 2026 VMsources Group Inc., CC BY-SA 4.0

&« & © Not secure  hitps//10.26.20.101:8006/#v1:0:=node%2Fpve101:4:=jsconsole:=contentimages:::=cluster x4 2

& soamnan

<) Reboot () Shutdown  >_ Shall i BukAc!

Linux pvel0l 6€.14.8-2-pve #1 SMP PREEMPT DYNAMIC PMX 6.14.8-2
86 64

The programs included with the Debian GNU/Linux system are free software
the exact distribution terms for each program are described in the
individual files in fusr/share/doc/*/copyright.

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable law.
rootBpvelll: ~§ I
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Step 4: List the block storage devices

Command #1 run: lsblk
|—=db2 g:18

312M
31.5G

part /boot/efi
part

lvm  [SWAP]
lvm /

1lvm

lvm

0

L sdb3 8:19 0
F—pve—swap 252:4 0 3.9G
pve-root 252:5 0 13.8G
|-pve-data tmeta 252:6 0 1c
| Love-data 252:8 0 11.8G
L pve-data_ tdata 252:7 0 11.86

L pve-data 252:8 0 11.8G lvm

sdc 8:32 0 300G disk

L ceph--171ae0df-—887c-—-4311--8735-—249cdf08cdB2-osd——block-—37c7d822--34c2——4c54——

87£4--694bb759128a

lvm

[ I = i o T e B o T e I e T

=]

252:3 0 3006 0 lvm
sdd 8:48 0 3006 O disk
L ceph--700a82de——29d1--4708—-9748——75514fc3b410-osd——block-—fe79c341——0500--4944——
8b97--15e6beeb29d4
252:0 0 3006 0 lvm
sde 8:64 0 3006 O disk
L ceph—-d52f74e0--86ec——4880——ba54——8f4ecYef53d7-osd--block——TeTdbe2f-—ce2c——4925——
9cl3--833bafl475b4
252:1 0 3006 0 lvm
sdf 8:80 0 3006 O disk
L ceph—-—-87c22ff5--5bc2-—4cBa——8fdl——a5blfd285fcd—osd-—-block—-—04b71283--bd95——4238——
b888——5a418e492e4e
252:2 0 300G lvm
8:96 0 500G disk
252:9 0 500G mpath
8:112 0 500G disk
252:9 0 500G mpath
11:0 1 1024M rodamn
root@pvelll:~§ I

e.g.:

Step 5: Manually wipe each Ceph designated device

Command #1 run: wipefs --force --all /dev/sdX (where Xis a Ceph disk)

sx0 11:0 1 1024M 0O rom
root@pvell2:~§ wipefs ——force —-all /dev/sdc
/dew/sdc: B8 bytes were erased at offset 0x00000218 (LVM2 member): 4c 56 4d 32 20 30

30 31
root@pvel02:~§ ||

e.g.:

Step 6: Repeat for all Ceph disks

root@pvel02: ~§f wipefs ——force —-all /dev/adc

dev/adc: 8 bytes were erased at offset 0x00000218 (LVM2 member) : 26 4d 32 20 30
30 31

root@pvell2:~§f wipefs ——force -—all fdev/sdd

dev/sdd: 8 bytes were erased at offset 0x00000218 (LVM2 member) : 56 4d4d 32 20 30
30 31

root@pvel02:~§ wipefs ——force ——all /dev/sde

dev/sde: 8 bytes were erased at offset 0x00000218 (LVM2 member) : 56 44 32 20 30
30 31

root@pvel02: ~§ wipefs ——force —-all /dev/adf

dev/sdf: 8 bytes were erased at offset 0x00000218 (LVM2 member) : 26 4d 32 20 30
30 31

root@pvell2: ~§ I

e.g.:

Step 7: Reboot
Command #1 run: reboot
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Step 8: Check your disks again

x pvel02 - Proxmaonx Virtual Emvir X +
< c © Notsecure  hitps//10.26.20.102:8006/%v1:0:=node%2 Fpve 102:4:2:= contentimages:::2
x PRO MO X virtual Environment 9.0.5 Search & Documentation E
Server View & Node pve102 ) Reboot (Y Shutdown
£ Datacenter (PVE-CLUSTER-1)
% pvel01 @ DNs Reload Show S M.AR.T values Initialize Disk with GPT Wipe Disk
% pvel102 @ Hosts Device Type Usage Size C
localnetwerk (pve102) . : Idevisd -
!DPVE V101 (pre102) £ Options = & /devisda unknown partitions 34.36 GB
= P - & Idevisdal partition BIOS boot 1.03MB
= PVE-SAN-1(pve102) O Time
= [Jlocal (pre102) £ /devisda2 partition EFI 536.87 MB
=/ local (pve = System Loj
= Jlocal vm (pve102) 4 = -6 Mdevisda3  partion  LUM 33.62 GB
%“pm 0 < Updates -5 Idevisdb unknown  No 34.36 GB
£ Repositories 5 /dewvisdc unknown No 32212 GB
U Firewall & /devisdd unknown No 32212 GB
& Disks 5 fdevisde unknown No 32212GB
& [devisdf unknown No 32212 GB
e.g.. LM
NOTE : You are now ready to create OSDs!
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SBS LAB - (GUI) Create OSDs for Ceph
Step 1: pveXYZ > Ceph > Create OSD

3 pve101 - Proxmox Virtual Envir: X 3§ pvel02 - Proxmonx Virtual Envire: X | 3§ pvel03 - Proxmox Virtual Envir. X | +

&« [¢] © Notsecure  hitps://10.26.20.101:8006/#v1:0:=node%2Fpve101:4:42:::=cluster

X PROX MO vitial Environment 903 Search

Server View

£ [Jlocal (pve101)

£ (] local-vm (pve101)
B pve102
B> pvel03

e.g.

£ Datacenter (PVE-CLUSTER-1)

& Node ‘pve101"

£ Repositories
U Firewall
2 Disks
| M
O LVM-Thin
W Directory
8 ZFSs
@ Ceph
£ Configuration
] Monitor
2 0sD
i CephFS
& Pools

- epuis 2 Reload Create: OSD Manage Global Flags No OSD selected C
E= pvet01
252 localnetwork (pve101) @ Time . . X
JPVELLAN Guetd) Name Class 0SD Type Status Version weight rewei(
= 5 - pve = System Log
= PUE S 1o
= 2 Updates

Step 2: Select the first available Ceph disk. In our lab, all Ceph disks will be +/- 300G /dev/sdc -

/dev/sdf

Create: Ceph OSD

Disk: /devisdc

DB Disk: use OSD disk
Device | Size Serial
Idevisdb 3436 GB unknown
Device Class Idevisdd 32212 GB unknown
Note: Ceph is not/devisde 32212 GB unknown
reference docume  /devisdf 32212 GB unknewn
@ Help Advanced [/ e
e.g.:
Step 3: Accept defaults
Step 4: Create
Create: Ceph OSD
Disk DB Disk use OSD disk

Encrypt 0SD: [

Device Class: auto detect

WAL Disk: use OSD/DB disk

Nate: Ceph is not compatible with disks backed by a hardware RAID controller. For details see the

reference documentation

© Help
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Step 5: Create an OSD for each Ceph disk on node pveXYZ you will use (we will use /dev/sdc through
/dev/sdf)

3¢ pve101 - Proxmox Virtual Evir: X 3§ pve102 - Proxmox Virtual Envie. X | 3§ pvel03 - Proxmox Virtual Envir X

<« c © Notsecure  h#ps//10.26.20.101:8006/#v 1:0:=node%2 Fpve 101:4:4, luster

X PROXMD X virtual Environment .03 Search

Server View 2 Node pvelll’

£8 Datacenter (PVE-CLUSTER-1)

o
Q . <> Reload Create: OSD Manage Global Flags
localnetwork (pve101) " o -
lame ass ype
[ PVE-LVM-101 (pve101) S mary) P
PVE-SAN-1 (pve101) O Notes = default
[dlocal (pvet0t) > Shel B pvet01
=[] local-vm (pve101) & System & osd0 hdd bluestore
B pve102
o pve103 = Network

# Certificates
@ DNS

+

& Documentation E

) Reboot (1 Shutdown

No OSD selected Details Start Stop
Status Version weight reweight Used (%) Tot
1923
up & /in @ 1923 0293 1.00 0.01 300.00

Step 6: Do this repeatedly until all Ceph disks on node pveXYZ have an OSD

3 pvel01 - Proxmox Virtual Envir - X 3& pvel02 - Proxmox Virtual Envie X | 3§ pve103 - Proxmox Virtual Envi

<« c

© Notsecure  hitps,//10.26.20.101:8006/#v1:0:=node%2Fpve101:4:42:z::=cluster

2 PROX MO X virtual Environment .03 5earch

Server View © Node ‘pretor

£ Datacenter (PVE-CLUSTER-1)

X |+

& Documentation m

D Reboot () Shuldown > S

Step 7:

A nue

1. Acompleted cluster with OSDs looks something like this (you might need to click reload to see)

3K pve101 - Proxmox Virtual Envir %

<« [&] © Not secure

Server View

£ Datacenter (PVE-CLUSTER-1)
B> pret0t
localnetwork (pve101)
£ []PVE-LYM-101 (pve101)
PVE-SAN-1 (pve101)
[ local (pve101)
£ [Jlocal-vm (pva101)
B pve102

3 pve102 - Proxmox Virtual Envie X

X PROX MO virual Environment 203 Search

d Node ‘pve 103

- p

O Time

System Log
£ Updates

4 Repositories
U Firewall

B pvel03

2 Disks

| M
O LVM-Thin
W Directory
= ZFS
@ Ceph
£ Configuration
] Monitor
& 0SD
W CephFS
i Pools

3¢ pve103 - Proxmex Virtual Envi

hitps://10.26.20.103:8006/#v1:0:=node%%2Fpve103:4:42::238

< Reload Create: 0SD
Name Class
= default
B pret03
& osd11 hdd
& osd10 hdd
£ osd9 hdd
£ osd8 hdd
B pveln2
£ osd7 hdd
£ osd6 hdd
£ osdb hdd
= osd4 hdd
B pvetot
& o0sd3 hdd
& o0sd2 hdd
& osd1 hdd
& osd0 hdd

© 2026 VMsources Group Inc., CC BY-SA 4.0
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x  +

Manage Global Flags

03D Type Status
bluestore up@/in®
bluestore up@/in®
bluestore up@/in®
bluestore up@/in®
bluestore up@/in®
bluestore up@/in®
bluestore up@/in®
bluestore uwp@/in®
bluestore wp&iin®
bluestore wp&iin®
bluestore up@/in®
bluestore up@/in®

No OSD selected

Version

19.23
19.23
1923
1923
1923
1923
1923
1923
1923
1923
1923
1923
1923
1923
1923

& Documentation

D Reboot () Shutdown

Details
weight reweight
0.293 1.00
0.293 1.00
0.293 1.00
0.293 1.00
0.293 1.00
0293 1.00
0293 1.00
0293 1.00
0.293 100
0.293 100
0.293 100
0.293 100

Author: John Borhek

Start

Stop

Used (%)

0.01
0.01
0.01
0.01

0.01
0.01
0.01
0.01

0.01
0.01
0.01
0.01

Crea

> 8

Resti

30
30

30

300

300

30

300
300

30

h vel01 @ B Create’ OSD Manage Global Flags No OSD selected Details Start Stop Rest
localnetwork (pve101) . . . o

= PVELILAD! (petot) & Summary Name Class 05D Type Status Version weight reweight Used (%) Total

= PVE-SAN- (pve101) O Notes £ default

Eltocal (pve101) >_ Shell B pret0t 1923

= (]locakvm (pve101) & System 2 osd3 hdd bluestore up@/in® 19.23 0293 1.00 0.14 300.00 GiB
B pvet02 £ o0sd2 hdd bluestore wpoiin® 1923 0293 1.00 0.01 300.00 GiB
[ pret03 = (i & osd1 hdd bluestore upCiin® 1923 0293 1.00 001 300.00 GiB

# Certificates 5 o0sd0 hdd bluestore uwpo/in® 1923 0293 1.00 0.01 300.00 GiB
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SBS LAB - (GUI)Create additional Ceph Monitors

1. The first node in the cluster will automatically be the monitor node for the entire cluster. We like to

create additional monitors for each node. Do this only if your node does not have a monitor listed.
Step 1: pveXYZ > Ceph > Monitor > Create Monitor

<« C

X PROX MO X virtual Environment .0.3 5earch
Server View il Node ‘pve103’
£ Datacenter (PVE-CLUSTER-1)

B pvetdt

= ormmtrs Monitor

B pvet103

= System Log
Name Host
£ Updates
mon.pve101 pvelli
4 Repositories
P Firewall
& Disks
| LM
O LVM-Thin
W Directory
8 ZFS
® Ceph Manager
£+ Configuration
CJ Monitor
Name Host

2 0sD
mgrpve101 pve101

Step 2: Choose node pveXYZ > Create

Create: Monitor

Hest: pvel02 ‘

e.g.:

© 2026 VMsources Group Inc., CC BY-SA 4.0

© Notsecure  hitps://10.26.20.102:3006/#v1:0:=node%2Fpve103:4:40:z:: =cluster

B pvel02 ORlin: Start Stop Restart

Start Stop Restart

3K pvel01 - Proxmox Virtual Envie: X 3§ pve102 - Proxmox Virtual Envie: X 3§ pvel03 - Proxmox Virtual Envir X | +

& Documentatio

O Reboot () Shute

Create | Destroy Syslog
Status Address Version
running 10.26.20.101:6789/0 1923

Create  Destroy Syslog

Status Address Version
active 10.26.20.101 1923
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SBS LAB - (GUI)Create additional Ceph Managers

The first node in the cluster will automatically be the manager node for the entire cluster. We like to

create additional managers for each node. Do this only if your node does not have a manager listed.

Step 1: pveXYZ > Ceph > Monitor > Create Manager

3 pvel0l - Proxmox Virtual Envie: X 3§ pve102 - Proxmon Virtual Envic: X 3§ pvel03 - Proxmox Virtual Envir: X | +
<« c © Notsecure  ki#ps://10.26.20.102:3006/#v1:0:=node%2 Fpve 102:4:40: luster
X PRO MO X< virtual Envionment 9.0.3  Search
Server View - Node 'pvet02'
= Datacenter (PVE-CLUSTER-1) -
onitor
B pvet0t Q Search
& pve102 & Summary Start Stop Resta Create Destroy
By pvet03
[ Notes Name Host Status
5_ Shell mon pvel01 pveld1 running
o2 System mon pve102 pvel02 running
e —. mon.pve103 pvel03 running
= Networl
# Cerlificates
@ DNS
Q@ Hosts
£ Options
@ Time
Manager
£ System Log
2 Updates Start Stop Create Destroy
<
2] Repositories Name Host Status
U Firewall mgr.pvel01 pvel01 active
& Disks

Step 2: Choose node pveXYZ

Create: Manager ®

Host pve102 ‘

e.g.:

Syslog
Address

10.26.20.101:6789/0
10.26.20.102:6789/0
10.26.20.103:6789/0

Syslog
Address
10.26.20.101

& Documentation m

) Reboot () Shutdown > Sh

Version
1923
1923
19.23

Version

19.2.3

2. A completed cluster with Monitors and Managers looks something like this.

3 prel01 - Proxmox Virtual Envir: X 3§ puel02 - Proxmox Virtual Envic X 3§ pvel03 - Proxmox Virtual Envir: X | +

€« c © Notsecure  hitpsi//10.26.20.102:3006/#v1:0:=node%2 Fpve102:4:40::::=cluster

x PRO MO X virtual Environment 9.0.3 Search

Server View % Node ‘pvet02

£ Datacenter (PVE-CLUSTER-1)

Monitor
B pret0t Q. Search
o prete2 Start Stop Restart | | | Creale | Destroy | Syslog
B prett & Summary
3 Notes Name | Host Status Address
+ Shel mon pve101 pve101 running 10.26.20.1016789/0
& System mon pve102 pre102 running 10.26.20.102/6789/0
N mon pvel03 pre103 running 10.26.20.103 678940
= Networl

# Certificates

@ DNS

@ Hosts

£ Options

@ Time

Manager

i= System Log
2 Updates start Stop Restart Create |  Destroy Sysiog

£ Repositories Name 7 Host Status Address
W Firewall mgrpve101 pvel01 active 10.26.20.101
= Ts mgr pvei02 pre102 standby 10.26.20.102

o mgrpve103 pve103 standby 10.26.20.103

3. M LVM-Thin
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1923
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1923

Version
1923
1923
19.2.3
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SBS LAB - (GUI) Create Ceph Pool (Only once per Cluster)

The Ceph poolis the mechanism which allows us to store VM disks on Ceph. Only one participant (in a

group environment) needs to perform the following steps

Step 1: Choose node pveXYZ > Ceph > Pools > Create

X pve101 - Proxmox Virtual Envie: X 3€ pvel02 - Proxmeox Virtual Envie: X | 3E pvel03 - Proxmex Virtual Envie: X | +

&« c © Not secure

kitps;//10.26.20.101:8006/#v1:0:=node%2Fpve101:4:43:::z=cluster

X PROX MO X virual Environment 9.0.3  Search

Server View ® Node ‘pretor

£ Datacenter (PVE-CLUSTER-1)

!O pvet01 - pus Create Edi Desiroy
Eb pvet02 © Time Pool# | Name Size/min
B pvel03 i System Log 1 mgr 32

< Updates
£ Repositories
P Firewall
2 Disks
| M
O LVM-Thin
Bm Directory
22 7FS
@ Ceph
£ Configuration
] Monitor
= 0SD
s CephFS
i Pools

= Log

Step 2: Name the Ceph Pool: Ceph-POOL-1
Step 3: Rest of defaults are OK
Step 4: Create

Create: Ceph Pool

MName: CEPH-POOL-| PG Autoscaler Mode: on
Size: 3 Add as Storage:
Min. Size: 2 Target Ratio: 0.0
Crush Rule: replicated_rule Target Size: 0 GiB
# of PGs: 128 Target Ratio takes precedence.
Min. # of PGs: 0
© Help

Advanced

e.g.:

# of Placeme

Optimal # of

NOTE : PGs are Placement Groups which are used to logically distribute data across the
cluster. PG Autoscaler mode will insure that there are sufficient PDs to manage the data
automatically. 128 is the recommendation for small clusters (fewer than 5 nodes), with the

ability to scale up if needed.

NOTE : CRUSH (Controlled Replication Under Scalable Hashing) is an algorithm used to
determine data placementin Ceph. The ‘replicated_rule’ is specified to guarantee data

availability.
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3% pve101 - Proxmox Virtual Envie: X 3§ pvel02 - Proxmox Virtual Envi

< C

@ Not secure

x PRO MO X Virual Environment 9.0.3 Search

Server View & Node pret0r’

£ Datacenter (PVE-CLUSTER-1)

x

hitps://10.26.20.101:8006/#v1:0:=node%2Fpve101:4:43:

Cloud Computing from the Ground Up with Proxmox 9

3 pve103 - Proxmox Virtual Envi

luster

£ PVE-SAN-1(pvel01)
£ [Jlocal (pvei0l)
=[] local-lvm {pve101)
Eo pvel02
localnetwork (pve102)
£ [ CEPH-POOL-1 {pva102)
%, PVE-LVM-101 (pve102)
£ PVE-SAN-1 (pvel02)
£ [Jlocal (pve102)
=[] local-vm (pve102)
localnetwork (pve103)
£ [ CEPH-POOL-1 (pve103)
=[] PVE-LYM-101 (pve103)
£ PVE-SAN-1 (pve103)
= Jlocal (pve103)
£ (] local-vm (pve103)

© 2026 VMsources Group Inc., CC BY-SA 4.0

E e101 - epuis Create Edit Destroy
localnetwork (pve101) © Time Pool # Name
£ [] CEPH-POOL-1 (pve101) System Log 1 mar
=[] PVE-LVM-101 (pve101
s0 (pret0t) 2 Updates 2 CEPH-POOL-1

£ Repositories
U Firewall
2 Disks
| M
O LVM-Thin
W Directory
8 ZFSs
@ Ceph
£ Configuration
] Monitor
2 0sD
i CephFS
i Pools

139

x

+

Size/min
3R
32

# of Placeme

T4

Optimal # of ._

& Documentation m

O Reboot () Shutdown > S

Autoscaler M CRU
1 on rep
32 on reg
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SBS LAB - (CLI) Ceph Diagnostics

From time to time it may be necessary to perform diagnostics on your Ceph storage. The following

commands will help to generate data which may be used to perform diagnostics.

1. Ceph cluster status
Command #1 run: ceph -s

(Alternate command: pveceph status)

<) Reboot () Shutdown  »_ St

~} ceph -s

5al1d704b—24e]1-44e4-98c5-8288159c08cc0
HEAT.TH WARN
10 08D(=3) experiencing slow operations in BlueStore

mon: 3 daemons, quorum pvelOl,pvel02,pwvel02 (age 7d)

mgr: pvell2(active, since 7d)}, standbys: pvel0l, pvel03

mds: 1/1 daemons up, 2 standby

Node ‘pve101
rooct@pvelll:
Q, Search cluster:
id:
& Summary health:
[J Notes
5_ Shell services:
£8 System
= Network osd: 12
# Certificates A
@ DNS volumes:
pools:
@ Hosts objects:
Opi usage:
£ Options I
@ Time .
io:
i= System Log client:
< Updates roeot@pvelll:

£5 Repositories

M Firewall

e.g.:

2. Ceph OSD & Disk Management

oads: 12 up (since 7d}, 12 in (since 5d)

1/1 healthy

4 pools, 97 pgs

11.31k objects, 44 GiB

138 GiB used, 3.4 TiB / 3.5 TiB avail
97 active+clean

21 KiB/s rd, 28 KiB/s wr, 0 op/s rd, 2 op/s wr

~F I

Command #1 run: ceph osd tree

MNode 'pve101

<) Reboot () Shutdown >_ S

root@pvelll:~§ ceph osd tree

WEIGHT

.51599
.17200
.29300
-29300
.29300
-.29300
-17200
-.29300
-29300
.29300

TYPE NAME
root default
host pvelOl
oad.0
osd.1
oad.2
osd.3
host pvel02
osd.4
oad.5
oad. 6
osd.7
host pvel03
osd.B
oad.9
osd.10
oad.11

STATUS

-29300
.17200
-29300
.29300
-.29300
-29300

COOoODFDODDOHEODD OO MW

q Search ID CLASS
e
& Summary -3
0 hdd
[ Motes 1 hdd
>_ Shell 2  hdd
3 hdd
#f System -3
4 hdd
= Network 5 hdd
. & hdd
# Certificates 7 hdd
@ DNS 7
8 hdd
@ Hosts hdd
hdd
£ Options hdd
© Time root@pvelll:~§ I
i= System Log

e.g.:

NOTE : Displays a tree view of OSDs, their status (up/down), and their WEIGHT in the CRUSH

map.
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Command #1 run: ceph osd df tree

Node "pve101 D Reboot (O Shutdown >
Q Search rootBpvelOl:~# ceph cad df tree
CLASS WEIGHT REWEIGHT SIZE STATUS TYPE NAME
& Summary 3.51599 - 3.5 TiB i i i i i R root default
3 1.17200 - 1.2 Ti i i i i i . host pwvel
[J Notes 0 0.29300 1.00000 300 GiB i i i i i ] 0sd.0
> Shell 1 0.29300 1.00000 300 GiB i i i i i . osd.1
2 0.29300 1.00000 300 GiB i i i i i . osd.2
¢ System 3 0.29300 1.00000 300 GiB i i i i i . osd.3
-5 1.17200 - 1.2 TiB i i i i i . host pvel02
= Network 4 0.29300 1.00000 300 GiB i i i i i . osd.4
: 5 0.29300 1.00000 300 GiB i i i i i . osd.5
O e 6 0.29300 1.00000 300 GiB i i i i i : 0sd.6
@ DNS 7 0.29300 1.00000 300 GiB i i i i i . oad.7
-7 1.17200 - 1.2 TiB i i i i i . host pvel03
@ Hosts 8 0.29300 1.00000 300 GiB i i i i i osd.8
) 9 0.29300 1.00000 300 Gi i i i i i . osd.9
% Options 10 0.29300 1.00000 300 GiB i i i i i . 0sd.10
@ Time 11 0.29300 1.00000 300 GiB i i i i i . oad.11
TOTAL 3.5 TiB
System Log /1.21 STDDEV: 0.51

< Updates

€.8.0 s o
NOTE : Shows disk utilization per OSD

Command #1 run: ceph-volume lvm list

Node ‘pve101° D Reboot () Shutdown >
Q Search crush device class
encrypted 0
& Summary osd fsid 1b9£7237-4abl-4efc-b05b—-5b7db6539573
osd id 1
D Notes osdspec affinity
»_ Shell type block
- vdo 0
£f System with tpm 1]
devices /dev/add
= Network
# Certificates il
@ DNS [block] /dev/ceph—269da418-0087-4££8-8470-4d25a6dc4534/0sd-block-624edb46-bf85-4728-852c—a20b49d94dbl
@ Hosts block device /dev/ceph-269da418-0087-4££8-8470-4d25a6dc4534/0sd-block-624edb46-bf85-4728-852c—a20b49d94dbl
& block uuid h3RekJ-fDLN-eUvt-1rqU-8Bgm-YqF1l-BlioWc
& Options Coplon Demien SEess:
© Time cluster fsid S5ald704b-24el-44e4-98c5-828819c08ccl
cluster name ceph
i= System Log crush device class
~ encrypted 0
< Updates osd fsid 624edb46-bf85-4728-852c—a20b49d94db1l
2] Repositories ezl £kl .. 2
osdspec affinity
P Firewall type
vdo 0
2 Disks with tpm ]
devices /dev/sde
| LM
O LVM-Thin = @=zbd
I Directory [bleck] /dev/ceph—237bd4dc-6b2a-4100-9dd1-f2e1232cB8075/0sd-block-fa03792e-3d4f-404c—alel-e684blef045c
= s block device /dev/ceph—237bd4dc—6b2a—4100-9dd1-f2e1232cB075/08d-block—fa037%2e-3d4f-404c—alel-e684blef045c
@ Ceph block uuid GL244Y-Wwlk-6MU2-RhT9-V1LX-3UxE-gVTRVI
cephx lockbox secret
43 Replication cluster fsid 5a1d704b-24e1-44e4-98c5-828819c08ccl
) cluster name ceph
= Task History crush device class

encrypted ]
osd fsid £a03792e-3d4f-404c-alel-e684blef045c
osd id k]

osdspec affinity

type

vdo ]

with tpm ]

devices /dev/sdf

e g . root@pvel0l:~§ ceph-volume lvm list]]

®& Subscription

NOTE : Lists all OSDs and their associated LVM partitions for the node you are connected to.
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Command #1 run: ceph osd perf

e.g.:

Node "pvel101’

Q, Search
& Summary

Cloud Computing from the Ground Up with Proxmox 9

rootBpvelll:~§ ceph osd perf

oad

[ Motes
>_ Shell

£ System

= Network

# Cerificates

@ DNS

@ Hosts

[

=
B E I T SR e =

(=]

commit latency (ms)

5]

DooD oD HFERFEON

root@pvelll:~§ I

) Rebo

apply latency (ms)

2
2
0
1
1
1
0
0
1
0
0
0

NOTE : Performs a throughput test on OSDs for the node you are connected to

3. Ceph Placement Groups (PGs) and Data Security

Command #1 run: ceph pg dump

e.g.:

© 2026 VMsources Group Inc., CC BY-SA 4.0

Node ‘pve101"

Q Search
& Summary
O Notes
>_ Shell
o System
= Network
# Certificates
@ DNS
@ Hosts
£ Options
© Time
i= System Log
& Updates
2] Repositories.
U Firewall
& Disks
| M
O LVM-Thin
W Directory
a8 ZFs
@ Ceph
£ Replication
= Task History

® Subscription

NOTE :
NOTE:

2026-02-12T11:06:29.
0
150
30.364005+0000
2026-02-10T21:51
0

203
45.732204+0000
2026-02-08T14:36:17.
86
0
450393740000
2026-02-12T13:22:04.
0
-1le 13e
:17:12.948861+40000
2026-02-10T23:47:43.
0
200
43.732307+0000
2026-02-10T08:43:15.

11

11

1

192571+0000

65234

-112242+0000

116578664
404736+0000

00

509853+0000

65193

341565+0000

11657122126
820898+0000

544779

18964495087
27911872788

459280

0

1165:153394

0 0
1165: 6360

0

1165:9166

0
2351042

bt
0

€4 318750

0

2
0

0

0 0 46878371534 58%0 76

AVAIL

GiB
GiB
GiB
GiB
GiB
GiB
GiB
GiB
GiB
GiB
GiB
GiB
GiB

287
289
289
288
288
286
250
291
288
291
286
288

138 3.4

GiB
GiB

TiB

USED_RAW

13
11

138

GiB
GiB
GiB
GiB
GiB
GiB
GiB
GiB
GiB
GiB
GiB
GiB
GiB

* NOTE: Omap statistics are gathered
/placement-group/fomap-statistics for further details.

dumped all
root@pvelol:~§ ||

TOTAL

ELT
ELD
EL]
300
ELD
ELT
300
EL]
ELT
ELD
EL]
300
G5

during deep scrub and may be inaccurate scon afterwards depen

GiB

TiB

1

periodic

0 0 0 629145600
1165:7107 [2,5,11] 2
0

1

[2,5,11]

periodic

0 0 847007744

[3,10,51 3
0 2

0
10

[10,2,5]
0 1

[3,10,5]

periodic

0
[10,2,5]

periodic

0 0 570425344

[3,9,61 3
0 1

[0,7,8] 0
2

964
7184

964
7184
318750
201 201
327099 327099
HB_PEERS
[0,1,2,3,4,5,7,8,10,11]
11,2,3,4,6,7,8,9,10,11]
[0,1,2,3,5,7,8,9,10,11]
[0.1,2,3,4,5,6,7,9,11]
10,1,2,3,4,5,6,7,9,11]
[0,1,2,3,4,6,8,9,10,11]
10,1,2,3,5,7,8,9,10,11)
[0.1,2,3,4,5,6,7,9,10]
[1,2,4,5,6,7,8,9,10,11]
8,9,10,11]
8,9,10,11]
8,9,10,11]

Statistics for all placement groups

Activetcleanis good
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13.9,6]
periodic

0 828035072

[0,7,8]
periodic

;_SuM
29
20

scheduled
0
2
scheduled
0
3
scheduled
0
10
acheduled
0
3
scheduled
84

o
acheduled

PRIMARY_PG_SUM

O Reboot | () Shutdown  >_ Shell i BukActions @ Hel

@ 2026-02-13T19:00:43.262004+0000 0
0 234 234 activetclean

1147'124 2026-02-12T08:43:58.640946+0000
@ 2026-02-13T18:21:46.970461+0000

2026-02-12T1
11477124
40

0 10062 0 10062 active+clean
1159'77995 2026-02-12T06:01:45.731881+0000
@ 2026-02-13T11:45:36.047183+0000

2026-02-12T0
1123'47603
367

0 0 0 0 activetclean 2026-02-12T1
0'0 2026-02-12T13:22:04.503853+0000 0'0
@ 2026-02-13T15:22:51.078436+0000 0

0 193 0 193 activetclean
950785 2026-02-12T04:13:27.251462+0000
@ 2026-02-13T07:12:35.795842+0000

2026-02-12T1
950"85
28

9 10081 0 10081 activetclean
1152'115418 2026-02-11T13:01:43.732056+0000
@ 2026-02-12T23:49:58.646252+0000

2026-02-11T1
11437103609
573

ng on utilization. See http://docs.ceph.com/en/latest/dev|
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Command #1 run: ceph pg stat

Node 'pvel01’

Q Search root@pvelOl:~# ceph pg stat
87 pgs: 97 activetclean;

& Summary root@pvelOl:~§ I

[J Motes

>_ Shell

o System

e.g.:

NOTE : Status of the PGs

NOTE : Active+clean is good

Command #1 run: ceph health detail

Node ‘pvell1’

44 GiB data,

Cloud Computing from the Ground Up with Proxmox 9

138 GiB used, 3.4 TiB / 3.5 TiB avail; 0 B/s xd,

4.7 FKiB/s wr, 0 op/s

Q Search root@pvelll: ~§ ceph health detail
HEALTH WARN 10 0SD(s) experiencing slow operations in Blue3tore
& Summary [WEN] ELUESTORE SLOW OP ALERT: 10 0SD(s) experiencing slow operations in BlueStore
cad.0 cbserved slow operation indications in BlueStore
L) Notes oad.l observed slow operation indications in BlueStore
>_ Shell o3d.3 observed slow operation indications in BlueStore
osd.4 cbserved slow operation indications in BlueStore
&8 System osd.5 observed slow operation indications in BlueStore
osd.7 ocbaerved slow operation indications in BlueStore
= Network cad.8 cbserved slow operation indications in BlueStore
# Certificates oad.9 observed slow opers.tit.)n iz.ldit:;ati?ns :.I.Ill BlueStore
o03d.10 cbserved slow coperation indications in BlueStore
@ DNS osd.11l cobserved slow cperation indications in BlueStore
root@pvelll: ~§ I
@ Hosts
£+ Options

e.g.: @ Time

NOTE : Ceph health warnings or errors

4. Ceph Performance and Usage

Command #1 run: ceph df

4

Node "pve101’
Q, Search root@pvelOl:~f ceph df
-—— RAW STORAGE ——-—
& Summary cLass s1zE AVATL
hdd 3.5 TiB 3.4 TiB
LJ Notes TOTAL 3.5 TiB 3.4 TiB
»_ Shell
-—— POOLS ———
£f System POOL
.mgr
= T CEPH-POOL—1
5 hfs data
Certificates cepnts_
* cephfs metadata
@ DNS root@pvelll:~§ I
@ Hosts

e.g.:. .

STORED
EiB
GiB
GiB
MiB

© 2026 VMsources Group Inc., CC BY-SA 4.0

OBJECTS
2

6.76k
4.53k
]
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NOTE : Usage for the entire Ceph cluster and individual pools.
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Utility Storage for ISOs, Backups and more

SBS LAB - Create CephFS Storage for utility

Cephis clustered storage, but in order to use it for utility purposes (storing files), we need to create
CephFS. This is a great option for ISOs, Backups and all sorts of general-purpose use. Better yet, CephFS
is shared across all nodes in the cluster, so an ISO that you upload to CephFS will be available to build

VVMs from any node.

1. First, we create a Metadata server for CephFS

Step 1: Go to: pveXYZ > CephFS

ﬁ pvel01 - Proxmox Virtual

< c

Server View

£ Datacenter (PVE-CLU

E% pvet0l

= PVE-SAN-1 (pve
%B local (pve101)

= [Jlocal-vm (pve10

& pve102

225 localnetwork (pve
=[] CEPH-POOL-1 (..
Z[JPVE-LVM-1 (pve..
=[] PVE-NFS-1 (pve

232 localnetwork (pve..
=[] CEPH-POOL-1 (..
[ PVELYM (pve..
=[] PVE-NFS-1 (pve..

Envir X +

X PRO > MO X virual Environment 9.1.5

d Node ‘pve101’

s UpudiEs
£7 Repositories
U Firewall
2 Disks
- | M
0O LVM-Thin
" I Directory
a2 ZFS
@ Ceph
£+ Configuration

Search
Create CephFS
Name
No CephFS configured
Metadata Servers
Start Stop Restal Create
Name Host Status

No such service configured

Under Metadata Servers, click: Create

= PVE-SAN-1 (pve IS e
= [Jlocal (pve102) o 08D
=[] local-vm (pve102) B CephFS
e.g..| Eopeid £ Ponie
Step 2:
Create: Metadata Servers
Host: pvel01
MDS ID pvel01
By wsing different |Ds, you can have multiple MDS per node, which increases
redundancy with more than one CephFS.
e.g.:

@ Notsecure  hitps//10.260.20.101:8006/#v1:0:=node%2Fpve101:4:=ceph-cephfspanel:=contentimages::i2

Data Pool

Destroy

Address

= O >
* @ @
2 oscumenser © ousecr
) Reboot () Shuidown  »_ Shell ! Bulk Actions © Help

Metadata Pool

yslog

Version

NOTE : Itis a best practice to create at least two Metadata servers, but we recommend one per

node

2. Now we need to create the CephFS

Step 1: Click: Crea

© 2026 VMsources Group Inc., CC BY-SA 4.0

te CephFS
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3 pvel0 - Proxmox Virtual Envic X &

<« c

© Not secure

Server View T Node ‘pvel01’

=5 Datacenter (PVE-CLU...
- B pveldt

localnetwork (pve..

=[] CEPH-POOL-1 (...

s UpudEs

£ Repositories

U Firewall
=[] PVE-LVM-1 (pve..
- & Disks
=[] PVE-NFS-1 (pve...
£ PVE-SAN-1 (pve | VM
E(Jlocal (pve101) O LVM-Thin
-
=] local-vm (pve101) W Directory
By pve102

localnetwork (pve L

=[|CEPH-POOL-1(_ @ Ceph

= [ PVE-LVM-1 (pve

£+ Configuration
=[] PVE-NFS-1 (pve...

S PVESANA pre.. = Moniter
=[] local (pve102) = 0sSD
=[] locak-vm (pve102) M CephFS
Ex pve103 & Pook
. localnetwork (pve..
e.g.: —.
Step 2: Name it
Create: Ceph FS €3]
i Placement 128
=1 Groups:

Add as Storage: [
@ Help Create

Task viewer: CephFS cephfs - Create

Status

Stop

@

creating data pool "cephfs_data'...

pool cephfs_data: applying application = cephfs
skipping ‘pg_num’, did not change

creating metadata pool 'cephfs_metadata’...
skipping ‘pg_num’, did not change

. configuring new CephF5 'cephfs’

| Successfully create CephFS ‘cephfs'

- Adding 'cephfs to storage configuration...
Waiting for an MDS to become active
Waiting for an MDS to become active

| TASK OK

Create CephF3S

Name
No CephFS configured.

Metadata Servers

Start Stop
Name Host
mds.pve101 pvelli
mds.pve102 pvell2
mds . pve103 pvel03

© 2026 VMsources Group Inc., CC BY-SA 4.0

hips://10.26.20.101:8006/#v 1:0:=node%2Fpve101:4:=ceph-cephfspanel:=contentimages:

X PRO MO virtual Environment 9.1.5

Search
Restart Create
Status
up:standby
up:standby
up:standby
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Data Pool

Destroy Syslog

Address

10.26.20.101:68619/570086224
10.26.20.102:6817/2916293889
10.26.20.103:6817/2975371929

&)

& Download

& Documentation [=FEEETRYT E

) Reboot () Shutdown  »_ Shell

Metadata Pool

Version
1923
1923
1923

Author: John Borhek
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3. Now you can upload files to it
Step 1: Click Upload

Cloud Computing from the Ground Up with Proxmox 9

b4 pwel01 - Proxmox Virtual Envir. X ar

x PRO MO < virtual Environment 9.1.5

Server View fod Storage 'cephfs’ on node 'pve101

£ Datacenter (PVE-CL... *

B pvet1t
222 localnetwork (p... Backups Name
£[] CEPH-POOL-... (@) 150 Images
=[] PVE-LVM-1 (p._.
=[] PVE-NFS-1 (p___
= PVE-SAN-1[p o Permissions
=[] cephfs (pve101)
= (Jlocal (pve101)
§ D local-lvm (pve_..

B pvet102

e.g‘: 222 localnetwork (p...

[ CT Templates

Step 2: Click select file

Upload ®

File: Select File
File name:

File size:

MIME type

Hash algorithm: | None

Uploads are stored temporarily in ‘fvarftmp/’, make sure there is
enough free space

e.g.

© 2026 VMsources Group Inc., CC BY-SA 4.0

€« c © Notsecure  hitps://10.26.20.101:8006/#%v1:0:=storage%2Fpve101%2Fcephfs:4:=ceph-cephfspanel:=contentlso:::2

Search & Docl

& Summary Upload Download from URL Remove

146 Author: John Borhek
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Step 3: Browse to: \\share\files\ISOs\template\iso

@ Open x
<« v 4 < share » files » I50s » template » iso v O Search iso =]
Organize « Mew folder B== ~ [ 0

Mame Date maodified Type Size

3 Quick access

D debian-12.11.0-amd64-DVD-Liso Disc Image File

[ Deskto *
P D proxmox-backup-server_4.0-T.iso Disc Image File
¥ Downloads [] SERVER_EVAL x64FRE_en-us.iso Disc Image File
Documents + ubuntu-24.04.3-desktop-amd6&d.iso 2025 10:55 AM Disc Image File , 197,
P 9
[=] Pictures #* D ubuntu-24.04.3-live-server-amdéd.iso 8/7/2025 10:33 AM Disc Image File 3,226,020 KB
System32 D virtio-win-0.1.271iso 2025 11:33 AM Disc Image File AT4 KB
I This PC
¥ Network
< >
File name: | ubuntu-24.04.3-live-server-amdéd.iso V| Custom Files (*.img;*.iso) ~

e.g.

Step 4: Click Upload

Upload ®
File: C-\fakepath\ubuntu-24.04 3-live- | Select File |
File name: ubuntu-24.04. 3-live-server-amdé4 iso

File size: 3.08 GiB

MIME type: -

Hash algorithm:  None

Uploads are stored temporarily in ‘fvarftmpf’, make sure there is
enough free space

|

Task viewer: Copy data ()]
Al

[oll 1Y Status

Stop & Download

“| starting file import from: fvar/tmp/pveupload-ee2a73988e5b1c43269d2a6229d22540
target node: pvelll

target file: /mnt/pve/cephfs/templatefisofubuntu-24.04.3-li d64.iso

file size is: 3303444480

c d: cp - Jvarftmpji load-ee2a73988e5b1c43269d2a62a9d22540 [mnt/pve/cephfs/template/isofubuntu-24.04.3-live-server-amdé4.iso
finished file import successfully

TASK OK

e.g.:

4. Now the ISO is available across nodes
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SBS LAB - (GUI) SMB/CIFS/NFS source for ISO Images

While it is certainly possible to upload your ISO images directly to a PVE node or to CephFS, many users
would prefer to use a regular Windows/SMB file share for ISO images.

1. Now we are going to set up a SMB share as a source for ISO images:
Step 1: Datacenter > Storage > Add > SMB/CIFS

v 3 pvel01 - Proxmox Virtual Envie X ar

&« c @ Notsecure hipsy//172.20.100.201:8006/#v1:0:18:4: 112
XPROXMUX\nnual Environment 8.4.0 Search & Documentation ‘
Server View ' Datacenter

£ Datacenter

& pve101 Q Search Add Remove Edit
252 localnetwork (pvel B Directory
- nt Path/Target
S [PVEVOL1 (pre1 & Summary » LM o
£ iSCSI-SAN-1 (pve [ Notes = LVM-Thin . o -
Elllocal (prel0) | = ciuster = BTRFS nage L
= (] locallvm (pve101 ® Coph B NFS Ip, 1SOimag...  Mvarllibivz
epl .
B SMBICIFS mage, Contai.
. e B GlusterFS
e.g. -

Step 2: ID: ISOs

Step 3: Server: share

Step 4: Username: adminXYZ@lab.vmsources.com
Step 5: Specify password

Step 6: Share: files (choose from drop-down)

Step 7: Content: ISO Image

Step 8: Subdirectory: /ISOs (omit trailing slash)
Step 9: Add

| Add: SMB/CIFS

Backup Retention

: 1D 150s Modes: All {No restrictions)
; Server: share Enable: 5|

Username: admin101@lab vmsources.. Content: 150 image

i Password:  sessesas Domain:

I Share: files Subdirectory: 150s

[] Allow Snapshots as Volume-Chain

Snapshots as Volume-Chain are a technology preview.

@ Help Advanced [A m

e.g.
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hd X pvel01 - Proxmox Virtual Envie X ar — O
<« c © Notsecure  Ritps/f172.20.100.201:8006/#v1:0:18:4:1 122 ¥ .
XPRDXMUXWtual Environment 8.4.0 Search & Documentstion e
Server View 2 Datacenter =]
- &8 Datacenter
Add Remove Edit
&1_‘:\{&101 Q, Search
£22 localnetwork (pvet r D] Ty... | Content Path/Target | S.. E.. | Bandwi
- ummary
E1150s (pvet01) 1SOs S.. Disk image Imnt/pvell... Yes Yes
=[]PVE-VOL-1(pvel [J Notes PVEVOLA WM Disk i Contai N v
% ISCSI-SAN-1 (p\l’e = Fe - - ISK Image, L.omial... o es
= Jlocal (pvel01) = iSCSI-SAN-1 IS Disk image iqn.2009-1 Yes  Yes
§D|Dca|_wm (pvel01 @ Ceph local Di.. Backup.!SOimag... [Ivarflibivz No  Yes
£+ Options local-lvm LV...  Disk image, Contai... No Yes
= Storage
Backup
e.g.: 13 Replication

NOTE : PVE will create folders on your SMB/CIFS Share, we have pre-populated the folder with
the ISOs used here. The full SMB folder path is: <SMBPATH>\template\iso

= | Manage is0
Home Share View Disc Image Tools
v | ishare\files\|50s\temp
Mame Date modified Type Size
ck access
"t » D virtio-win-0.1.271.is0 57720251049 AM  Disc Image File 709,474 KB
skto
P |j SERVER_EVAL_xB4FRE_en-us.iso 27772025 6:56 AM Disc Image File 4,925,874 KB
ywhloads »
rcuments b4
ctures »

e.g.: rerating Syster o
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Building and Managing VMs

SBS LAB —(GUI) Building a Windows VM
Step 1: Click on > Create VM

hd 3 pvel01 - Proxmox Virtual Envir X @ viphere - wireshark-101 - Sum: X ¥ pvel0l - Proxmox Virtual Envic X + =

&~ (&) © Notsecure hitps://172.20.100.221:8006/#v1:0:=node%2Fpve101:4:1 12z I
X PRO> MO vinual Environment 8.40 carch & Documentation &
Server View o MNode pve101’ <) Reboot  (H Shutdown = >_ Shell ¢ Bulk Actions
= Datacenter
Create Revert Edit Remove Apply Configuration
b pretlt ‘ Q, Search
& 100 (VM 100) Name | Type Active Autostart VLAM a.. Ports/Slaves Bond M
& 101 (VM 101) &) o
MGMT Linux VLAN Yes Yes No
222 localnetwork (pve101) [J Notes
%@ 150 (pve101) \ She bend0 Linux Bond Yes Yes No ens161en... balance
=[JPVE-VOL-1 (prel0t) - ens161 Network Device Yes Yes No
£3 esxi-101.vmclassroom.com (pvel101) & System ens192 Network Device  Yes Yes Mo
= iSCSI-5AN-1 (pvel01) = Network ens193 Network Device Yes Yes No
= [Jlocal (pve101) & Certificates ens224 Network Device Yes Yes No
= [|local-vm (pve101) @ DNS ens225 Network Device Yes Yes No
ens256 Network Device Yes Yes No
@ Hosts
vmbrQ Linux Bridge Yes Yes Yes bond(
£+ Options

Step 2: Choose node: pveXYZ
Step 3: Set the VM friendly name: w2k25-XYZ-1
Step 4: Next

Create: Virtual Machine ®
os
| Node pvel0i Resource Pool:
VM ID: 101
Name [ wak25-101-1
{ Start at boot: O Start/Shutdown =
order
Startup delay default

Shutdown timeout: | default

Tags
No Tags |+

@ Help Advanced |4 ! m
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Step 5: Storage: ISOs

Step 6: ISO Image: SERVER_EVAL...

Step 7: Type: Microsoft Windows

Step 8: Version: latest

Step 9: All additional disk for VirtlO drivers: checked
Step 10: Storage: ISOs

Step 11: ISO Image: virtio-win....

Step 12: Next

Create: Virtual Machine

General B system

@ Use CDIDVD disc image file (iso) Guest OS:
Type: Microsoft Windows
1SOimage:  SERVER_EVAL x64F Version: 111202212025
Use physical CD/DVD Drive Add additional drive for VirtlO drivers
Do not use any media Storage: | 1SOs

130 image: | virtio-win-0.1.271.iso|

Advanced 3
e.g.:

Step 13: Use defaults in most places *EXCEPT*

Step 14: Choose EFI Storage (presumably iSCSI SAN volume)
Step 15: Qemu Agent: checked

Step 16: Add TPM: unchecked

Step 17: Next

Create: Virtual Machine

General  0S Disks

Graphic card: | Defaut SCSI Controller: | Virtlo SCS single
Machine: q35 QemuAgent A

Firmware

BIOS OVMF (UEFI) Add TPM:

Add EFI Disk:

EFlStorage:  CEPH-POOL-1

Pre-Enroll keys

@ Help Advanced [ Nt |
e.g.:
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Step 18: Use defaults in most places *EXCEPT*
Step 19: Storage: PVE-LVM-XYZ
Step 20: Cache: Write-back

Step 21: Next

Create: Virtual Machine

system  [EES cru

General  0S

sesi0

5 3 eendwidh

(fast but safe)

Bus/Device scsi 0 Cache
SCSI Controller:  VirtlO SCSI single Discard: O
Storage: PVE-LVM-101 10 thread k4

Disk size (GiB): | 32

Format

QEMU image format

SSD emulation:  []
Read-only: O

@ Help

e.g.:

Backup: M
Skip replication: [
Async 10: Default (io_uring)

Advanced [

Step 22: Use defaults in most places *EXCEPT*
Step 23: Sockets: 1
Step 24: Cores: 4

Step 25: Next

Create: Virtual Machine

General 0S5  System  Disks Memory
| Sockets: 1 Type: x86-64-v2-AES x
| Cores 4 ‘ Total cores: 4
| vCPUs 4 CPU units 100
li CPU limit unlimited Enable NUMA: [
CPU Affinity All Cores
Extra CPU Flags:
Default D@0 + md-clear Required to let the guest OS know if MDS is mitigated correctly -
Default Y@ + peid Meltdown fix cost reduction on Westmere, Sandy-. and IvyBridge
- Intel CPUs
Default @0 + spec-ctrl Allows improved Spectre mitigation with Intel CPUs
Default , + sshd Protection for "Speculative Store Bypass™ for Intel models
Default @0 + ibpb Allows improved Spectre mitigation with AMD CPUs
Default @y 1+ virt-sshd Basis for "Speculative Store Bypass” protection for AMD models A
@ Help Advanced [ m

e.g.:
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Step 26: Memory (MB): 8192
Step 27: Next

Create: Virtual Machine &

General as System Disks CPU Network

| Memory (MiB): 8192

5 Minimum memory (MiB): 8192

{ Ballooning Device 4

© Help ndvanced 1 [ I
e.g.: T
Step 28:
Step 29: Use defaults in most places *EXCEPT*
Step 30: VLAN Tag: 24
Step 31: Next

Create: Virtual Machine €3]

General 0S8  System Disks CPU  Memory Confirm

1 [] No network device

Bridge: vmbr{ Model: VirtlQ (paravirtualized)
| VLAN Tag: [24 MAC address: | auto
| Firewall: [}
|

Disconnect O Rate limit (MB/s): | unlimited

MTU: Same as bridge Multiqueue

© Help Advanced [/ m
e.g.
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Step 32: Click finish

Create: Virtual Machine ®

General 0S8  System  Disks CPU Memory  Network

Key | Value

agent 1 -
bios ovmf

boot order=scsil;ide2;ide0;netd

cores 4

cpu x86-64-v2-AES

efidisk0 CEPH-POOL-1:1,efitype=4m pre-enrolled-keys=1

ide0 ISOs:isolvirtio-win-0.1.271.iso,media=cdrom

ide2 I1SOs:iso/SERVER_EVAL_x64FRE_en-us iso, media=cdrom

machine q35

memory 8192

name W2k25-101-1

netl virtio bridge=vmbr0 tag=24 firewall=1

nodename pvel01

numa 0 -

[] Start after created

Advanced |4
e.g.:

3. Wait for the VM to create
Step 1: Open a console to the VM

3 pvel01 - Proxmox Virtual Envie - X+
€ C O Notsecure https://10.26.20.101:8006/#v1:0:=qemu%2F101:
x PRO MO X vitual Environment 9.03 Search
Server View  \irtual Machine 101 (w2k25-101-1) on node ‘pvel0t” N
= Datacenter (PVE-CLUSTER-1) s
B pvetod ] ST
3 100 (debian-101-1) >— Console
101 (W2k25-101-1 _ T w2k25-101-1 Notes
121 cainetor (v R,
nit
CEPH-POOL-1( > Start i Status stopped
ISOs (pve101) Shutdo H 2 HA State none
PVE-LVM-101 (f [/ Stop istory B Node pve101
PVE-SAN-1 t
(pve {# CPU usage 0.00% of 4 CPU(s)
focal (pvet01) gy
= Jiocalm (pre10 E‘ CIQ ) B9 Memory usage 0.00% (0 B of 8.00 GiB)
= lone
vel02 ition & Host memory usage 0B
B [ Convert to template Y usag
ocalnetwork (pve . & Bootdisk size 32.00 GiB
CEPH-POOL-1 ( *— Cansole
e g . =0]150s (pret02) U Firewall =IPs No Guest Agent configured
3 VM 101 (w2k25-101-1) - Google Chrome: = g
© Notsecure  h#tp5://10.26.20.101:8008/?console=kvmanovnc=1&vmid=101&vmname=w2k25-101-1&n... &,

Guest not running

¢ Start Now
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4. VM is now on
Step 1: Wait

X PROXMOX

X QEMU (w2k25-101-1) - noVINC - Google Chrome - O x

© Notsecure  https://10.26.20.101:8006/?console=kvmanovnc=18vmid=101&vmname=w2k25-101-1&node=pve1018&resize=off&cmd= R

5 Windows Server Setup

Select language settings
Language to install English (United States)

Time and currency format English (United States)

Step 2: B

5 Windows Server Setup

Select keyboard settings

Keyboard or input method us

Step 3:
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=5 Windows Server Setup.

Select setup option

Install the latest version of Windows Server, or repair your PC. If you're installing Windows Server, please note your
files, apps, and settings will be deleted

Iwould like to © Install Windows Server

© Repair my PC

Iagree everything will be deleted including files, apps, and settings

Previous Version of Setup

BE Microsoft  Support

Step 4:

5 Windows Server Setup.

Select Image

Please select the image you want to install

Operating System:

Windows Server 2025 Standard Evaluation

Windows Server 2025 Standard Evaluation (Desktop Experience)
Windows Server 2025 Datacenter Evaluation

Windows Server 2025 Datacenter Evaluation (Deskrop Experience)

This option installs the full Windows graphical environment, cansuming extra drive space. It can be useful if you want
to use the Windows desktop or have an app that requires it

BE Microsoft  Support  Legal

Step 5:

Step 6:

i Windows Server Setup

Applicable notices and license terms

Please rezd this 50 you know what you're agreeing to

"IOU MUST ACCEPT THE SOFTWARE LICENSE TERMS. SEE BELOW. Please read the
full license terms provided at (aka.ms/useterms).

IMPORTANT NOTICE
Diagnostic and Usage Information. Microsoft collects this information over the
Internet to help keep Windows secure and up to date, troubleshoot problems, and
make product improvements, and may associate the information with your
organization. Microsoft server operating systems can be configured to turn diagnostic
data off, send Required diagnostic data, or send Optional diagnostic data. The default
ing is to send Required diagnostic data. Required diagnostic data includes
information to help keep the device secure, up-to-date, and working as expected.

Choice and Control: Administrators can change the level of information collection
through Settings. For details, see (aka.ms/winserverdata). Also see the Microsoft
Privacy Statement (aka.ms/privacy).

Microsoft  Support Legal Decline Accept

Step 7:
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Step 8: Now we need to add virtio SCSI drivers to Windows in order to be able to see the disk
Step 9: Choose: Load Driver

i Windows Server Setup.

Select location to install Windows Server

S Refresh Load Driver & Ein

X Delete Partition ol Format Partition

Total Sze Free Space Type

Hardware not showing up? Load driver to access your hardware.

BE Microsoft  Support  Legal

e.g.:

Step 10: Select the drive with virtio mounted and expand

stall driver to show hardware

= select the driver you Browse for Folder @
R Browse to the folder containing the driver, and then dick OK
vse folder with driver BI
- | ThisPC
er description > (== CD Drive (0:) virtio-win-0.1.271
> == CD Drive (E:) S55_X64FREE_EN-US_DV9
3 == Boot (i)
lide drivers that aren't

e.g.:
Step 11: Scroll down
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oo ammraran ==

L DIV T A VY L

Browse to the folder containing the driver, and then dick OK

nat aren't]

v == CD Drive (D:) virtio-win-0.1.271 e

> = amd
>

e

cert

i385

7

>
>
>

-
» __ gem

64
Balloon
= data

> T fcfg
guest-agent

MNetkVM
pvpanic

ufwcfg

oK Cancel

e.g‘ . were found

Step 12: Find the folder for your OS: vioscsi > 2k25 > amd64
L Sr10wW T1diuvvdi 2

~ R

Browse to the folder contaming the driver, and then chidk OK

VEI

e

»

3

»
, -
b

L

» Sl

WIDSCsi

x12
X12R2
16
19
A2
2325

= anMs4

&8
XBR2

[ o | oo

Cloud Computing from the Ground Up with Proxmox 9

e.g.

© 2026 VMsources Group Inc., CC BY-SA 4.0

158

Author: John Borhek


https://creativecommons.org/licenses/by-sa/4.0/

Cloud Computing from the Ground Up with Proxmox 9

Step 13: Select the Red Hat VirtlO SCSI pass-through controller and click: Install

4 Windows Server Setup

Install driver to show hardware

Please select the driver you want to install to make your hardware discoverable

D:\viosceil2k25\amdé4 I

Driver description Driver file path
Red Hat Virtl0 SCSI pass-through controller D:\vioscsi\2k25\amd64\viascsi.inf

@ Hide drivers that aren't compatible with this computer's hardware

22 Microsoft  Support

Step 14: Next

4 Windows Server Setup

Select location to install Windows Server

S Refresh Load Driver @ Bring Disk Online

X Delete Partition ol Format Partition - Create Partition

Hame Total sze Free Space Type
Disk 0 Unallocated Space 32.0 GB. 32.0 GB. Unaliocated Space

B Microsoft  Support  Legal

e.g.:
Step 15: Install

i Windows Server Setup.

Ready to install
You won't be able to use your PC during installation. Save and close your files before you begin

To recap, you've chosen to

+ Install Windows Server 2025 Datacenter Evaluation (Desktop Experience)

Vv Keep nothing

B Microsoft  Support  Legal Tnstall
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X QEMU (w2k25-101-1) - noVNC - Google Chrome

@ Not secure  hitps://10.26.20.101:8006/7c =1&vmid=101 =w2k25-101-1&node=pve 101, md=

3

Installing Windows Server

Your PC will restart several times. This might take a while.

£ 15% complete

Cancel

Step 16:

Step 17: Enter the password:

] QEMU (2k25-101-1) - noVNC - Google Chrome

© Notsecure  hitps://10.26.20.101:8006/7c =1&vmid=101 =w2k25-101-1&node=pve101 md=

Customize settings
Type a password for the built-in administrator account that you can use to sign in to this computer.
User name

Password

Finish
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EAVIL A R DVEIUZ = POXMOX VIFtual ERVIne At

3 QEMU (w2k25-101-1) - noVNC - Google Chrome

© Not secure  https://10.26.20.101:8006/2cc =18vmid=101 =w2k25-101-1&node=pve 10 md=

o

Press Ctrl+Alt+Delete to unlock.

717

Thursday, August 7

v

Thursday, August 7

mar R 2 pvelUZ- Proxmox VirtualEnvic A 1

18: Use the floating keyboard to send: [CTRL]+[ALT]+[DEL]
b [ ]

3¢ QEMU (w2k25-101-1) - noVNC - Google Chrome

© Notsecure  hitps://10.26.20.101:8006/7c =18vmid=101

=w2k25-101-1&node=pve101 md=

i S

E
)

0

w

o Learn more link for info on these settings, how to change them, how
) Windows helps protect you from unsafe apps and web content, and

the related data transfers and uses.

2.
_J Required only
) Send enly info about your device, its settings and
capabilities, and whether it is performing properly.
0 Diagnostic data is used to help keep Windows secure and
N up to date, troubleshoot problems, and make product
improvements. Regardless of your choice, your device will
o be equally secure and will operate normally.
2.

Send diagnostic data to Microsoft

Choose your settings, then select Accept to save them. Check the

troubleshoot problems, and make product improvements.
Required diagnostic data will always be included when you
choose to send Optional diagnostic data. Regardless of

your choice, your device will be equally secure and will
operate normally.

i REVICE

— A p——— e
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SBS LAB - (GUI) VirtlO for Windows with QEMU Guest Agent

Step 1: Open the file browser to the virtio drive and run: virtio-win-gt-x64

My XN DVEIVE - PIOXMOKVIUGI Evie K| T
X QEMU (w2k25-101-1) - noVING - Google Chrome - O
© Notsecure  itpsi//10.26.20.101:8006/2c =18vmid=101 =w2k25-101-1&tnode=pve101 md= 3
in
e [
te
= | Manage CD Drive (D) virtio-win-0.1.271 - O
d Home | Share  View | Application Tools
v » g &ut Moveto Delete ~ E M B | Elsclectan
w2 Copy path f1- Select none
Pin to Quick Co Paste E] - New Properties Filters
o i o [£] Paste shorteut Beoprto LR Lt i 2 invert selection =
) Clipboard Qrganize New Open Select Filter
<« v = > CD Drive (D) virtio-win-0.1.271 > v C »
'
& Downloads # Mame Type
[ viofs File folder
o Documents *
< viogpudo File folder
It .
I Pictures # vioinput File folder
o @ Music * viomem File folder
1 3 Videos viorng File folder
vioscsi File folder
'
vioserial File folder
0 viostor File folder

5 e CD Drive (D) virtio-win-0.1.271

[ virtic-win_license Text Docu

> K8l CD Drive (E) SSS_XG4FREE_EN-US_DV9

|“.I virtio-win-gt-x64 4/7/2025 2:05 AM Windows

> @ Network

P virtio-win-gt-x86 Windows

Applicatic

s virtio-win-guest-tools

1item selected 4.67 MB

27 items.

T:21PM
8/7/2025

o @ %

gl

mu X g pveivs-vroxmoxvirtualtmar X 1
X QEMU (w2k25-101-1) - noVNC - Google Chrome - O X
© Notsecure  kips://10.26.20.101:8006/?console=kvmanovnc=18vmid=101&vmname=w2k25-101-1&node=pve101&resize=offBicmd= 3
in
- Ly
te
'

\ Manage D Drive (D:) virt 27 = o
o Share View Application Tools
v & Cut Move to Delete - - M- Hselectan
vl Copu path - Select none
d Pin to Quick Copy P2 I Virtio-win-driver-installer Setup - B e | D
h) Clipbd Select Filter
Vi . Welcome to the Virtio-win-driver-installer
) € . irtio-win [y »
L Downloads fied Type
) The Setup Wizard will install Virtio-win-criver-nstaller on your 03 A File folder
o = Documents computer. Click Next to continue or Cance! to exit the Setup
Wizard, 03 AM File folder
v
B Pictures 03 AM File folder
o O Music 03 AM File folder
3 3 Videos 03 AM File folder
03 AM File folder
)

03 AM File folder

> [l ThisPC

03 AM File folder
> = CD Drive (D3
Back Cancel 03 AM Text Docu
> H8 CD Drive (E) 5§
W virtiowin- gt 47772025205 AM Windows

> 8 Newwork Pl virtio-win-gt-x86

Windows

# virtio-win-guest-tools Applicatic

27items  1item selected 467 MB

T21PM
~ b B 87772025 &

Step 2: == A ——
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l_] o Cut Move to { Delete ~

sl Copy path
Pa Al Virtio-win-driver-installer Setup

)b End-User License Agreement

Please read the following license agreement carefully

The virtio-win installer is licensed under: fi

Microsoft Reciprocal License (MS—RL) | ¢
GNU GENERAL PUBLIC LICENSE Version 2
Apache License Version 2 (

Copyright (c) .NET Foundation and

contributors. 'y
This software is relsased under the Microsoft

Reciprocal License (MS-RL) (the "License"); t
you may not use the software except in -

rommliance with the T.4drcenas

(8 1 accept the terms in the License Agreement

vi

Print Back Cancel (
Step 3: =
p . T Tl virtin-win-of-xhd ATTIARS A

" Virtio-win-driver-installer Setup - X

‘Custom Setup
Select the way you want features to be installed.

Virtio-win

Click the icons in the tree below to change the way features will be installed.

Virtio-balloon is used to contral the
Netwark amount of memory a virtual machine
Pupanic actually accesses. It offers

Fuchg improved memary overcommitment.

Qemupdiserial This feature requires 276K on your
Vioinput hard drive.

Viorng
Vioscsi
Vioserial

Browse. ..

Reset Disk Usage Back Cancel

Step 4:

"8 Virtio-win-driver-installer Setup = X

Ready to install Virtio-win-driver-installer Virtio-win

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

Back Install Cancel

Step 5:

" Virtio-win-driver-installer Setup X

Completed the Virtio-win-driver-installer
Setup Wizard

Click the Finish button to exit the Setup Wizard,

Step 6:
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s A pue e = rroxn A
X QEMU (w2k25-101-1) - noVNC - Google Chrome o X
= © Not secus re  hitps://10.26.20.101:8006/7c =18&vmid=101 k25-101-18node=pve101 md= <
fin) o
)
& I ~
THEEE

. == Q Search B - e ~ 8 T ;f}ii:;ﬁﬁ
e.g: L S _

Step 7: Reboot Windows

2KB
Closes all apps, turns off the cemputer, and then turns
it on again. KB
= 30,383 KB
D) Resw
t 0
I ; Administrator C)
I 1
od c - ] [
. mm Q Search B = @R L2 »
e.g.: - = = =
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Step 8: Login to w2k25-XYZ-1 > Search: services.msc > [Enter]

m QEMU (W2k25-101-1) - noVNC - Google Chrome

© Not secure

hitps//10.26.20.101:8006/?console=kvm&novnc=18wmid=1008vmname=W2k25-101-1&node=pve 101&resize=off8lcmd=

\Yil=lal=Tal=
L, Services = m} X
File Action Y¥iew Help
: Y- R
I Local 5¢ . Services (Local) Services (Local) -
i All Serv R n .
- Select an item to view its description,  Mame Description Status Startup Type Log
.i File and -&:);Active)( Installer (AxInstSV) Provides Us... Manual Loc
».C:)EApp Readiness Gets appsre...  Running  Manual Loc
Q‘);Appl\catlnn Identity Determines ... Manual (Trig... Loc
-&:);Apphcatioﬂ Information Facilitatest.. Running  Manual (Trig.. Lec
{;}EApphcatiUn Layer Gateway ... Provides su... Manual Loc
Q‘);Appl\catlnn Management Processes in... Manual Loc
-&:);Appx Depleyment Service (.. Providesinf.. Running  Manual (Trig.. Lec
\:;}EAUtU Time Zone Updater Automatica... Disabled Loc
\C:);Ea:kgrnund Intelligent Tran... Transfersfil... Running  Automatic (D... Loc
\,C;*;Backgrouﬂd Tasks Infrastru.. Windows in.. Running  Automatic Loc
\:;}EBEHUUFISEN\CE Balloon Ser...  Running  Automatic Loc
\C:);Ea;e Filtering Engine The Base Fil... Running  Automatic lec
\,C;*;Bluetoath Support Service The Bluetoo... Manual (Trig... Leoc
\:;)EBlUE‘tUDthUSErSENi(E_BEEBE <Failed to R... Manual (Trig... Loc
-&:);BTAGSemce <Failed to R... Manual (Trig... Loc
\,C;*;BthAvctpSvc «Failed to R... Manual (Trig... Loc
{;)ECapab\IityAccess Manager ... Providesfac.. Running Manual (Trig.. Lec
-&:);CaptureServi(ejaeBe Enables opti... Manual Loc
\,C;*;Certiﬂ(ate Propagation Copies user ... Manual (Trig... Leoc
{;};CIient License Service (ClipS... Providesinf.. Running Manual (Trig... Lec
-&:);Clipboard User Service_3aede Thisuserse.. Running  Automatic (D.. Loc
Extended /(Standard/
BPA results BPA results
2/3/20
Q Search [ il e
e.g.: -
Step 9: Look for the QEMU Guest Agent
% Services = a X
File Action View Help
ol dlnlCREYN 7 No: | R
. Services (Local) —.( Services (Local)
Select an item to view its description.  Name - Description Status Startup Type Leg
-\,',‘\L_‘;Prmter Extensions and Motif... This service ... Manual Loc
{;};PrmtScanBrokerSewice Provides su... Manual Loc
ELPrintWorkflow_3ae3e Provides su... Manual (Trig... Loc
-\S\L_’;Prnhlam Reports Control Pa... This service ... Manual Loc
{;L_’;ngram Compatibility Assi.. This service .. Autematic (D.. Loc
-\.ﬁ}gQuaIitmedow;Audio Vid... Quality Win... Manual Loc
-\S\L_’;Radln Management Service  Radio Mana... Running  Manual Loc
-\S-,L_’;REFS Dedup Service ReFS data d... Manual Loc
-.'.'-\}EREmuteAccEssAutu Conne... Creates a co... Manual Loc
{\L_‘;RemﬂteA:(Ess Connection... Manages di... Manual Loc
-&’ Remote Desktop Configurat... Remote Des... Manual Loc
-.'.'-\}5 Remote Desktop Services Allows user... Manual Net
-\S\L_’; Remote Desktop Services U...  Allows the r... Manual Loc
-&L{‘EREmote Procedure Call (RPC) TheRPCSS .. Running  Automatic Net
-,.'."\L‘EREmute Procedure Call (RP... In Windows... Manual Net
-\S\L_’; Remote Registry Enables rem... Running  Automatic (T.. Loc
-.'.;L{‘EREsuItant Set of Policy Provi... Providesan.. Manual Loc
-,.'."\L‘ERDuting and Remote Access  Offers routi... Disabled Loc
-&’ RPC Endpoint Mapper Resolves RP.. Running  Automatic MNet
-.'.;L{‘;Se(ondary Logen Enables star... Manual Loc
-,.'."\L‘ESecure Socket Tunneling Pr...  Provides su... Manual Loc
Extended ;(Standard/

e.g.
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Step 10: If itis not present, you will need to install it manually from CD/DVD

Step 11: Install QEMU Guest Agent by browsing to: D:\ virtio-win-X.X.XXX\guest-agent\gemu-ga-
x86_64 and double-click

| |2] = | guest-agent - O *

Home Share View 9
| » d B Cut Move to Delete ~ - v Bl setectan v
! il Select none

W Copy path

' Pin to Quick Copy Paste anv te Mew Properties Filters

access d Paste shortcut e [T folder - EF Invert selection -
Clipboard Organize MNew Open Select Filter

< . ‘ v|c »

-~
u Videos » MName Date modified Type Size

Pl gemu-ga-i286 1/19/2025 4:00 PM Windows Installer ... 11,336 KB
Pl gemu-ga-x86_64 1/19/2025 4:00 PM Windows Installer ... 11,493 KB

> [ ThisPC

~ o CD Drive (D) vir

» amd&d

» Balloon
cert
data

» fwefg
guest-agent

e.g..i s 1296

Step 12: Check services.msc again after: Refresh
Sorvar Manscear » Dachbsard . . |

O, Services — O X
File = Action View Help
‘@ L Connect to another computer ...
SmE—
S e All Tasks >
W #
Refresh tion, Mame Description Status Startup Type Log
i Export List -.C{J_;Printer Extensions and Motif... This service ... Manual Lec
Jj‘li_;PrintScanBrokerService Provides su... Manual Loc
Help -&?;PrintWorlcFlow_BaeBe Provides su... Manual (Trig... Loc
».‘.'{J_;Problem Reports Control Pa... This service ... Manual Loc
e g . {:{J_;Program Compatibility Assi... This service ... Autematic (D... Loc
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. services (Local)

Select an item to view its description.  Mame Description Status Startup Type Log
Q;Printer Extensions and Motif... This service ... Manual Loc

{é‘;PrintScanBrokerSewice Provides su... Manual Loc

{é;PrinthrlcFlnw_BaeBe Provides su... Manual (Trig... Leoc

Q;Prablem Reports Control Pa.. This service .. Manual Loc

{é‘;Program Compatibility Assi... This service... Running  Automatic (D... Loc

{é‘;QEMU Guest Agent QEMU Gues... Running  Automatic Loc

-J.“J QEMU Guest Agent V55 Pro... QEMU Gues... Manual Loc

Q;QualityWindDwsAudiD Vid... Cuality Win... Manual Loc

-E) Radic Management Service  Radio Mana... Running  Manual Loc

e.g.: {,:J_‘;REFS Dedup Service ReFS data d... Manual Loc
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SBS LAB —(GUI) VM Cleanup after installation
Step 1: Go to: pveXYZ > w2k25-XYZ-1 > Hardware

Step 2: Select the first CD/DVD

Step 3: Remove

e.g.

3 pvel01 - Proxmox Virtual Envir X

€« c © Not secure

= Datacenter (PVE-CLUSTER-1)
B pretot
(23 100 (debian-101-1)
G2 101 (w2k25-101-1)
localnetwork (pve101)
(] CEPH-POOL-1 (pvel0t)
=[] PVELVM-101 (pve101)
= PVE-SAN-1 (pvel01)
2 (Jiocal (pvel01)
=[Ilocal-vm (pve101)
B preto2
localnetwork (pve102)
=[] CEPH-POOL-1 (pve102)
=[] PVE-LVM-101 (pve102)
= PVE-SAN-1 (pvel02)
=[local (pve102)

Confirm

+
ktps//10.26.20.101:8006/#v

X PROX MO virtual Environment 9.0.3. searen

Server View

Virtual Machine 101 (w2k25-101-1) on node 'pve101

8 Summary
>_ Console
2 Hardware
& Cloud-nit
1 Options
£ Task History
@ Monitor
Backup
3 Replication
= Snapshots
U Firewall

o' Permissions

Add Remove | Edit  DiskAction Revert
®A Memory 8.00 GiB

i Processors 4 (1 sockets, 4 cores) [x86-64-v2-AES]
& BIOS OVMF (UEFI)

&2 Display Default

4 Machine pc-q35-10.0

£ ¢8I Controller

©f coovoome @) |
(@ CD/DVD Drive (ide2)

& Hard Disk (scsi0)

= Network Device (net0)

& EFIDisk

Are you sure you want to remove entry ‘CD/DVD Drive (ide0)

Step 4: Select the second CD/DVD

Step 5: Remove

X prel0l - Proxmox Virtual Envir X

<« c © Not secure

=2 Datacenter (PVE-CLUSTER-1)
B preto
23 100 (debian-101-1)
G2 101 (w2k25-101-1)
localnetwork (pve101)
=[] CEPH-POOL-1 {pve101)
S[PVELVM-101 (pve101)
= PVE-SAN-1(pvel01)
S local (pve101)
=[] locakvm (pve101)
B prel02
localnetwork (pve102)
(] CEPH-POOL-1 (pvel02)
=[] PVE-LVM-101 (pve102)
= PVE-SAN-1(pvel02)
= local (pve102)
Z(]local-lvm (pve102)
Eb pvel03

localnetwork (pve103)

Confirm

s
B#tps://10.26.20.101:8006/#v1:0:=qemu%2F10

x PRO MO X virtual Environment 903 Search

Server View

Virtual Machine 101 (w2k25-101-1) on node ‘pve101°

& Summary
>_ Console
3 Hardware
& Cloud-Init
& Options

B Task History

1:=contentls

Virtl0 SCSl single
1S 0s’iso/virti 0.1.271.is0.1

ize=709474K
1S0siso/SERVER_EVAL x64FRE_en-us iso,media=cdrom size=5873196K
PVE-LVM-101:vm-101-disk-1 qcow2 cache=writeback.iothread=1 size=32G
Virtio=BC:24:11:6C EE:AS bridge=vmbr0 firewall=1 tag=24
PVE-LVM-101-vm-101-disk-0.qcow2 efitype=4m pre-enralled-keys=1 size=528K

No Tags &
Add Remove Edit Disk Action Revert

&2 Memory 800 GiB

i Processors 4 (1 sockels, 4 cores) [x86-64-v2-AES]

¥ BIOS OVMF (UEFI)

) Display Default

@ Machine pe-q35-10.0

€ sCsl Controller

© Rzt @ CDIDVD Drive fideD)
Backup

o () CD/DVD Drive (ide2)
2 Rep

D Snapshots
U Firewall

o' Permissions

& Hard Disk (scsi0)
= Network Device (net0)

& EFIDisk

Are you sure you want to remove entry 'CD/DVD Drive (ide2)

VirtlO SCSI single

I1SOscisolvirti 01271 iso, ize=709474K

1SOs'iso/SERVER_EVAL x64FRE_en-us iso,media=cdrom, size=5873196K
PVE-LVM-101:vm-101-disk-1 qcow2 cache=writeback.iothread=1 size=32G
Virtio=BC:24:11:6C EE:AS bridge=vmbr0 firewall=1 tag=24
PVE-LVM-101-vm-101-disk-0.qcow2 efitype=4m pre-enralled-keys=1 size=528K
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3 pvel0l - Proxmox Virtual Envir X+
€« G © Notsecure  hitps//10.26.20.101:8006/#v1:0:=qemu%2F101:4:11:=contentlsox7:2
xpnﬂxmnanualEnvimnmentS.D.S Search
Server View £ | Virtual Machine 101 (w2k25-101-1) on node ‘pve10T  No Tags #* Stat |d
=2 Datacenter (PVE-CLUSTER-1)
& pretot & Summary Add Remove Edit Disk Action Revert
S} 100 (debian-101-1) >_ Console &3 Memory 8.00 GiB
3 101 (w2k25-101-1) ; i Processors 4 (1 sockets, 4 cores) [xB6-64-v2-AES]
= HPOOLA (py 2 Display Defaut
Z[PVELVM-101 (pve & Hibernate
= PUE-SAN- (pretl & Shutdoun b 8 Machine pc-q35-10.0
Slocalpetol) | m sop & sCSl Controller VirtlO SCS single
= locaklvm (ve101) = Repoot @ CDIDVD Drive (ide0) isalvitio-win-0.1.271so,
B pret02 » - — —
7 Migrate CDIDVD Drive (ide2) SERVER_EVAL_x84FRE_en-us.iso,med
ocalnetwork (pveﬂl_ n [G] = ERVES C4FRE s iap med
) Clone 50s1s0/SERVER _EVAL_XB4FRE en-tis-isomed ; e
CEPH-POOL (py [ Convert to template & Hard Disk (scsi0) PVE-LVM-101:vm-101-disk-1.qcow2,cache=writeback iothread=1,size=32G
S[]PVELVM-101 (pve P
= = Network Device (net0) virtio=BC:24:11:6C-EE:AB bridge=vmbr0 firewall=1,tag=24
= PVE-SAN-1 {pveil > Console : : :
=[local (ue102) & Parmiissions & EFIDisk PVE-LVM-101:vm-101-disk-0.qcow2. efitype=4m,pre-enrolled-keys=1size=528K
e. g. . = (Tlocalvm (pvel02)

Step 6: Right-click on the VM > Shutdown

3K pveldl - Proxmox Virtual Envir: X +

“« c @ Notsecure  hips//10.26.20.101:8006/#v1:0:=qemu?%2F100:4:42:=contentlso::7:5
x PRO MO < Virtual Environment 9.1.5 Search
Server View

d Virtual Machine 100 (W2k25-101-1) on node 'pve101"  No Tags &
£ Datacenter (PVE-CLU.

S it sk A
By pve101 & Summary Add Remove  Edi Disk Action Revert
) 100 (W2t aansals = Memory 800 GIB
localnety " e @ Processors 4 (1 socksts, 4 cores) [x86-64-v2-AES]
Pause
D:;EOPH'F % Hibernate ait & BIOS OVMF (UEFI)
==t (p , L Display Default
Z[pvE-LV © Shutdown
Machit -q35-10.1
=[] PVE-NF Il Stop story @ Maching peq
= PVE-SAl 2 Reboot £ 5CSlI Controller VirtlO SCSI single
= <
g Reset @ CD/DVD Drive (ide0) ISO nfvlr.!u:)-wu'.l-li] 1?]1 |9f>,med 8
< Migrate 3 CDI/DVD Drive (ide2) [iso/ SERVER_EVAL_x64FRE_en-us iso, me
s . @ VAl JATRE nun s
one 5 VE ExB4FRE—en
Bl pvet102 ts . . ; . . .
e g * Convert to template & Hard Disk (scsi0) CEPH-POOL-1:vm-100-disk-1,cache=writeback,iothread=1,size=32G

Confirm (5]

VM 100 (W2k25-101-1) - Shutdown

NOTE : The devices will only be fully removed after VM shutdown
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SBS LAB - (GUI/CLI) Debian Linux Server for PVE

1. The first thing we are going to do is build the VM
Step 1: Create VM

Step 2:

Step 3:

3 pve101 - Proxmox Virtual Envir - X

< C

X PROX MO vitual Environment 503 Searcn

Server View

£ Datacenter (PVE-CLUSTER-1)
B pet0l
localnetwork (pve101)
£ [ CEPH-POOL-1 {pve101)
% I1SOs (pve101)
=[]PVE-LVM-101 (pve101)
PVE-SAN-1 (pve101)
£ [Jlocal (pve101)
=[] local-vm (pve101)
s pve102
localnetwork (pve102)
£ [ CEPH-POOL-1 (pve102)
% 1SOs (pve102)
PVE-LVM-101 (pve102)
PVE-SAN-1 (pve102)
= [Jlocal (pve102)
=[] local-vm (pve102)
o pvel03
localnetwork (pve103)
£ [ CEPH-POOL-1 (pve103)
) I1SOs (pve103)
Z[]PVE-LVM-101 (pve103)

(0 (20

Step 4: Next

Create: Virtual Machine

em -

Node pveldl
VM ID: 100
Name: debian-101-1

3¢ pve102 - Proxmox Virtual Envie X

© Notsecure  https://10.26.20.101:8006/#v1:0:=node%2Fpve101:4;

L Node pve101

Q Search

& Summary

[J Notes

>_ Shell

& System
= Network

1

Certificates.
DNS
Hosts

Options

0% O O »

Time

= System Log
< Updates

£ Repositories
P Firewall

2 Disks

Choose node: pveXYZ

Name: debian-ZYZ-1

2

Package versions

pve101 (Uptime: 07:01:01)

{ii} CPU usage

= Load average

=9 RAM usage
& [ HD space

CPU(s)

Kernel Version
Boot Mode
Manager Version

Repository Status

CPU Usage
18

16 /\,__/\

Resource Pool

Cloud Computing from the Ground Up with Proxmox 9

3¢ pve103 - Proxmox Virtual Envi

Start at boot: O

Tags
No Tags | +

© Help

Start/Shutdown

any
order: Y

Startup delay: default

Shutdown timeout default

Advanced [

© 2026 VMsources Group Inc., CC BY-SA 4.0
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1.51% of 12 CPU(s)
121074036

5.48% (3.44 GiB of 62.80 GiB)
27.37% (3.69 GiB of 13.49 GiB)

O 10 delay

KSM sharing

£ SWAP usage

) Reboot (Y Shutdown

& Proxmox VE updates

b4

& Documentation [ ESEETERT V] m

>_ Shell iR

H

0

12 x Intel(R) Xeon(R) Gold 6154 CPU @
Linux 6.14.8-2-pve |

pve-manager/9.0.3

Non production-ready 1

@ CPU usag

Author: John Borhek
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Step 5: Storage: ISOs
Step 6: ISO Image: Debian-...
Step 7: Next

Create: Virtual Machine

General E System

(®) Use CDIDVD disc image file (iso) Guest 0S:

Storage: | 150s Type Linux

IS0 image: | 11.0-amd64-DVD-1.iso Version 6.x - 2.6 Kemnel
(0 Use physical CD/DVD Drive

(O Do not use any media

Advanced [/
e.g.:

Step 8: Use defaults in most places *EXCEPT*
Step 9: Qemu Agent: checked
Step 10: Next

Create: Virtual Machine

General 08 Disks

Graphic card: Default SCSI Controller: | VirtlO SCSI single
Machine: Default (i440fx) Qemu Agent

Firmware

BIOS Default (SeaBIOS) Add TPM O

© Help Advanced (A m
e.g.:
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Step 11: Use defaults in most places *EXCEPT*
Step 12: Cache: Write back (fast and safe)
Step 13: Storage: PVE-LVM-XYZ

Step 14: Next

Create: Virtual Machine

General 0S  System m CPU

scsi) L Disk [:EUERET
Bus/Device sCsl 0 Cache:

SCSI Controller: VirtlO SCSI single Discard: O
Storage PVE-LVM-101 10 thread M

Disk size (GiB): | 32

Format: QEMU image format
SSD emulation: [] Backup: %]
Read-only: O Skip replication: []

Async 10: Default (io_uring)

@ Help Advanced [
e.g.:

Step 15: Use defaults in most places *EXCEPT*
Step 16: Sockets: 1

Step 17: Cores: 4

Step 18: Next

Create: Virtual Machine

General 0S  System Disks Memory

Sockets: 1 Type: x86-64-v2-AES X
Cores | 4 ‘ Total cores 4

VCPUs 4 CPU units: 100

CPU limit: unlimited Enable NUMA: [

CPU Affinity All Cores

Extra CPU Flags:

Default md-clear Required to let the guest OS know if MDS is mitigated correctly
Default _O@O + peid Meltdown fix cost reduction on Westmere, Sandy-, and IvyBridge
- Intel CPUs
Default _O@0+ spec-ctrl Allows improved Spectre mitigation with Intel CPUs
Default _O@0 + sshd Protection for "Speculative Store Bypass™ for Intel models
Default _O@O) + ibpb Allows improved Spectre mitigation with AMD CPUs
Default Na  ar virt-sshd Basis for "Speculative Store Bypass” p ion for AMD models v

@ Help Advanced [
e.g.:
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Step 19: Memory (MiB): 8192
Step 20: Next

Create: Virtual Machine

General 0S  System Disks CPU Network

Memory (MiB): 8192

Minimum memory (MiB): 8192

Ballooning Device: M

@ Help Advanced [
e.g.:

Step 21: Use defaults in most places *EXCEPT*
Step 22: Bridge: vmbrO

Step 23: VLAN Tag: 24

Step 24: Next

Create: Virtual Machine
General 0S  System Disks CPU  Memory Confirm

[] No network device

Bridge: vmbr0 Model: VirtlO (paravirtualized)
VLAN Tag [24 MAC address: | auto

Firewall =]

Disconnect im | Rate limit (MBfs): | unlimited

MTU Same as bridge Multiqueue:

© Help Advanced [/
e.g.:
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Step 25: Finish

Create: Virtual Machine &

General 0S  System Disks CPU Memaory Network

Key 1T Value

agent 1 -
cores 4

cpu %86-64-v2-AES

ide2 I1SOsiso/debian-12.11.0-amd64-DVD-1.iso,media=cdrom

memory 8192

name debian-101-1

netl virtio, bridge=vmbr( tag=24 firewall=1

nodename pvel01

numa 0

ostype 126

scsi PVE-LVM-101:32 format=qcow?2 iothread=on,cache=writeback

scsihw virtio-scsi-single

sackets 1

vmid 100 -

[] Start after created

Advanced [A
e.g.:

Step 26: Right-click to: Console

3 pve101 - Proxmox Virtual Emvir X +

&« c © Notsecure  https://10.26.20.101:8006/#v1:0:=qemu%2F100:4:

X PROX MO vitual Environment 303 Search

Server View ®  \frual Machine 100 (debian-101-1) on node ‘pre101°  No
£ Datacenter (PVE-CLUSTER-1) *
B pret0t & Summary
100 (debian-101-1) > LConenle

localnetwork (pve10 debian-101-1

(1 CEPH-POOL-1 (pu » Start
=(]1S0s (pve101) Shu i Status
£ [JPVE-LVM-101 (pve | Stop % HA State
£ PVE-SAN-1 (pvel01 2 Reboot ny B Node
[Jlocal (pvel0t) 41 Migrate i CPU sage

£ [Jlocal-vm (pve101) s

102
B pe [™ Convert to template

localnetwork (pve10 n 3 Host memory usage
[] CEPH-POOL-1 (pv *— Console ! & Booldisk size

e.g. N £(]1S0s (pve102) _ -

Clone =3 Memory usage

3 VM 100 (debian-101-1) - Google Chrome - O

)| @ Notsecure hitps://10.26.20.101:8006/?console=kvm&novnc=1&vmid=100&vmname=debian-101-18&n... 4,

Guest not running

¢ Start Now
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2. Now we install Debian

Cloud Computing from the Ground Up with Proxmox 9

3¢ QEMU (debian-101-1) - naVNC - Google Chrome - o

)| © Notsecure https://10.26.20.101:8006/?console=kvm@novnc=1&vmid=100&vmname=...

© debian 12

Debian GNU-Linux installer menu (BIOS mode)

Graphical install

Install

Advanced options

Accessible dark contrast installer menu
Help

Install with speech synthesis

Press a key, otherwise speech synthesis will be started in 24 seconds...

Step 1:

3 QEMU (debian-101-1) - noVNC - Google Chrome
oog|

)| Select alanguage

Language:

1) Bosnian - Bosanski
Bulgarian - BuArapcku
Burmese - R
Catalan - Catala
Chinese (Simplified) - PX(&E#)
Chinese (Traditional) - sz(268)

I Croatian - Hrvatski
Czech - Cestina

Danish - Dansk
Dutch - Nederlands

Dzongkha - Em

Esperanto - Esperanto
Estonian - Eest
Finnish - Suomi

Pl French - Francais
Galician - Galego
Georgian - Johoyma
German - Deutsch
Greek - EAAQUIKd

g Gujarati - omad

. Hebrew -y

g Hindi - R

b Luunnarian - Manuar

Step 2:1

© Notsecure  héps://10.26.20.101:8006/?console=kvmé&novnc=1&vmid=100&vmname=debian-101-1&node=pve1018resize=off&cmd=

debian 12

Choose the language to be used for the installation process. The selected language will also be the default language for the installed system.

a
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X QEMU (debian-101-1) - noVNC - Google Chrome - [u]

© Notsecure  hitps://10.26.20.101:8006,?ce =18vmid=100 = 1-101-1 pvel0T&r md=

© debian 12

[«

« Select a lanquage

Choose the language to be used for the installation process. The selected language will also be the default language for the installed system.

Language:
Bosnian - Bosanski [
ulgarian . Bwnrapcku
Burmese - e L
Catalan - Catala
Chinese (Simplified) - FX(fi)

Chinese (Traditional) - Fx(%8)

Croatian - Hrvatski

| Czech - Cestina

Danish - Dansk

| Dutch - Nederlands .
Dzongkha - Em
O
| Esperanto - Esperanto

Estonian - Eesti

| Finnish . Suomi

| French - Francais

Galician - Galego

~| || Georgian - deboyme
German - Deutsch
Greek - EAANUIK@

Gujarati - smadl

4 Hebrew - W

2| | Hindi . R

| Hunnarian - Manuar L4

7
m— [(eane

X QEMU (debian-101-1) - noVNC - Geogle Chrome: = [m]

@ Notsecure  hitps://10.26.20.101:8006/?console=kvmanovnc=18&vmid=100&vmname=debian-101-1&node=pve1018iresize=offécmd=

[«

® debian 12

*  Select your location

The selected location will be used to set your time zone and also for example to help select the system locale. Normally this should be the country where you live.

This is a shortlist of locations based on the language you selected. Choose "other” if your location is not listed.
Country, territory or area:
Antigua and Barbuda
Australia
| Botswana
Canada
Hong Kong
India
| Ireland
Israel
| New Zealand
| Nigeria
| Philippines
| Seychelles
| singapore
| South Africa
United Kingdom |
Zambia
Zimbabwe

other

T
[ Screenshoc | " Gosack |
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3 QEMU (debian-101-1) - noVNC - Google Chrome |

© Not secure  h#p5://10.26.20.101:8006/7cs =18vmid=100&vmname=debian-101-1

debian 12

pvel018lr md= &,

+  configure the keyboard

Keymap to use:

‘American English A

Albanian
Arabic
Asturian
Bangladesh
Belarusian
Bengali
Belgian L]
I Berber (Latin)
Bosnian
Brazilian
British English
Bulgarian (BDS layout)
Bulgarian (phonetic layout)
Burmese
Canadian French
Canadian Multilingual
Cartalan
Chinese
Croatian
Czech
Danish
Dutch

Dvorak

Dzongkha

-

Screenshot Go Back

Step 5:

X QEMU (debian-101-1) - naVNC - Google Chrome = O

@ Notsecure  hitps://10.26.20.101:8006/7console=kvm&novnc=18&vmid=100&vmname=debian-101-1&node=pve1018rasize=offéicmd=

debian 12

[«

~  Configure the network

Please enter the hostname for this system.

The hostname is a single word that identifies your system to the network. If you don't know what your hostname should be, consult your network administrator. If you are setting
up your own home network, you can make something up here.

Hostname:

[debian-101-1]

| e

[ Scresnahor | " GoBack |

Step 6:
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Step 7:

Cloud Computing from the Ground Up with Proxmox 9

3 QEMU (debian-101-1) - no¥NC - Google Chrome - O

@ Notsecure  hips://10.26.20.101:8006/7ct le=kvma& =18&vmid=100, =debian-101-1&mnod 1018t ff8emd=

© debian 12"

[«

‘Configure the network

The domain name is the part of your Internet address to the right of your host name. It is often something that ends in .com, .net, .edu, or .org. If you are setting up a home
network, you can make something up, but make sure you use the same domain name on all your computers.

Domain name:

lab.vmsources.com|

[ Screenshor | " Gosack |

X QEMU (debian-101-1) - noVNC - Gaogle Chrome - [u}

© Notsecure  hips://10.26.20.101:8006/7c =1&vmid=100. = -101-1

debian 12

pvel01&r md= &,

Set up users and passwords

You need to set a password for ‘root’, the system administrative account. A malicious or unqualified user with root access can have disastrous results, so you should take care to
choose a root password that is not easy to guess. It should not be a word found in dictionaries, or a word that could be easily associated with you.
A good password will contain a mixture of letters, numbers and punctuation and should be changed at regular intervals.

The root user should not have an empty password. If you leave this empty, the root account will be disabled and the system's initial user account will be given the power to become
root using the "sudo” command.

Note that you will not be able to see the password as you type it.
Root password:

[ °

[] show Password in Clear

Please enter the same root password again to verify that you have typed it correctly.
Re-enter password to verify:

[ |

[] Show Password in Clear

[ Screonsher [ cosack |

Step 8:°
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3 QEMU (debian-101-1) - noVNC - Google Chrome

Cloud Computing from the Ground Up with Proxmox 9

© Notsecure  hips://10.26.20.101:8006/7c =18lvmid=100

Set up users and passwords

Full name for the new user:

[admin10]

mname=debian-101-1

debian 12

Please enter the real name of this user. This information will be used for instance as default origin for emails sent by this user as well as any program which displays or uses the
user’s real name. Your full name is a reasonable choice.

pvel018 md=

Hi
A user account will be created for you to use instead of the root account for non-administrative activities.

Screenshot

Step 9:°

[ case |

¥ QEMU (debian-101-1) - noVNC - Google Chrome

© Notsecure  kitps://10.26.20.101:8006/7c =18vmid=100

Set up users and passwords

Username for your account:

bominto]

1-101-1

© debian 12

Select a username for the new account. Your first name is a reasonable choice. The username should start with a lower-case letter, which can be followed by any combination of
numbers and more lower-case letters.

pvel01ar md=

[«

4
4
4
7

Screenshot

Step 10: *

e
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Step 11:°
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3 QEMU (debian-101-1) - neVNC - Google Chrome

© Notsecure  kitps//10.26.20.101:8006/7c

=18vmid=100: = 1-101-1 pvel018r md=

© debian 12

Set up users and passwords

A good password will contain a mixture of letters, numbers and punctuation and should be changed at regular intervals.
Choose a password for the new user:

[esesesse

[] Show Password in Clear

Please enter the same user password again to verify you have typed it correctly.
Re-enter password to verify:

[eoeocces
[ Show Password in Clear

Screenshot Go Back

3 QEMU (debian-101-1) - noVNC - Google Chrome

© Not secure

Bitps://10.26.20.101:8006/ 7c =18vmid=100; = 1-101-1 pvel018r md=

debian 12

Configure the clock

If the desired time zone is not listed, then please go back to the step “Choose language" and select a country that uses the desired time zone (the country where you live or are
located).

Select your time zone:
Eastern

Central

Mountain

Pacific

Alaska

Hawaii

East Indiana

Samoa

Sereensier “eome |

Step 12:°
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X QEMU (debizn-101-1) - noV/NC - Google Chrome

@ Not secure
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hps://10.26.20.101:8006/c =18&vmid=100

1-101-1

Partition disks

Partitioning methed:

Guided - use entire disk and set up encrypted LVM
Manual

T
Screenshot

© debian 12

The installer can guide you through partitioning a disk (using different standard schemes) or, if you prefer, you can do it
chance later to review and customise the results.

If you choose guided partitioning for an entire disk, you will next be asked which disk should be used.

pvel 018 md=

‘With guided partitioning you will still have a

Guided - use entire disk
Guided - use entire disk and set up LVM

o |

3 QEMU (debian-101-1) - noVNC - Google Chrome

© Notsecure  hitps//10.26.20.101:3006/7c =1&vmid=100,

= ian-101-1

pve101&resi md=

«  Partition disks

Screenshot

Step 14:

© debian 12

Note that all data on the disk you select will be erased, but not before you have confirmed that you really want to make the changes.
Select disk to partition:

SCSI3 (0,0,0) (sda) - 34.4 GB QEMU QEMU HARDDISK

coma |
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3¢ QEMU (debian-XYZ-1) - noVNC - Google Chrome

= [m] X
@ Notsecure  hitps;//10.26.20.101:8006/7c =1&vmid=101 i md=

= -XYZ-1&node=pve101

© debian 12

Partition disks

The installer can guide you through partitioning a disk (using differdnt standard schemes) or, if you prefer, you can do it manually. With guided partitioning you will still have a
chance later to review and customise the results.

If you choose guided partitioning for an entire disk, you will next be asked which disk should be used.
Partitioning method:

Guided - use entire and set up LVM
Guided - use entire disk and set up encrypted LVM
Manual

Step 15; | =™/ comaci | [coninue |

X QEMU (debian-XYZ-1) - noVNC - Google Chrome

© Notsecure  hitps;//10.26.20.101:8006/?c

= [m] x
=18&vmid=101 1-XYZ-18node=pve101&resize=offBicmd=

@ debian 12

Partition disks

Note that all data on the disk you select will be erased, but not before you have confirmed that you really want to make the changes.
Select disk to partition:

SCsi3 (o, ) (sda) - 34.4 GB QEMU QEMU HARDDISK

Step 16: Screenshot [ GoBack | [ continue |
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Step 17:

Step 18:

© 2026 VMsources Group Inc., CC BY-SA 4.0
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3 QEMU (debian-XYZ-1) - noVNC - Google Chrome

@ Not secure

Fp5.//10.26.20.101:8006/7¢¢

Partition disks

Selected for partitioning:

§CS13 (0,0,0) (sda) - QEMU QEMU HARDDISK: 34.4 GB

Partitioning schemes

Separate /home partition
Separate /home, /var, and /tmp partitions

Screenshot

The disk can be partitioned using one of several different schemes. If you are unsure, choose the first one.

All files in one pal ion (recommended for new users)

=1&vmid=101

mname=debian-XYZ-18r

© debian 12

md=

o

3 QEMU (debian-101-1) - noVNC - Google Chrome

© Not secure

ktps://10.26.20.101:8006/ 7t le=kvma

=1&vmid=100, =debi

+  Partition disks

initfalize its partition table.

Guided partitioning

Configure software RAID

Configure the Logical Volume Manager
Configure encrypted volumes
Configure iSCSI volumes

SCSI3 (0,0,0) (sda) - 34.4 GB QEMU QEMU HARDDISK
#1 33.3GB f
#5 1.0 GB f

> primary

logical

-
ext4
> swap

undo changes to partitions

h partitioning and write changes to disk

Screenshot Help

This is an overview of your currently configured partitions and mount points. Select a partition to modify its settings (file system, mount point, etc.), a free space to create partitions, or a device to

1-101-1&node=pvel01&r ff&cmd=

@ debian 12

swap

coma |
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3 QEMU (debian-101-1) - noVNC - Google Chrome

@ Notsecure  hitps://10.26.20.101:8006/7c =18&vmid=100 = 1-101-1 101&r md=

" @ debian 12

| Partition disks

If you continue, the changes listed below will be written to the disks. Otherwise, you will be able to make further changes manually.

The partition tables of the following devices are changed:
SCs13 (0,0,0) (sda)

The following partitions are going to be formatted:

partition #1 of SCSI3 (0,0,0) (sda) as ext4
partition #5 of SCSI3 (0,0,0) (sda) as swap

Write the changes to disks?
) No
@ iYes

Screenshot

o e

Step 19:

X QEMU (debian-101-1) - neV/NC - Google Chrome

© Notsecure  hitps://10.26.20.101:8006/7c =18&vmid="100: = 1-101-1 pvel018r md=

@ deiBIan 12

~ Install the base system

Extracting libapt-pkg6.0...

LEIR IR W)

[«

Step 20: *
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Step 21:

Step 22:

Cloud Computing from the Ground Up with Proxmox 9

3 QEMU (debian-101-1) - noVNC - Google Chrome - [m]

@ Notsecure  hitps://10.26.20.101:8006/7c =18vmid=100 = 1-101-1 pvel018r md= &

@ debian 12

4 configure the package manager

G | ) s

Scanning your installation media finds the label:
Debian GNU/Linux 12.11.0 Bookworm_ - Official amd64 DVD Binary-1 with firmware 20250517-09:52

You now have the option of scanning additional media for use by the package manager (apt). Normally these should be from the same set as the one you booted from. If you do not
have any additional media, this step can just be skipped.

If you wish to scan more media, please insert another one now.
Scan extra installation media?

@ No k
O Yes

[Sereenine | [Gomaek |

3 QEMU (debian-101-1) - noVNC - Google Chrome - O

© Notsecure  h#ps://10.26.20.101:8006,7¢¢ le=kvma =18&vmid=100, =debian-101-1&nod 1018tresi ffdiemd= 2,

© debian 12

Configure the package manager

A network mirror can be used to supplement the software that is included on the installation media. This may also make newer versions of software available.

You are installing from a DVD image. Even though it contains a large selection of packages, some may be missing. If you have a reasonably good Internet connection, use of a
mirror is suggested if you plan to install a graphical desktop environment.
Use a network mirror?

@ iNo;
O Yes

B

[ Screenshoc | " GoBack |
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3 QEMU (debian-101-1) - noVNC - Google Chrome

© Notsecure  hitps://10.26.20.101:8006/2c =18vmid=100 = 1-101-1

© debian 12

3

The system may anonymously supply the distribution developers with statistics about the most used packages on this system. This information influences decisions such as which
packages should go on the first distribution CD.

pvel018&r md= &

+  configuring popularity-contest

If you choose to participate, the automatic submission script will run once every week, sending statistics to the distribution developers. The collected statistics can be viewed on
https:/jpopcon.debian.org/.

This choice can be later modified by running "dpkg. popularity
Participate in the package usage survey?

O Yes

G | ) s

Step 23:

Step 24: Be sure to install SSH server (only install Debian desktop environment and GNOME if you
want a Desktop GUI - longer install)

3¢ QEMU (debian-101-1) - noVNC - Google Chrome

@ Notsecure  hitps://10.26.20.101:8006/7c =18vmid=100 = 1-101-1 101&r md= R

© debian 12

4  Software selection

At the moment, only the core of the system is installed. To tune the system to your needs, you can choose to install one or more of the ing p collections of
(Choaese software to instail:

[] Debian desktop environment
-.- GNOME

... Xfce

... GNOME Flashback

... KDE Plasma

... Cinnamon

... MATE

... LXDE

... LXQT

[] web server

standard system u

ooooooog

EERTIR TR B

[
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Step 25:

Step 26: "

Cloud Computing from the Ground Up with Proxmox 9

3 QEMU (debian-101-1) - noVNC - Google Chrome

© Notsecure  hitps://10.26.20.101:8006/2c =18vmid=100 = 1-101-1

@© debian 12

pvel018&r md= &

4 Install the GRUB boot loader

It seems that this new installation is the only operating system on this computer. If so, it should be safe to install the GRUB boot loader to your primary drive (UEFI partition/boot
record).

‘Warning: If your computer has another operating system that the installer failed to detect, this will make that ing system ily though GRUB can be
manually configured later to boot it.

Install the GRUB boot loader to your primary drive?
© No

@ Yes!

G | ) s

[Sereenine | [Gomaek |

¥ QEMU (debian-101-1) - neVNC - Google Chrome

© Notsecure  hitpsi//10.26.20.101:8006,?c =18vmid=100; = 1-101-1

pvel018r md=

[«

© debian 12

% Install the GRUB boot loader

You need to make the newly i system byi the GRUB boot loader on a bootable device. The usual way to do this is to install GRUB to your primary drive
(UEFI partition/boot record). You may instead install GRUB to a different drive (or partition), or to removable media.

Device for boot loader installation:

Enter device manually

s/devisda (scsi-0QEMU_QEMU_HARDDISK ¢ e-scsi0)

Screenshot Go Back
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X QEMU (debian-101-1) - noVNC - Google Chrome

© Notsecure  hips//10.26.20.101:8006/7c =18vmid=100;

Finish the installation

the installation.

Please choose <Continue> to reboot.

Screenshot

1-101-1 pvel018&r md= &,

© debian 12 ]

installation complete
Installation is complete, so it is time to boot into your new system. Make sure to remove the installation media, so that you boot into the new system rather than restarting

T

Step 27:°

© 2026 VMsources Group Inc., CC BY-SA 4.0

188 Author: John Borhek


https://creativecommons.org/licenses/by-sa/4.0/

Cloud Computing from the Ground Up with Proxmox 9

SBS LAB (CLI) - Install open-vm-tools

Long ago, Linux distributions took over the creation and maintenance of distro-specific drivers and
utilities from hypervisor vendors (like Proxmox and VMware). This comes in the form of open-vm-tools.
While Microsoft remains steadfast in NOT providing such a package, leaving us to use VirtlO for windows,
open-vm-tools is the choice for Linux.

1. Now we need to install open-vm-tools
Step 1: Log on as: root

¥ QEMU (debian-101-1) - noVNC - Google Chrome

© Not secure  hitps//10.26.20.101:8006,/7console=kvm&tnovne=18vmid=100&vmname=debian-101-18&node=pve1018tre

Dehian GMUALinux 12 debian-161-1 ttyl

T root

Debhian 6.1.137-1

NOTE : root login is permitted only from the console unless you change sshd_config to allow
root login

LUTELY MO HWARRA

tall open-wm-tools_

e.g.:

ontainerinfo open-vm-too

libxmlsec1l lihs
T oup .

e will be

Step 2: [Y]
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3 QEMU (debian-101-1) - noVNC - Google Chrome = a X

© Notsecure  h#ps://10.26.20.101:8006/?console=kvm&novnc=18vmid=1008vmname=debian-101-1&node=pve1018resize=off8lcmd= &
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Managing VMs on PVE

SBS LAB - (GUI) Live migrating VMs between PVE nodes

Step 1: Open a console to a running VM

3 prel01 - Proxmox Virtual Envir X+

<« G © Notsecwre  hetpsy//10.26.20.101:8006/#v1:0:=qemus62F101:4:1 2:=contentlsoz7:2
XPROXMQXWnual Environment 9.0.3 Search
Server View % Virtual Machine 101 (w2k25-101-1) on node 'pve01  No Tags &
£ Datacenter (PVE-CLUSTER-1) “
B pretod &8 Summary Add Remove  Edi  DiskAcion Revert
(3 100 (debian-101-1) »— Console & Memory 800 GiB
= Hardware @ Processors 4 (1 sockets, 4 cores) [x86-64-v2-AES]
=(cepr 1l Pause B Cloud-init & BI0S OVMF (UEFI)
=[)150s | & Hibernate & Options L Display Default
=[pvet O Shutdown 2 Task History & Machine pea3s-i0.0
= PVES M Stop £ sCSI Controller Virtl0 SCS1 single
=[local{ 2 Reboot P Monttor & Hard Disk (scsi0) PVE-LVM-101:vm-101-disk-1 qcow2,cache=writeback lothread=1 size=32G
=(]locaH 4 Migrate £ Backup = Network Device (net0) virtio=BC:24-11-6C-EE A5 bridge=vmbr0 firewall=1 tag=24
Bopvet02 ooy, £ Replication & EFIDisk PVE-LVM-101:vm-101-disk-0.qcow2.efitype=4m,pre-enrolled-keys=1 size=528K
I
2% 1 Convert to template D Snapshots

=[] cePH

=(150s 1 - Console U Firewall

S[OPVELUMAO! (pret02) || & Permissions

Step 2: Start a Terminal (admin)

il 3¢ QEMU w2k25-101-1) - noVNC - Google Chrome: = u} X
| © Notsecure  mtms/1026.20.101:8006/ 7 = 1&vmid=101 k25-101-1&node=pva10l md=
& L.
2
1
19
(g
L Installed apps
"
o Power Options
® Event Viewer
1
System
s
Device Manager
L Network Connections
i
. Disk Management
01 Computer Management
0
P
'2 Terminal
s Terminal (Admin)

Task Manager

Settings

File Explorer

Search

Run

Shutdown orsignout >

Desktop

B Q san E =@ ~ ok D o0

© 2026 VMsources Group Inc., CC BY-SA 4.0 191
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Step 3: Ping the gateway (or any other pingable IP) continuously

€ QEMU (w2k25-101-1) - noVNC - Google Chrome

© Notsecure  hitps://10.26.20.101:8006/7console=kvm&novnc=1&vmid=1018&vmname=w2k25-101-1&node=pve 101&resize=offéicmd=

) B Administrator: Windows Powi X +
® Windows Terminal can be set as the default terminal application in your settings. Open Settings

Windows PowerShell
Copyright (C) Microsoft Corporatien. All rights reserved.

Install the latest PowerShell for new features and improvements! https://aka.ms/PSWindows

PS C:\Users\Administrator> ping 18.26.24.1

Pinging 16.26.24.1 with bytes of data:

Reply from 16.26.24.1: es=32 time<ims TTL=64
Reply from 16.26.24. e time<ims TTL=64
Reply from 18 .24, e time<lms TTL=64
Reply from 16.26.24.1: e time<ims TTL=64
Reply from 16.26.24.1: e time<ims TTL=64
Reply from 16.26.24.1: e time<ims TTL=64
Reply from 18 .24, e time<lms TTL=64
Reply from 16.26.24.1: e time<ims TTL=64

Step 4: Qs .

Step 5: Select your w2k25-XYZ-1 VM > Right-click > Migrate

X pre101 - Proxmox Virtual Envic - X +

€« c © Notsecure  kitps;//10.26.20.101:8006/#v1:0:=qemu%62F101:4:

x( PRO MO virtual Environment 9.0.3  Search

Server View % Virual Machine 101 (w2k25-101-1) on node ‘pve101
¥ Datacenter (PVE-CLUSTER-1)
B pretod 8 Summary Add Edt | DI
3100 (d »_ Console = Memory 500 GiB
G101 1\_!2 Hardware i Processors 4 (1 sockets, 4 cores) [xB6-64-v2-AES]
& Cloug-nit & BIOS OVMF (UEFI)
Hibernate % Options &) Display Dot
Shutdown = Task History @ Machine pcq35-10.0
Stop e = 5081 Controller Virll0 SCSl single
Reboot & Hard Disk (scsi0) PVE-LVM-101:vm-101-disk-1 qcow2,cache=writeback lothread=1 size=32G
e Backup = Network Devics (net0) Virtio=BC:24:11:6C:EE-AS bridge=vmbr0 firewall=1 tag=24

Clone 3 Replication & EFIDisk PVE-LVM-101:vm-101-disk-0_qcow? efitype=dm pre-enrolled-keys=1 size=528K

Convert to template D Snapshots

Console U Firewall

Step 6: Select destination node (any node)
Step 7: Migrate

Migrate VM 101 (w2k25-101-1)

Source node: pvel01 Target node: pvel02
Mode: Online Conntrack state
© Help Migrate

© 2026 VMsources Group Inc., CC BY-SA 4.0 192
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Task viewer: VM 101 - Migrate (pve101 ---= pve102)

m Status

2025-08-07 19:54:14 starting migration of WM 101 to node 'pve102' {10.26.20.102)
2025-08-07 19:54:14 starting VM 101 on remote node 'pvel02’

2025-08-07 19:54:17 start remote tunnel

2025-08-07 19:54:18 ssh tunnel ver 1

2025-08-07 19
2025-08-07 19:54:18 set migration capabilities

2025-08-07 19:54:18 migration downtime limit: 100 ms

2025-08-07 19:54:18 migration cachesize: 1.0 GiE

2025-08-07 19:54:18 set migration parameters

2025-08-07 19:54:18 start migrate command to unix:/run/gemu-server/101.migrate

2025-08-07 19:54:19 migration active, transferred 232.6 MiB of 8.0 Gi VM-state, 4.7 GiBfs

20 migration active, transferred 557.8 MiB of 8.0 GiB VM-state, 691.8 MiB[s
:21 migration active, transferred 1013.2 MiB of 8.0 GiB VM-state, 560.2 MiB/s
2025-08-07 19:54:22 migration active, transferred 1.6 GIiB of 8.0 GiB VM-state, 541.3 MiB/s
2025-08-07 19:54:23 migration active, transferred 2.0 GiB of 8.0 GiB VM-state, 531.3 MiB/s

2025-08-07 19
2025-08-07 19:

2025-08-07 19:54:24 average migration speed: 1.3 GiBfs - downtime 126 ms
2025-08-07 19:54:24 migration completed, transferred 2.8 GiB VM-state
2025-08-07 19:54:24 migration status: completed

2025-08-07 19:54:24 stopping migration dbus-vmstate helpers

2025-08-07 19:54:24 migrated 0 conntrack state entries

2025-08-07 19:54:26 flushing connirack state for guest on source node
2025-08-07 19:54:30 migration finished successfully (duration 00:00:16)
TASK OK

_) B¥ Administrator: Windows Pows X it |

@ Windows Terminal can be set as the default terminal application in your settings. Open Settings

Reply from 10.26.24.1: time<lms TTL=64
Reply from 18.26.24.1: time<ims TTL=64
Reply from 18.26.24.1: bytes=32 time<lms TTL=64
Reply from 16.26.24.1: byte time<ims TTL=64
Reply from 18.26.24.1: bytes time<ims
Reply from 18.26.24.1: bytes=32 time<lms
Reply from 10.26.24.1: byte time<lms
Reply from 10.26.24.1: time<lms
Reply from 18.26.24.1: time<ims
Reply from 10.26.24.1: e time<lms
Reply from 10.26.24.1: time<lms
Reply from 18.26.24.1: time<ims
Reply from 18.26.24.1: time=1lms
Reply from 10.26.24.1: time<lms
Reply from 10.26.24.1: time<lms
Reply from 18.26.24.1: time<ims
Reply from 10.26.24.1: time<lms
Reply from 10.26.24.1: time<lms
Reply from 18.26.24.1: time<ims
Reply from 18.26.24.1: time<lms
Reply from 10.26.24.1: time<lms
Reply from 10.26.24.1: time<lms
Reply from 18.26.24.1: time<ims
Reply from 10.26.24.1: time<lms
Reply from 10.26.24.1: time<lms
Reply from 18.26.24.1: bytes=32 time<lms

© 2026 VMsources Group Inc., CC BY-SA 4.0
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SBS LAB —(GUI) Live storage migration fora VM
Step 1: Select your w2k25-XYZ-1 VM > Hardware > Hard Disk (s) > Disk Action > Move Storage

3 pvel01 - Proxmox Virtual Envir X+

€« c © Notsecure  kitps://10.26.20.101:8006/#v1:

X PROXMOX Vitual Environment 9.0.3. Scarch

Server View % | Virtual Machine 101 (w2k25-101-1) on node ‘pve102

»

& Datacenter (PVE-CLUSTER-1)

S i —
B prot0t 8 Summary Add Detach = Edit | DiskAction Revert
2} 100 (debian-101-1) >_ Console = Memery £ Move Storage
localnetwork (pve101) i $ Processors : zealss\gn Owner o6 64.v2-AES]
CEPH-POOL-1 (pve101 esize
:E\so (pret0t) i 2 oot N
E[]180s (pve o o
Display Default
=[] PVELVM-101 (pve101) + Options o Hachi 100
= PVE-SAN-1 (pvel0l) 5 Task History achine pegaa
= [local (pre101) ® Monitor E SCSI Controller Virtlo SCS single
=[] locakivm (pve101) B Hard Disk (scsi0) PVE-LVM-101:vm-101-disk-1.qcow2.cache=writeback iothread=1,si2e=32G
B pvel02 Backup = Network Device (net0) virtio=BC:24:11:6C:EE:A5 bridge=vmbr0 firewall=1 tag=24
G} 101 (w2k25-101-1) 13 Replication & EFIDisk PVE-LVM-101:vm-101-disk-0.qcow2, efitype=4m, pre-enrolled-keys=1size=528K

localnetwork (pve102)
=[] CEPH-POOL-1 (pve102)
=[]1S0s (pvel02)

=[] PVE-LVM-101 (pve102) o Permissions
e.g.. = PVE-SAN- (preil?)

9 Snapshots

U Firewall

Step 2: Target Storage: CEPJ-POOL-1
Step 3: Delete source: checked (this is important or it will leave disk copies behind)

Move disk (€3]

Disk: scsi0
Target Storage: | CEPH-POOL-1

Delete source:

Task viewer: VM 101 - Move disk ®

T staws

Stop Download

create full done of drive sesi0 (PVE-LVM-101:vm-101-disk-1.qcow2)
drive mirror is starting for drive-scsi0

miror-scsi0: transferred 0.0 B of 32.0 GIB (0.00%) in 0s

ensferred 275.0 M8 of 32.0 GIB (0.84%) in 15
ensferred 570.1 M of 32.0 GIB (1.74%) in 25
ensferred 790.0 M8 of 32.0 GIB (2.41%) in 35
ensferred 1.0 GIB of 32.0 GIB (3.24%) in 4
miror-scsi0: transferred 1.3 GiB of 32.0 GIB (3.92%) in 55
miror-scsi0: transferred 1.5 GiB of 32.0 GIB (4.62%) in 65

mirror-scs
mirror-scs
mirror-scs

mirror-scs

Task viewer: VM 101 - Move disk ®

T staws

Stop £ Download

mirror-scsi0: transferred 24.3 GiB of 32.0 GiB (76.04%) in 2m 45 -
mirror-scsi0: transferred 24.8 GiB of 32.0 GiB (77.50%) in 2m 55
mirror-scsi0: transferred 25.3 GiB of 32.0 GiB (79.06%) in 2m 65
mirror-scsi0: transferred 26.0 GiB of 32.0 GiB (81.16%) in 2m 7s
mirror-scsi0: transferred 26.4 GiB of 32.0 GiB (82.43%) in 2m 8s
mirror-scsi0: transferred 26.7 GiB of 32.0 GiB (83.46%) in 2m 95
mirror-scsi0: transferred 27.7 GiB of 32.0 GIB (86.63%) in 2m 10s
miror-scsi0: transferred 28.2 GiB of 32.0 GIB (88.08%) in 2m 115
miror-scsi0: transferred 28.8 GiB of 32.0 GIB (8.85%) in 2m 126
miror-scsi0: transferred 29.4 GiB of 32.0 GIB (92.00%) in 2m 13
miror-scsi0: transferred 29.9 GiB of 32.0 GIB (93.51%) in 2m 14s
miror-scsi0: transferred 30.7 GIB of 32.0 GIB (95.90%) in Zm 155
miror-scsi0: transferred 31.3 GiB of 32.0 GIB (37.82%) in 2m 165
miror-scsi0: transferred 31.6 GiB of 32.0 GIB (98.68%) in 2m 176
miror-scsi0: transferred 31.8 GiB of 32.0 GIB (98.23%) in 2m 185
mirror-scsi0: transferred 31.9 GiB of 32.0 GiB (99.54%) in 2m 195
mirror-scsi0: transferred 31.9 GiB of 32.0 GIB (99.72%) in 2m 205
mirror-scsi0: transferred 32.0 GiB of 32.0 GiB (100.00%) in 2m 215, ready
all ‘mitror’ jobs are ready
mirror-scsi0: Completing block job...
mirror-scsil: Completed successfuly.
mirror-scsil: mirror-job finished

Logical volume "vm-101-disk-1.qcow2” successfully removed
TASK 0K

e.g.:
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SBS LAB —(GUI) VM Snapshots on PVE

Snapshots are a particularly useful feature of any Hypervisor, but you have to be careful. Snapshots
represent a delta from the point where you created the snapshot, and that delta will continue to grow as
long as it exists, potentially consuming all available storage!

Snapshots are part of a process, not a permanent form of backup.
Here’s a scenario which is appropriate for Snapshot use:

Administrator is about to update certificates on a complex application spanning multiple VMs. A
snapshot is made prior to updating certificates. The functionality of the certificates is validated.
Snapshots are removed.

Here’s a scenario where snapshots are NOT appropriate:

Administrator has finished configuring a complex server/app and creates a Snapshot to protect their
work. NOTE: A one-time backup should be performed in this situation

Snapshots come in two forms: With VM memory (Include RAM) and without VM memory.

When you include RAM, the snapshot takes longer to create (the VM is still functional during this time)
but preserves the exact state of the VM at the time the snapshot was created. Include RAM snapshots are
the best choice when used as part of a procedural administrative process like upgrades and certificates.

When you don’tinclude RAM, the snapshotis almost instantaneous, but rolling back to any snapshot
point involves booting the VM from power off. This is the type of snapshot used by backup applications to
quiesce the VM and capture transactional data accurately. Backup snapshots are removed automatically
when the backup is complete.

Step 1: Choose your w2k25-XYZ-1 VM > Right-click > Take Snapshot

3 pvel02 - Proxmox Virtual Envie X 3§ pbs101 - Proxmox Backup Serv. X | 3% pbs102 - Proxme:

&« c © Not secure  hitps://10.26.20.102:8006/#v1:0:=qemu2F100:4:38:=contentf
)\A,( PRO MO X virtual Environment 9.1.5 Search
Server View Virtual Machine 100 (W2k25-101-1) on node "pve1l
£ Datacenter (PVE-CLUSTER-1) a s
ummary Edit Revert
B preldt
S} 100 (W2k25-104.11 >_ Console Name
B 101 (debian- 2 Hardware Start at boot
252 localnetwork Il Pause ~ B StarUShutdown order

£ (] CEPH-POOI & Hil
._,D Hibemate 08 Type

=(150s (pve1l () Shutdown # Options
Boot Ordi
= -LVIVE ask Histo oot Dreer
E[PVELVM1 1 s10p B Task History
=[] PVE-NF5-1 £ Reboot o (e Use tablet for pointer
S PVESAN-T( o b Hotplug
£ (] cephfs (pvel — Backup ACPI support
= (Jlocal (pvetd * Migrate 13 Replication KVM hardware virtualizatiol
= Jlocal-m (py = Clone % Sna E cPU
= pshots reeze at startup
Ci rt to b lat:
o pbs101 (pvel B3 Convertto template U Firewall Use local time for RTC
B pret02 D Take Snapshot RTC start date
vel03 o' Permissions
B £ Backup now SMBIOS settings (type1)
e.g.: s Conenla T
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Step 2: Name the snapshot (no spaces)

Create: VM 100 (W2k25-101-1) Snapshaot &)

Name: | Fresh-Install |

Include RAM: A
Description: Blah blah blah

Take Snapsnot

e.g.

Step 3: Wait for completion

Task viewer: VM 100 - Snapshot ®

m Status

Stop £ Download

1.85 GiBin 53s e
2.00 GiBin 54s

2.03 GiBin 555
2.08 GiBin 565

2.22GiBin 59s
reducing reporting rate to every 105

3.83 GiBin 1m 2%
4.53 GiB in Im 395
5.23 GiBin 1m 49s
5.70 GiBin 1m 595
6.15 GiB in Zm 10s

7.91 GiB in 2m 405

completed saving the VM state in 2m 40s, saved 7.98 GiB
snapshotting 'drive-scsi0’ (CEPH-POOL-1:vm-100-disk-1)
internal gemu snapshot

snapshotting 'drive-efidisk0’ {CEPH-POOL-1:vm-100-disk-0)
internal gemu snapshot

TASK OK

4

e.g.:

Step 4: Choose your w2k25-XYZ-1 VM > Right-click > Console

X pvel02 - Proxmox Virtual Envir X 4 pbs101 - Proxmox Backup Serv. X b pbs102 - Proxmox Back
<« c © Notsecure  hitps://10.26.20.102:8006/%v1:0:=gemu%2F100:4:38:=contentBacku|
X PRO>MO X Vitual Environment 915 Search
Server View % Virtual Machine 100 (W2k25-101-1) on node ‘pve101
= Datacenter (PVE-CLUSTER-1) 3 -

& prel01 & Summary Edit Revert
o ot e I |
S 101 (debian & Hardware Start at boot

localnetworl Il Pause
. Cloud-Init Start/Shutdown order
=[] CEPH-PO( £ Hibernate -
=[)150s (pret © Shutdown % Options s
- Boot Order
=[] PVE-LvM- W Stop = Task History -
=[]PVENFS- = Reboot @ onitor Use tablet for pointer
£ PVE-SAN-1 & Reset Hotplug
£ [] cephfs (pve 41 Migrate Backup ACPI suppart
= [Jlocal (pvel ) Clone 13 Replication KVM hardware virtualization
=[] local-lvm
;D bor01 (] [ Convert to template < Snapshots Freeze CPU at startup
S Ve )
B pﬂ]z P © Take Snapshot U Firewall Use local time for RTC
pve L. RTC start date
B pvet103 Backup now o' Permissions
SMBIOS settings (typel)
»_ Console
e g . QEMU Guest Agent
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X QEMU {W2k25-101-1) - noVNC - Google Chrome

© Notsecure  hitps://10.26.20.102:3006/

-~
te

=18&vmid=100

B Qsemn

'2k25-101-1

101 i md=

- -

&7

. 1107 AM
~ 8 Db 0 O

U 4 cut

Pinto Quick Copy Paste

Clipboard

% Home -
w

| Gallery

[ Desktop

4 Downloads #

Home Share View

W Copy path
access [ﬂ Paste shortcut

€ >y Vishareiles

Move to

Copy to

Organize

Windows Security

Enter network credentials

admin101@Ilab.vmsources.com

Mew
folder

Hew

Enter your credentials to connect to: share

= Documents #

P9 Pictures  #

LTTITYTYY

@ Music »

1 Videos »
> I ThisPC
Oitems

[7\ Remember my credentials

Cancel

Select all
® &
) Select none

Properties Filters
D‘:_‘In\tert selection -

Open Select Filter
> Search Home o

x
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Step 6: Install Notepad++ (or any other packages available in \\share\files\Software )

NOTE : Accept all defaults during the installer

0= | WManage Software
Home Share View Application Tools
o Cut < i =
* u é’ Y 4 Move to - xDE|EtE @ %
il Conv path — fi- v

Pinat::eQ!l:ick Copy Paﬁ Notepad++ v8.9.1 Setup

Cliph

Completing Notepad++ v8.9.1 Setup

Motepad++ v&.9. 1 has been installed on your computer,

Click Finish to dose Setup.

S Desktop

i Downloads

a Documents

FH select an

- Select none

; Invert selection

Select

ftware

on

on

{Installer ...

on

P4 Pictures
@ Music
& Videos
< Back Cancel
> [ This PC
> ’h Metwork

M

Filters

Filter
P

Size
1,605 KB
6,729 KB
3742 KB

11,968 KB

4items  1item selected 657 MB

e.g.:

Step 7: Take another snapshot of w2k25-XYZ-1

3 pve102 - Proxmox Virtual Envie: X 3 pbs101 - Proxmox Backup Serv X 3§ pbs102 - Proxmox Backup Sen. 2
&« > [&] © Notsecure  Rips//10.26.20.102:5008/#v1:0:=gemu%2F100:4:38: =contentBackup:::9::38
X PRO> MO X Vitual Environment 9.1.5 Search
Server View £ virtual Machine 100 (W2k25-101-1) on node ‘pve101°  No Tagss
= Datacenter (PVE-CLUSTER-1) -
it eve
B pvel0t & Summary Ed Revert
Gl 10fasmLas sl o »_ Console Name
10 VM 100
[mnS & Hardware Start at boot
222 jgc Il Pause
- 5 & Cloud-Init Start/Shutdown order
ED C| & Hibernate PO
c e
=[]1s & Shutdown & Options L
- ) Boot Order
E[P W stop = Task History
Use tablet fi int
2P 2 Reboot ® Monitor se tablet for pointer
E PV s Resal ] Hotplug
= Backup ACPI support
- <1 Migrate o
= B 43 Replication KVM hardware virtualization
one
=[G 9 Snapshots Freeze CPU at startup
b [ Convert to template
SH pix U Firewal Use local time for RTC
B> pvel( "D Take Snapshot T
e.g.:| o pvell B Backup now e = p——

Create: VM 100 (W2k25-101-1) Snapshot G

Name | After-Notepad bp

Include RAM: %)

Description Blah blah

Take Snapshot R}

e.g.:
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Task viewer: VIVl 100 - Snapshot (5]
NS Status

Stop £ Download

3.94 GIB in 48s a
4.03 GiB in 49s

4.11 GiB in 505

4.18 GiB in 51s

4.25 GiB in 525

4.35 GiB in 535

4.40 GiB in 54s

4.48 GiB in 555

4.58 GiB in 565

4.65 GiB in 575

4.73 GiB in 58s

4.81 GiB in 59

reducing reporting rate to every 10s

5.44 GiB in 1m 9s

5.90 GiB in 1Im 195

6.47 GiB in 1m 295

7.13 GiB in 1m 39s

7.70 GiB in 1m 495

completed saving the VM state in 1m 53s, saved 7.95 GiB
snapshotting 'drive-scsil’ (CEPH-POOL-1:wvm-100-disk-1)
internal gemu snapshot

snapshotting 'drive-efidisk0’ (CEPH-POOL-1:vm-100-disk-0)
internal gemu snapshot

TASK OK

-
e.g.:
Step 8: View Snapshot Hierarchy: pveXYZ > w2k25-XYZ-1 > Snapshots
3 pvel02 - Proxmox Virtual Envir X 3¢ pbs101 - Proxmox Backup Serv X 3 pbs102 - Proxmox Backup Serv. X ar
< c © Notsecure  hitps://10.26.20.102:8006/%v 1:0:=qemu%%2F100:4:38:=contentBackup::29:38
X PROX MO X Vitual Environment 9.1.5 Search & Documentation
Server View ©  Virtual Machine 100 (W2k25-101-1) on node 'pvel101’  NoTags ¢ start | () Shutdown <] Migrate >
= Datacenter (PVE-CLUSTER-1)
Bo pret0l & Summary Take Snapshot Rollback Edit ~ Remove
S} 100 (W2k25-101-1) > Console Name RAM | Date/Status Description
G 101 (debian-101-1) L2 Hardware “ %) Fresh-Install Yes = 2026-02-04 10:59:25 | Blah blah blah.
localnetwork (pve101) ; :
- & Cloud-Init ~ =) After-Notepad_pp Yes 2026-02-04 11:18:06 Blah blah
=[] CEPH-POOL-1 {pve101) NOW .
=(]150s (pret01) # Options o You are ferel
=[] PVE-LVM-1 (pvel01) = Task History
- | -
=[] PVE-NFS-1 (pve101) @ Monitor
= PVE-SAN-1 (pve101)
=) cephfs (pve101) Backep
=/ local (pve101) 3 Replication
= [Jlocal-vm (pve101) 9 Snapshols
=% pbs101 (pve101) e
irewa
B pvet02
Bl pvet03 o' Permissions
e.g.:
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Step 9: Now make an additional change to the VM (like installing another app)

m QEMU (W2k25-101-1) - noVNC - Google Chrome

© Notsecure  hitps//10.26.20.102:8006/7console=kvm&novnc=18wvmid=1008wvmname=W2k25-101-18&node=pve 1018 resize=offllcmd=

o

| README.txt - Notepad

""" File Edit Format Miew Help
l% PUTTY README

A

This is the README file for the PuTTY M5I installer distribution. If
you're reading this, you've probably just run our installer and
installed PuTTY on your system.

What should I do next?

If you want to use PuTTY to connect to other computers, or use PSFTP
to transfer files, you should just be able to run them from the
Start menu.

If you want to use the command-line file transfer utility PS5CP, you
will need to run this from a Command Prompt or equivalent, because it
will not do anything useful without command-line options telling it
what files to copy to and from where. You can do this by just running
the command ‘pscp’ from a Command Prompt, if you used the installer's
option to put the PuTTY installation directory on your PATH.
Alternatively, you can always run pscp.exe by its full pathname, e.g.
"C:\Program Files\PuTTY\pscp.exe".

(Note that a Command Prompt that was already open before you ran the
inctallar will nnt hava inheritad tha undate Af PATH %

Ln1, Col1 100%  Windows (CRLF)

Step 10: Go back to: pveXYZ > w2k25-XYZ-1 > Snapshots and select: Rollback

e.g.:

e.g.

UTF-8

3 pve102 - Proxmox Virtual Envic X 3 pbs101 - Proxmox Backup Serv X 3 pbs102 - Proxmox Backup Serv. X ar

€ &) © Notsecure  hBitps://10.26.20.102:8006/#v1:0:=qemu%2F 100:4:38:=contentBackup::29::38

x PRDXMDX Virtual Environment 9.1.5 Search & Documentation m

Server View £ Virtual Machine 100 (W2k25-101-1) on node 'pve101" Mo Tags & start | () Shutdown <] Migrate
= Datacenter (PVE-CLUSTER-1)

& pvet01 & Summary Take Snapshot Rollback Edit Remove
G2 100 (W2k25-101-1) >— Consale Name RAM | Date/Status Description
G 101 (debian-101-1) L Hardware %) Fresh-Install Yes = 2026-02-0410:53:25  Blah blah blah.

localnetwork (pve101) . :
- & Cloud-Init “ ") After-Notepad_pp Yes 2026-02-04 11:18:.06 Blah blah
=[] CEPH-POOL-1 (pve101)
=[150s (pveldl) 4 Options - Now You are herel
=[] PVE-LVM-1 (pve101) = Task History
- | -
=[] PVE-NFS-1 (pve101) o T
£ PVE-SAN-1 (pveld1)
=[] cephfs (pve101) Eackep
= [Jlocal (pvel01) 13 Replication
= [Jlocal-vm (pve101) 9 Snapshots
S5 pbs101 (pve101) i
irewal
B pvet102
B> pve103 o' Permissions
Confirm 9]

I-"o(\"-l VM 100 (W2k25-101-1) - Rollback "After-Notepad _pp'? Current state will be lost.
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Step 11: You will need to open a fresh console to your VM after rollback

X pvel02 - Proxmox Virtual Envir X

<« c

© Not secure

Server View

= Datacenter (PVE-CLUSTER-1)
B pvetlt
) 100 fgeac ans o
S 101

222 local Il Pause
=[] CEF & Hibernate
Z(]150 O Shutdown
Z[]PVE W Stop
E[]PVE 2 Reboot
£ PVE 4 Reser
(0 cenl
=(lloca
Z(]loca
= pbs1
B pve102 D Take Snapshot
B pve103 [ Backup now

<1 Migrate
[ Clone
[ Convert to template

>_ Console

e.g.

5 = Froxmox backu, en.
pbs101 - P Backup Serv X

Search

ol Virtual Machine 100 {(W2k25-101-1) on node 'pve101'

& Summary Take Snapshot Rollback
>_ Consale Name

& Hardware %) Fresh-Install

& Cloud-Init ) After-Notepad_pp
£+ Options L Now

= Task History
@ Maonitor
Backup

13 Replication
‘D Snapshots
U Firewall

o' Permissions

2. Your second installation is gone, but the first remains
Step 1: Choose the state you want your VM to be and select: Rollback (unless present state is

acceptable.

Step 2: Remove all snapshots

x pbs102 - Proxmox Backup Serv. 2

Bitps://10.26.20.102:8006/#v 1:0:=qgemu%2F 100:4:38: =contentBackup::29::38

X PRO MO X< virtual Environment 915

No Tags ¢
Edit

RAM

Yes

Yes.

x pvel02 - Proxmox Virtual Envir X

€« c

@ Not secure

Server View

= Datacenter (PVE-CLUSTER-1)
Bl pvet01
S 100 (W2k25-101-1)
S 101 (debian-101-1)

222 localnetwork (pve101)
£ [ CEPH-POOL-1 (pvel01)
=[]150s (pve101)

[ PVE-LVM-1 (pve101)
=[] PVE-NFS-1 (pve101)
= PVESAN-1 (pvel01)
=[] cephfs (pve101)

= (Jlocal (pve101)

= [Jlocal-vm (pve101)
=% pbs101 (pve101)

B pvet02

B pvet03

e.g.

© 2026 VMsources Group Inc.

3 pbs101 - Proxmox Backup Serv X

Search
hd Virtual Machine 100 (W2k25-101-1) on node 'pve101'

& Summary Take Snapshot Rollback

>_ Console Name

L Hardware L %) Fresh-Install

& Cloud-Init ‘ ) After-Notepad_pp

3 Options - NOW
= Task History

@ Monitor

Backup

3 Replication

D Snapshots

U Firewall

o' Permissions

, CCBY-SA 4.0 201

B pbs102 - Proxmox Backup Serv. X | +
Bitps://10.26.20.102:8006/%v1:0:=qemu%2F 100:4:38:=contentBackup::29::2

X PRO MO < virtual Environment 9.1.5

No Tags & Start
Edit ~ Remove
RAM | Date/Status
Yes | 2026-02-04 10:59:25
Yes  2026-02-04 11:18:06

& Documentation [[™ K087 1]

™ Shutdown <l Migrate  »_ C

Description
Blah blah blah.
Blah blah

You are here!

Author: John Borhek
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Confirm €3]

Are you sure you want to remove entry ‘After-Notepad_pp’

(e ] o]

Confirm

Are you sure you want to remove entry ‘Fresh-Install

[ ves NN ]
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X pvel02 - Proxmox Virtual Envir X

< c

© Not secure

X PRO>MO X Vitual Environment 915

Server View

= Datacenter (PVE-CLUSTER-1)

S

B pvetlt £ SromEny

S 100 (W2k25-101-1) »_ Console
L 101 (debian-101-1) O Hardware
localnetwork (pve101) )
- & Cloud-Init

=[] CEPH-POOL-1 (pve101)
e.g.: [ QN fraend 0L £ Options

© 2026 VMsources Group Inc., CC BY-SA 4.0

b4 pbs101 - Proxmox Backup Serv

ol Virtual Machine 100 {(W2k25-101-1) on node 'pve101'

% | 3§ pbs102 - Proxmox Backup Senv X | +

hitps://10.26.20.102:8006/#v1:0:=qgemu%2F 100:4:38: =contentBackup::29::2

Search

& Documentaiion m

Mo Tags & Start () Shutdown <1 Migrate
Take Snapshot Rollback Edit Remove
Name RAM | Date/Status Description
E NOW You are here!

202 Author: John Borhek
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SBS LAB —-(GUI) Cloning a VM
Step 3: Choose your w2k25-XYZ-1 VM > Right-click > Clone

X prel0l - Proxmex Virtual Ewic: X +

€« G © Notsecure  hitps//10.26.20.101:8006/#v1:0:=qemu%2F101:4:12:= contentlsox7:2
x PRO MO X virtual Environment 903 Search
Server View

#  Virtual Machine 101 (w2k25-101-1) on node pve102 N

£ Datacenter (PVE-CLUSTER-1)

& pretot & Summary Add Detach Edit Disk Action Revert

3 100 (debian-101-1) »>_ Console &3 Memory 800 GiB

ocalnetwork (pve101) &2 Hardware i Processors 4 (1 sockets, 4 cores) [xB6-64-v2-AES]

-DCEF‘H—POOLri(p\/eim) G & BIOS OVMF (UEF)

£[)150s (pve101) =

=[] PVELVM-101 (pve01) £ Options & Display Defid

- Machi -q35-10.0

= PUE-SAN-1 (pret0l) © TackHisoy O Mochine pea

=(Jlocal (pvet0) ) & SCS| Controller Virtl0 SCS! single

= @ Monitor 5 . . .

£ [localvm (pve101) & Hard Disk (scsi0) CEPH-POOL-1:vm-101-disk-0, cache=writeback iothread=1,size=32G
B prel02 Bachup = Network Device (net0) Virtio=BC:24:11:6C-EE:A5 bridge=vmbr0 firewall=1,tag=24

3 101 (w2k25-101-1) s Bactication & EFIDisk PVE-LVM-101-vm-101-disk-0.qcow2 efitype=4m pre-enralled-keys=1,size=528K

ocalnetwork (pve102)
CEPH-POOL-1 (pvell 1N Pause
=[]1S0s (pve102) £ Hibemate
S(]PVELVM-101 (pvel0) ¢ Shutdown
= PVE-SAN-1(pve102) W Stop

=[Jlocal (pve102) 2 Reboot
= [Jlocal-vm (pve102) 2 Migrate
B pret03 [ Clone

ocalnetwork (pve103)
CEPH-POOL-1 (pvell
e g . =(]1S0s (pve103) »_ Gonsole

[ Convert to template

Step 4: Target node: same as source
Step 5: VM ID: same as source

Step 6: Name: w2k25-XYZ-2

Step 7: Target Storage: same as source
Step 8: Clone

Clone VM 101 (w2k25-101-1) @

Target node pvel02 Target Storage: | CEPH-POOL-1 x
VM D 102
Name w2k25-101-2

Resource Pool

o o (oo

3 pvel01 - Proxmox Virtual Envir X+
¢ G © Notseowre  hetpsy/10.26.20.101:8006/#v1:0:= qemush2F101:4:1 2i= contentlso::7:2
X PROXMOX Vitual Environment 9.0.3. Scarch
Server View % | Virtual Machine 101 (w2k25-101-1) on node ‘pve102 s
S5 Datacenter (PUE-CLUSTER-T) = _ _
B ety & Summary Add Defach | Edit | DiskAcion Revert
(5} 100 (debian-101-1) >~ Console = Memory 8.00 GIB
ocalnetwork (pve101) 2 Hardware @ Processors 4 (1 sockets, 4 cores) [x86-64-v2-AES]
fU\CsEoF‘H(-PO?n:-; (pvel0?) B o Cloudnit & BiOS OVMF (UEFI)
= s pve & Dis
play Default
=[] PVELVM-101 (pve101) + Options & Wachi 5100
= PVE-SAN-1 (pvel01) B Task History achine peqes -
= Jlocal (pue101) © Hotor = 5CS| Controller Virtl0 SCS! single
= Jlocakm (pve101) & Hard Disk (scsi0) CEPH-POOL-1vm-101-disk-0, cache=writeback iothread=1 size=32G
vel02 Backup = Network Device (net) Virtio=BC:24:11:6C-EEAS5 bridge=vmbr0 firewall=1 tag=24
P g g
G 101 (W2k25-101-1) 3 Replication & EFIDisk PVE-LVM-101-vm-101-disk-0.qeow2 efitype=dm pre-snrolled-keys=1,size=528K
q ype=4m,p y:
e. g . 102 (w2k25-101-2) oo

NOTE : Clone will be locked until complete
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SBS LAB - (GUI) Creating a VM Template
Step 1: Right-click your w2k25-XYZ-2 VM > Convert to template

3L puel01 - Proxmox Virtual Envir X 4
< G © Notsecure  hetps://10.26.20.101:8006/#v1:0:=qemu%2F 102:4:12:=contentls
XPROXMwanuaIEnvlmnmem 903 Search
Server View % Virtual Machine 102 (w2k25-101-2) on node 'pve02 Mo Tags &
=5 Datacenter (PVE-CLUSTER-1) *
B pretot & Summary Add Remove  Edit  DiskAction Revert
() 100 (debian-101-1) > Console @ Memory 8.006GiB
localnetwork (pve101) 3 Hardware B Processors 4 (1 sockets, 4 cores) [x86-64-v2-AES]
-%::Sf)pr:yo‘c:]:: (evel0?) B o Cloud-nit & BIOS OVMF (UEFI)
=[]150s (pe "
S[PVELVM-01 (pretor) [| & Otiens 2 :T:V Deh;:mu
= PVE-SAN-1 (pvet01) = Task History achine peass” -
= [ local (pve01) ® onior S sCS| Controller VirtlO SCS! single
= Jiocakhvm (pve101) & Hard Disk (scsi0) CEPH-POOL-1:vm-102-disk-1,cache=writeback iothread=1,size=32G
B pretn2 Backup = Network Device (net0) Virtio=BC:24:11-77-11:D4 bridge=vmbr0 firewall=1,tag=24
3 101 (w2k25-101-1) 3 Replication & EFIDisk CEPH-POOL-1:vm-102-disk-0.efitype=4m pre-enrolled-keys=1,size=1M
102 (w2k25-101-2) 9
localnetwork (pve 0 ke
S (] CEPH-POQL-1 (pv » Start
=[]1S0s (pvel02) Shutdown ns
S[]PVE-LVM-101 (pve I Stop
S PVE-SAN-1 (pvelli 2= Reboot
-
fﬂllucal Ee102) et
= [Jlocakvm (pve102) B Clone
B pet03 [ Convert to templat:
252 localnetwork (pyedd — _onverttotemplate
[1eFPH-PONI -1 (v >— Console
Confirm @
() VM 102 (w2k25-101-2) - Convertto template
e.g.:
3 pvel01 - Proxmox Virtual Envir X+
« G © Notsecure  hatps//10.26.20.101:8006/#v =contentls:
X PROX MO Virtual Environment 9.0.3. secreh
Server View #  Virtual Machine 102 (w2k25-101-2) on node pvel0Z Mo Tags &
= Datacenter (PVE-CLUSTER-1)
B protod 8 Summary Add Remove = Edt | DiskAction Revert
() 100 (debian-101-1) 3 Hardware w0 Memory 800 Gi§
localnetwork (pve101) & Cloud-Init & Processors 4 (1 sockets, 4 cores) [xB6-64-v2-AES]
-
fECEF‘H-POOLJ wvet0) B ptions & BIOS OVMF (UEFI)
=[]150s (pvel0i) .
=[] PVELVM-101 (pvel01) = ToskHisoy = Dsplay Defaul
= PVE-SAN-1 (pvel01) Backup & Machine pea3s-i0.0 -
= [local (pve01) & Replcaion S 5CSI Controller Virtlo SCS single
=[] locakivm (pve101) l" & Hard Disk (scsi0) CEPH-POOL-1-base-102-disk-1.cache=writeback iothread=1size=32G
B pret02 U Firewall = Network Device (net0) Virtio=BC:24:11-77:11:D4 bridge=vmbr0 frewall=1 tag=24
G 101 (w2k25-101-1) o Permissions & EFIDisk CEPH-POOL-1-base-102-disk-0,efitype=4m pre-enrolled-keys=1,size=1M
[T.1102 (w2k25-101-2)
Tocalnetwork (pve102)
e g . (] CEPH-POOL-1 (pvel02)
S -
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SBS LAB - (GUI) Deploy Linked Clone from Template
Step 1: Right-click your w2k25-XYZ-2 template > Clone

3 pvel01 - Proxmox Virtual Envir X+

& Documentation

[1102 (w2k25-101-2)
ocalnetwork (pve10]

PVE-LVM-101 (pve102)
= PVE-SAN-1 (pvet02)
= local (pve102)
Z(]local-lvm (pve102)

B pel03

VM 102

CEPH-POOLA (pv % Migrate
=[]150s (pve102) ] Clone

<« G © Notsecure  hatpsy/10.26.20.101:8006/#v1:0:=qemu%2F102:4:
X PROXMOX Vitual Environment 9.0.3. Scarch
Server View % | Virtual Machine 102 (w2k25-101-2) on node ‘pve102
= Datacenter (PVE-CLUSTER-1) s )
B protod 8 Summary Add ve Edi | DiskAction
(3 100 (debian-101-1) 2 Hardware &3 Memory .00 GIB
localnetwork (pve101) & Cloud-Init & Processors 4 (1 sockets, 4 cores) [xB6-64-v2-AES]
S CEPHPOOLA (uettt) | e & BI0S OVMF (UEFI)
EL180s (prettt) &2 Display Default
=[] PVELVM-101 (pve101) & Task History & Wachi 5100
= PVE-SAN-1 (pveldi) Backup achine pc-g35-
=[locsl (pre01) & Reptcaion E SCSI Controller Virtlo SCSl single
- - lard Disk (scsi - -1-base-102-disk-1.cache=writeback iothread=1 size=
=[] locakivm (pve101) G & Hard Disk (scsi0 CEPH-POOL-1-base-102-disk-1.cache=writeback iothread=1size=32G
B pret02 U Firewall = Network Device (net0) Virtio=BC:24:11:77:11:D4,bridge=vmbr0 firewall=1,tag=24
S} 101 (w2k25-101-1) o Permissions B EFIDisk CEPH-POOL-1:base-102-disk-0,efitype=4m, pre-enrolled-keys=1,size=1M

Step 2: Target node: same as source
Step 3: VM ID: as automatically assigned
Step 4: Name: w2k25-XYZ-LC

Step 5: Mode: Linked Clone

Step 6: Clone

Clone VM Template 102

Target node pve102 Mode Linked Clone
VMID: 103
Name: w2k25-101-LQ
Resource Pool
o oo
3 pvel01 - Proxmox Virtual Envir X+
< c © Notsecure  hips://10.26.20.101:8006/#v1:0:=qemu%2F102:4:12:= contentlso::7:17

Server View

& Datacenter (PVE-CLUSTER-1)

103 (w2k25-101-LC)

[ [T 102 (w2k25-101-2)

ocalnetwork (pve102)
=[] CEPH-POOL-1 (pve102)
=[]1S0s (pvel02)

=[] PVE-LVM-101 (pve102)
= PVE-SAN-1 (pvel02)
=[local (pve102)

= (]local-vm (pve102)

B pret03

X PROXMOX Vitual Environment 9.0.3. Scarch

% Virtual Machine 102 (w2k25-101-2) on node ‘pve10Z

N

B peotod 8 Summary Add Remove | Edt | DiskAction
(S} 100 (debian-101-1) 2 Hardware &3 Memory 8.00 GIB
localnetwork (pve101) & Cloud-Init & Processors 4 (1 sockets, 4 cores) [xB6-64-v2-AES]
CEPH-POOL (pvetdl) |y g & BI0S OVMF (UEFI)
(1505 (pretot) J Display Default
=[] PVELVM-101 (pve101) & Task History % blachi 5100
= PVE-SAN-1 (pvel01) Backup achine peqes
=[local (pret0t)  SCSI Controller Virtlo SCS single
= P 3 Replication 5 N . . . .
=[] locakivm (pve101) & Hard Disk (scsi0) CEPH-POOL-1-base-102-disk-1.cache=writeback iothread=1size=32G
B preta2 U Firewall = Network Device (net0) Virtio=BC:24:11-77-11:D4 bridge=vmbr0 firewall=1 tag=24
G 101 (w2k25-101-1) o Permissions & EFIDisk CEPH-POOL-1-base-102-disk-0,efitype=4m pre-enrolled-keys=1,size=1M
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Resource Management and HA for PVE

SBS LAB —(GUI) HA for PVE

Step 1: Datacenter > HA > Resources > Add

3 pvel0l - Proxmox Virtual Envir X+
€« C  © Notsecure  bips://10.26.20.101:8006/#v1:0:18:4:12:=contentlso::7::28

xpnﬂxmuanualEnvimnmentS.D.S Search

Server View £ Datacenter

£ Datacenter (PVE-CLUSTER-1)
B petot
B prel02
B pret03

Status
Q Search

Type Status
& Summary

quorum OK
O3 Notes.
= Cluster
® Ceph

£ Options

Resources
Add | Edii  Remove

D Stat Nod N
= Storage ate ode ame

Backup
3 Replication
o Permissions
& Users
& APITokens
@&, Two Factor
& Groups
® Pooks
# Roles
@ Realms
 HA

e.g.. o Affniy Rules

Step 2: Choose VM from dropdown
Step 3: Comment
Step 4: Add

e.g.

Add: Resource: Container/Virtual Machine

VM 100 x Failback M
Max. Restart 1 Request State: | started

Max. Relocate 1

Comment Most important Server |

© Help m

Step 5: Datacenter > HA > Resources > Add
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3 pvel0l - Proxmox Virtual Envir X+
€« G © Notsecure  hitps://10.26.20.101:8006/#v1:0:18:4:12:=contentlsox:7:28
xpnﬂxmuanualEnvimnmentS.D.S Search
Server View & Datacenter
E= Datacenter (PVE-CLUSTER-1) s
B petot Q Search
B pyeln2 Type Status
B pret03 Ly quorum oK
e master pve03 (active, Thu Aug 7 20:49:35 2025)
= G Im pve101 (active, Thu Aug 7 20-49:40 2025)
@ Ceph Irm pve102 (idle, Thu Aug 7 20-49:40 2025)
£ Options Irm pve103 fidle, Thu Aug 7 20:49.40 2025)
£ Storage
Backup Resources
£ Replication Add] Edt  Remove
o' Permissions D State Node Name Max. Restart | Max. Reloc. Failback
& Users vm:100 starting pve101 debian-101-1 1 1 true
& APITokens
@, Two Factor
& Groups
® Pooks
# Roles
[@ Realms
e . ® HA
g

Step 6:
Step 7: Comment
Step 8: Add

Choose VM from dropdown

Add: Resource: Container/Virtual Machine

VM: 101 X Failback:

Max. Restart: 1 Request State: started

Max. Relocate: 1

Comment Second mostimportant server |

@ Help

e.g.

Step 9: Datacenter > HA > Affinity Rules > HA Node Affinity Rules > Add

3 pvel01 - Proxmox Virtual Envir X 4

< c © Notsecure  hteps//10.26.20.101:8006/#v1:0:18:4:12:=contentlso:7:47

X PROX MO X Virtual Environment 9.0.3. Scarch

Server View # ' Datacenter

= Datacenter (PVE-CLUSTER-1)
By pueld
B prel02
B prel03

HA Node Affinity Rules
Search

Add| Edit  Remove

Summary

Notes Enabled | State | Stict HA Resources
Cluster
Ceph

Options

[ - 20w I ]

Storage

m

Backup

u

Replication

5

Permissions

HA Resource Affinity Rules
& Users
8 APITokens Add | Edii  Remove

@ Two Factor Enabled = State | Affinity HA Resources

3 Groups

W Pools

# Roles

@ Realms
 HA

o Affinity Rules.

¥ Fencing

- SDN
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Step 10: Choose a VM (HA Resources)

Step 11: Select all nodes where it can run

Step 12: Choose priority
NOTE : If priority is same, there is no affinity
NOTE : Higher number = higher priority

Step 13: Add

Add: HA Node Affinity

Enable

HA Resources: 100

Comment

& Node
1 pretol
1 pret02
A pret03

© Help

e.g.

Server View

= Datacenter (PVE-CLUSTER-1)
B pret0t
B prel02
B pre103

e.g.

Strict

Memory usage %
T0%
119%
59%

X prel0l - Proxmex Virtual Ewic: X +

X PRO MO virual Environment 9.0.3  Search

#  Datacenter

Q Search
8 Summary
[J Notes.
£ Cluster
@ Ceph
£ Options
£ Storage
Backup
3 Replication
o Permissions
& Users
& APITokens
@, Two Factor
& Groups
W Pools
# Roles
@ Realms
@ HA

o Affinity Rules

% Fencing

Priority

15% of 12 CPUs 1
16% of 12 CPUs 2

0.7% of 12 CPUs

€« C © Notsecure  bitps://10.26.20.101:8006/#v1:0:18:4:12:=contentlso::7:47

HA Node Affinity Rules
Add | Edit  Remove
Enabled State Strict

v v false

HA Resource Affinity Rules
Add | Edit  Remove

Enabled State Affinity
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Step 14: Do this for all your VMs

3% pvel01 - Proxmox Virtual Envir: X + = a x
3 c © Notsecure  hitpsi//10.26.20.101:8006/%v1:0:18:4:42:=contentlsom:47 v L_E ®
X PRO> MO Virtual Environment 9.1.5 Search & Documentation
Server View Datacenter ! Bulk Actions © Help
& Datacenter (PVE-CLUSTER-1) -
B preidt HA Node Affinity Rules
:pse Q, Search
100 (W2k25-101-1) - Edit | Remove
ocalnetwork (pve101) ) Sy
=[] CEPH-POOL1 (pvet0) [J Notes Enabled State Strict HA Resources MNodes Comment
=[]180s (pvelll) = Cluster v v false vm:100 pve101:3,pve102:2 pe...
Z[JPVE-LVM-1 (pve101) @ Ceph ' v false vm:101 pvel01:1,pve102:2 pve
= []PVENFS1 (pveldt) P
= PVE-SAN-1 (pvel01) # Options
=[] cephfs (pve101) £ Storage
= [Jlocal (pve101) .
= localvm (pret0t) [ Backup HA Resource Affinity Rules
- Replicati
B pret02 R Add | Edt  Remove
ocalnetwork (pve102) w' Permissions
&[] CEPH-POOL-1 (pve102) A s Enabled State Affinity HA Resources Comment
=[]150s (pveil2)
E[]PVE-LYM-1 (pve102) & TS
£ [| PVE-NFS-1 (pve102) &, Two Factor
= PVE-SAN-1 (pve102) i Groups
= hfs 102
S csphis pratoz) O Faaty
£ [ local (pve102)
= (] local-lvm (pve102) # Roles
B pve103 [&} Realms
L 101 (debian-XYZ-1) —
localnetwork (pve103) -
Logs @
e.g.:
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SBS LAB - (GUI) Test HA Failover

NOTE: If participating in a group environment, it is important that only one (possibly several in larger
clusters) participant execute this lab. Instructor will designate participant.

Goals:

e Test HA failover
e Testintegrity of Ceph cluster during/after loss of one node

Step 1: Determine the IP of one of your VMs

3 pvel0 - Proxmox Virtual Envir X r

<« &} © MNotsecure  hitps://10.26.20.101:8006/#v1:0:=qemu%2F101:4:42:=contentlsoun 47
X PRO>MO X virtual Environment 9.1.5 Search &
Server View had Virtual Machine 101 (debian-XYZ-1) on node 'pve101°  No Tags 4 Start

= Datacenter (PVE-CLUSTER-1) -

By puet0t & Summary
S 100 (W2k25-101-1) »>_ Console
. i XY 71 (] ti - N 173

| m1u1 {debian-XYZ-1) | 2 Hardware debian-XYZ-1 (Uptime: 00:00:17 )

222 localnetwork (pve . .
Status: running, HA State: started &8 Cloud-Init

=[] CEPH-POOL-1 (1o e o, i Status running
=(]150s (pve101) % Options 2 HA State started
=[] PVE-LVM-1 (pve101) Task History B Node pvel01
=[] PVE-NF5-1 101 .
:D (pvet0l) @ Monitor % CPU usage 0.66% of 4 CPU(s)
£ PVE-SAN-1 (pvel01)
=[] cephs (pve101) Backup &4 Memory usage  5.15% (421.82 MiB of 8.00 GiB})
= (d local (pve101) 13 Replication F=9 Host memory usage 931.77 MiB
=[] local-lvm (pve101) %) Snapshots & Bootdisk size 32.00 GiB
102
EO__F:“‘ U Firewall =1Ps 10.26 24,227

i localnetwork (pve102) o fe80-be24:11fffe631099
=[] CEPH-POOL-1 (pve102) o' Permissions More
=(]130s (pve102)

e.g.: = [ PVE-LVM-1 (pve102)

NOTE : If Windows and no ping received, disable Windows Firewall in VM

Step 2: Start a continuous ping from any other source on the network except HAVM

BN Administrator: Command Prompt - ping -t 10.26.24.227

from 1

from
from

y from 1
y from 1

NOTE : We recommend starting the ping from your Windows Desktop

© 2026 VMsources Group Inc., CC BY-SA 4.0 210 Author: John Borhek


https://creativecommons.org/licenses/by-sa/4.0/

3. Power off PVE node

Step 1: pveXYZ > Shell > command: poweroff

Cloud Computing from the Ground Up with Proxmox 9

b -4 pre101 - Proxmax Virtual Env x +
3 C

)X( PRO > MO X< virtual Environment 9.1.5

© Notsecure  Rips//10.26.20.101:8006/#v1:0:=node%2 Fpve101:4:=jscensole:=contentls;

= [m] X

* @ @

=) Reboot (Y Shutdown >_ Shell i Bulk Actions

@ Help

Linux pvel0l €.17.4-Z
) x86_64

25-12-19T07:49z 8

The programs included with the Debian GNU/Linux system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Server View -3 Node pve101’
£ Datacenter (PVE-CLUSTER-1) -
Bo prett Q Search
L 100 (W2K25-101-1)
L 101 (debian-XYZ-1) & Summary
localnetwork (pve101) [ Notes
=[] CEPH-POOL-1 (pve101) > Shel
=(]180s (pvel01)
- Syst
= []PVE-LVM-1 (pre101) 3 S
=[] PVE-NFS-1 (pve101) = Network
e.g.. = PVE-SAN-1 (pveld1) - otiinatos

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY,

to the extent

permitted by applicable law.
root@pvelOl:~§ pnwercffl

NOTE : If you are actually connected to the node that you shutdown, you will need to connect
to a different node in the cluster to observe HA and re-connect to the console.

Step 2: Watch the ping

EX Administrator: Windows PowerShell - [m] X

e.g.:

Step 3: Wait for HA to observe the console and ping to come back

© Notsccure  httpsy =1&vmid=10 101-

&

Press Ctri+Alt+Delete to unlock.

912

Thursday, August 7
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SBS LAB - (GUI) HA Arm/Disarm

When doing network maintenance or host updates, it might be possible to trigger HA inadvertently and
cause the restart of critical workloads. For this reason, it is advisable to disarm HA prior to performing

those tasks.

1. Disarm HA - Freeze

Step 1: Datacenter > HA > Disarm

Cloud Computing from the Ground Up with Proxmox 9

~ | 3€ pvel0l - Proxmox Virtual Enviror X -

<« G hetps://10.26.20.101:8006/#v1:0:18:4:3 1:=contentimages::28
X PRO MO X virtual Environment 9.2 2

Server View

£ Datacenter (PVE-CLUSTER-1)
B pvettt
Bb pvet02
Bb pvet03

e.g.:

% Datacenter

Q Search
& Summary
O Notes
£ Cluster
@ Ceph

£ Opions
£ Storage

Search
Am HA

Stats #  Freeze

@ Ignore
Type Status
quoum  OK
fencing armed (CRM watchdog aclive)
master pve101 (active, Sun May 24 14:48:57 2026) - dynamic load CRS (load imbalance: 16.0%)
Im pve101 (active, watchdog active, Sun May 24 14:49:05 2026)
Im pve102 (active, watchdog active, Sun May 24 14:49:01 2026)

do maintenance safely

& oscumertaon

i BulkActions

- @

© e o1

© Heip

- o

Update - | il Chat

2 CRS Settings

X

NOTE : Freeze stops HA monitoring without changing any resource constraints, allowing you to

NOTE : Ignore mode allows manual resource re-allocation while enabled (such as migrating

VMs) but will require manually restarting HA on resources to which it was applied

previously

Confirm

{ ~ | Are you sure you want to disarm HA with resource mode ‘Freeze'?

This will freeze all services allowing no change to their operational state

While disarmed, HA does not protect your services. Failures during this period are not

=00

automatically recovered

e.g.:

Server View

£5 Datacenter (PVE-CLUSTER-1)
B pretdt
B pret02
o pret03

e.g.:

~ X pvel01 - Proxmox Virtual Envirer X+

&

Datacenter

Q Search
& Summary
[J Notes

£ Cluster
@ Ceph

& Options
£ Storage
Backup
13 Replication
o Permission:

& Users

s

& APl Tokens

&, Two Factor

&% Groups

¥ Pools

# Roles

[& Realms
o HA

of Affinity Rules

% Fencina

<~ O [GREELLTRY hitsc://10.26.20.101:8006/#v1:0:18:4:3 1:=contentimages:::28

X PRO XX MO < Vvirtual Environment 9.2 2

Search
S Arm HA Disarm HA
Status
Type Status

quorum oK

fencing disarmed, resource mode: freeze (CRM watchdog released)

master pve101 (active, Sun May 24 14:564:07 2026) - disarmed, resource made: freeze - dynamic load CRS (load imbalance: 15.9%)
Irm pve101 (disarm mode, watchdog released. Sun May 24 14:54:05 2026)

Im pve102 (disarm mode, watchdog released, Sun May 24 14:54:06 2026)

Irm pve103 (disarm mode, watchdeg released. Sun May 24 14:54:03 2026)

Resources

Add Edit Remove

D State

vm:100 freeze
vm:101 freeze
vm:102 freeze
vm:104 freeze
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Node

pvel02
pvel0l
pvel01
pvel03

Name
W2k25-101-1
debian-101-1
pbs101
W2k25-102-1

 ooxumansin © cosecr

Max. Restart

1

1
1
1

Max. Relac

1

1
1
1

= (m] X

A S - *
A = 8 Updste O chat

¢ BulkActions © Help

o CRS Settings |

Failback Auto-Rebal Descripti
true true
true true
true true
true true
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Step 2: When Maintenance is complete, Arm HA

v 3 pvel01 - Proxmox Virtual Enviror X - = a %
« C [P, .....-.//10.26.20.101:3006/#y1:0:18:4:31:=contentimages: A ¥y ¥ & update - M chat
X PROX MO Virtual Environment 9.2.2 Search & Documentaton
Server View ¥ Datacenter i BulkActions © Help
£ Datacenter (PVE-CLUSTER-1) % =
Arm HA Disarm HA
Eb pretot Q, Search
Eb pret02 Status )
B pvel03 & Summary
3 Notes Type Status
£ Cluster quorum QK
@ Ceph fencing disarmed, resource mode: freeze (CRM watchdog released)
master pvel01 (active, Sun May 24 14:54:57 2026) - disarmed, resource mode- freeze - dynamic load CRS (load imbalance: 17 4%)
£+ Options
5 Irm pve101 (disarm mode, watchdog released, Sun May 24 14:54:55 2026)
& Storage Irm pve102 (disarm mode, watchdog released, Sun May 24 14:54:56 2026)
Backup Irm pve103 (disarm mode, watchdog released, Sun May 24 14:54:58 2026)
3 Replication
o Permissions Resources
& Users Add | Edit  Remove
& AT ID State Node Name Max. Restart Max. Reloc. Failback Auto-Rebal Descripti
Relclaciy vm100 freeze pvel02 W2k251011 1 1 true true
& Groups vm-101 freeze pvel debian-101-1 1 1 trus true
¥ Pools vm:102 freeze pve101 pbs101 1 1 true true
# Roles v 104 freeze pvel03 W2k25-102-1 1 1 true true
[&F Realms
o HA
2 Affinity Rules
e.g.: _
Confirm ®
- " Are you sure you want to arm HA?
e.g..
w3 pvel01 - Proxmox Virtual Emviror X = - [m} X
« [T 5iipsi//10.26.20.101:8006/#v1:0:18:4:31:= contentmage B Y7 f= & Update - My Chat
X PROXMO X virtual Environment 9.2.2 Search 5 Documersaton
Server View 2 Datacenter i Bulk Actions © Help
& Datacenter (PVE-CLUSTER-1)
B 101 ArmHA €5 Disarm HA % CRS Settings
pve Q, Search
BB pret02 Status ®
B pvet103 & Summary
3 Notes Type Status
= Cluster quorum oK
@ Ceph fencing armed (CRM watchdog active)
&0 master pve101 (active, Sun May 24 14:55:37 2026) - dynamic load CRS (load imbalance: 15.4%)
tions
g Irm pve101 (wait_for_agent_lock, watchdog standby, Sun May 24 14:55:35 2026)
€ Storage Im pve102 (wait_for_agent_lock, watchdog standby, Sun May 24 14:55:36 2026)
Backup Im pve103 (active, watchdog active, Sun May 24 14-55:38 2026)
13 Replication
o Permissions Resources |
& Users Add | Edit  Remove
2 e D State Node Name Max. Restart Max. Reloc. Failback Auto-Rebal Descripti
ESwolha oy vm:100 starting pvel02 W2K251011 1 1 true true
& Groups vm:101 starting pvel01 debian-101-1 1 1 true true
W Pools vm:102 starting pvelli pbs101 1 1 true true
# Rolss vm:104 starting pvel03 W2k25-102-1 1 1 true true
[&F Realms
< HA
of Affinity Rules
e.g.: % Fencing
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2. Disarm HA - Ignore
Step 1: Disarm HA —lIgnore

~v 3¢ pvel01 - Proxmox Virtual Envirer X =+ = O x
&« G LB bitns://10.26.20.101:8006/#v1:0:18:4:3 1:=contentimages:z:28 A P 3' Update -+ 9 Chat
X PROXMO X vVitual Environment 9.2.2 Soarch & Documentaton
Server View #  Datacenter i Bulk Actions © Help
& Datacenter (PVE-CLUSTER-1) = =
B pretot a semrh Arm HA o CRS Settings
B pvet02 Status # Freeze ®
Bb pvel03 & Summary % Ignore
J Notes Type Status
£ Cluster Quorum 0K
@ Ceph fencing armed (CRM watchdog active)
&0 master pve101 (active, Sun May 24 14:56:07 2026) - dynamic load CRS (load imbalance: 17.9%)
tions
5 Irm pve101 (active, watchdog active, Sun May 24 14:56:00 2026)
& Storage Im pve102 (active, watchdog active, Sun May 24 14:56:01 2026)
Backup Im pve103 (active, watchdog active, Sun May 24 14:56:08 2026)
13 Replication
' Permissions Resources @
& Users Add | Edi  Remove
EJeEckens D State Node Name Max. Restart Max. Reloc Failback Auto-Rebal Descripti
= VDl vm:100 started pvel02 W2K25-10141 1 1 true true
& Groups vm:101 started pvel01 debian-101-1 1 1 tus tus
¥ Pools wm:102 started pvel01 pbs101 1 1 true true
# Roles vm:104 started pvel03 W2k25-102-1 1 1 true true
[@} Realms
< HA
28 Affinity Rules
e.g.: & Fencing

Confirm X

\ Are you sure you want to disarm HA with resource mode "Ignore™?

The HA stack will be completely bypassed when the operational state of a service changes.

While disarmed, HA does not protect your services. Failures during this peried are not
q automatically recovered.
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~ 3% pvel0l - Proxmox Virtual Environ X - = [} X
<« C (TR hitps://10.26.20.101:3006/#v1:0:18:4:3 1:=contentimage: A f7 ) ¢= (8 Update - M Chat
XK PROXMOX virtual Environment 9.2.2 Search PR o = cezievm | @ create o
Server View # ' Datacenter BulkActions -~ @ Help
£ Datacenter (PVE-CLUSTER-1) N -
Arm HA Disarm HA
% pvel0l Q Search
B pvet02 Status @
B pvel03 & Summary
J Notes Type Status
£ Cluster quorum oK
@ Ceph fencing disarmed, resource mode: ignore (CRM watchdog released)
master pve101 (active, Sun May 24 14:58:17 2026) - disarmed, resource mode: ignore - dynamic load CRS (load imbalance: 29.2%)
Options
w € Irm pve101 (disarm mode, watchdog released, Sun May 24 14:58:21 2026)
& Storage Irm pve102 (disarm mode, watchdog released, Sun May 24 14:58:21 2026)
B Backup Irm pve103 (disarm mode, watchdog released, Sun May 24 14:58:18 2026)
43 Replication
o Permissions Resources @
& Users Add Edit Remove
& APITokens ID State Node Name Max. Restart Max. Reloc Failback Auto-Rebal Descripti
elllwolhacio vm:100 ignore pvet02 W2K25-1011 1 1 true true
& Groups vm:101 ignore pvel01 debian-101-1 1 1 true true
W Pools vm:102 ignore pvel01 pbs101 1 1 true true
vm:104 ignore pve103 W2k25-102-1 1 1 true true
# Roles
[} Realms
o HA
28 Affinity Rules
% Fencing
e.g.:
Step 2: When maintenance complete, Arm HA
~ 3% pvel01- Proxmox Virtual Enviror X | - = [m} X
&« ¢ [P bitps//10.26.20.101:6006/#v1:0:18:4:31:= contentlmag B {7 ¥z & (Update - M Chat
K PROXMOX Vitual Environment 9.2.2 Search PRl ) Createvin | @ Create €T
Server View & patacenter ¢ Bulk Actions © Help
& Datacenter (PVE-CLUSTER-1) %
Arm HA Disarm HA CRS Settings
B pre1t Q, Search
B pvet02 Status @
B prel3 & Summary
[ Notes Type Status
E Cluster quorum OK
@ Ceph fencing disarmed, resource mode: ignore (CRM watchdog released)
master pvel101 (active, Sun May 24 14:59:27 2026) - disarmed, resource mode: ignore - dynamic load CRS (load imbalance: 16.3%)
£ Options
= Irm pve101 (disarm mode, watchdog released, Sun May 24 14:59:26 2026)
£ Storage Irm pve102 (disarm mode, watchdog released, Sun May 24 14:59:26 2026)
Backup Irm pve103 (disarm mode, watchdeg released, Sun May 24 14:59:28 2026)
13 Replication
o Permissions Resources @
& Users Add  Edi  Remove
&) T ID State Node Name Max. Restart Max. Reloc... | Failback Auto-Rebal Descripti.
% Wl vm:100 ignore prel02 W2K25-101-1 1 1 true true
& Groups vm:101 ignore pvel0i debian-101-1 1 1 true true
W Pools vm:102 ignore pvel01 pbs101 1 1 true true
# Roles vm:104 ignore pvel03 W2k25-102-1 1 1 true true
[&} Realms
o HA
28 Affinity Rules
& Fencing
e.g.:
Confirm [653]

f :; | Are you sure you want to arm HA?
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~ 3¢ pvel01 - Proxmox Virtual Enviror X = = (] b4
& G CREEETD bips//10.26.20.101:8006/#v1:0:18:4:31:=contentimages: A vy o .' Update --- | Wy Chat
X PROXMOX vitual Environment 9.2.2 Search & Documentaon © crese CT
Server View & Datacenter i BulkActions @ Help
& Datacenter (PVE-CLUSTER-1) N =
Arm HA £5 Disarm HA
B pve101 .
Q Search
B pvet02 < Status @)
B pve103 i S
3 Notes Type Status
£ Cluster quorum OK
@ Ceph fencing armed (CRM watchdog active)
master ve101 (active, Sun May 24 14:59:57 2026) - dynamic load CRS (load imbalance: 16.9%
P Y y!
% Options
3 Irm we101 (active, watchdog active, Sun May 24 15:00:01 2026
p ¢l y
€ Storage Im pve102 (active, watchdog active, Sun May 24 15:00-02 2026)
Backup Irm pve103 (active, watchdog active, Sun May 24 14:59:58 2026)
13 Replication
o Permissions Resources
& Users Add Edit Remove
BJeEckeas D State Node Name Max. Restart Max. Reloc Failback Auto-Rebal Descripti
% Ul vm:100 started pvel02 W2K251011 1 1 true true
& Groups vm:101 started pvel01 debian-101-1 1 1 tus trus
W Pools wm:102 started pvel01 pbs101 1 1 true true
# Roles vm:104 started pvel03 W2k25-102-1 1 1 true true
[& Realms
o HA
£ Affinity Rules
e.g.: .-
Step 3: Verify HA started for any modified resources
~ 3 pvel01 - Proxmox Virtual Enviror X - = [m} X
« O [T, .../ 10.26.20,101:8006/#v1:0:18:4:31:=contentimage A ) = (8 (Update | @ Chat
X PRO>MO X Virtual Environment 9.2.2 search & Documentaton
Server View % Datacenter ¢ BulkActions © Help
& Datacenter (PVE-CLUSTER-1) N =
Arm HA €5 Disarm HA
B pret0i -
Q, Search
B pret02 3 Status
B pve103 &) SOy
J Notes Type Status
= Cluster quorum OK
® Ceph fencing armed (CRM watchdog active)
a0 master pve101 (active, Sun May 24 15:00:47 2026) - dynamic load CRS (load imbalance: 17.7%)
tions
S Irm ve101 (active, watchdog active, Sun May 24 15:00:41 2026
P g y
€ storage Irm pve102 (active, watchdog active, Sun May 24 15:00:42 2026)
Backup Irm pve103 (active, watchdog active, Sun May 24 15:00:48 2026)
13 Replication
' Permissions Resources @
& Users Add | Edit  Remove
& APITokens Node Name Max. Restart Max. Reloc. Failback Auto-Rebal Descripti
ESwolhacioy started pvel02 W2Kk2510141 1 1 true true
& Groups started pvel01 debian-101-1 1 1 tus tus
W Pools started pvelli pbs101 1 1 true true
# Roles started pve103 W2k256-102-1 1 1 true true
[@F Realms
< HA
£ Affinity Rules
% Fencing

e.g.: g
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SBS LAB - (GUI) Resource Pools for PVE

In PVE a Resource Pool is primarily used to control access. It can contain VMs or Storage entities and
then be assigned specific user/permissions

Step 4: s> Create
Step 5: Name: RPXYZ
Step 6: Comment: VMs for XYZ

Edit: Pool ) X
Name: RP101
Comment: VMs for 101|

e.g.

3. Move your VMs into RPXYZ
Step 1: RPXYZ > Add > Virtual Machine

b 4 pvel01 - Proxmox Virtual Envir - X ar
« ] © Notsecure  Ritps://pvel101.lab.vmsources.com:8006/#v1:0:=%2Fpool%2FRP101:4:=]sc

x PRO MO X virtual Environment 9.05 Search

Server View had Resource Pool: RP101
= Datacenter (Cluster1)
% pvel01 & Summary Add Remove
Eb pvel02 55 Members [ Virtual Machine siption
Eb pvet03 o' Permissions & Storage
W% RP101

e.g.
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Step 2: Select your VMs from the list > Add

Add: Virtual Machine

| DT Node Current Pool Status MName Type
L1 100 pvel01 stopped w2k25-101-1 qemu
4 101 pvel01 stopped debian-101-1 qemu

Selected guests who are already part of a pool will be removed from it first.

=n
e.g.

4. Now create a permission for a user to access the Resource Pool
Step 1: Datacenter > Permissions > Add > User Permission

¥ pvel0l - Proxmox Virtwal Envie X +

n o« c © Notsecure  hitps://pvel101.labymsources.com:8006/#v1:0:18:4:=jsconsole:=contentimages:6:8:6

X PROX MO virtual Environment .05 5<arch

Server View b Datacenter
£ Datacenter (Cluster1)

g, pve101 @ Coph Add Remove

@ pvel02 & Group Permission UseriGroup/

Bk pvel03 @ Options & User Permission 8

¥ RP101 = Storage £ APl Token Permission admint01@

I admin101@

Dadon) I root@pamlp
13 Replication

o Permissions

& Users

e.g,: i £ APl Tokens
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Step 2: Path: /pool/RPXYZ
Step 3: User: labXYZ@LAB
Step 4: Role: PVEVMAdmin
Step 5: Propagate: Checked

Add: User Permission )
Path: fpool/RP101

User: lab101@LAB

Role: PVEVMAdmin

Propagate: A

o oo o

e.g.:

5. Log out and back in as labXYZ@LAB

- o X
w @ @

o v [ © cmacr

My Settings
Password
TFA

Caolor Theme

WD P H

Language
tor

= Logout

tor
tor true

min true

Step 1:
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Step 2:

Step 3:
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Proxmox VE Login

User name:  lab101
Password: | ssssesss
Realm: | LAB
Language: English - English

3 prel0l - Proxmox Virtual Envie - X 4

< > C © Notsecure  hitps://pvel01.labvmsources.com:8006/#v1:0:=node%2Fpve101:4:=jsconsole:=contentimages:6:8:6
X PRO> MO X vitual Environment 9.05 51 &
Server View ol Node "pve101 Re
~& Datacenter —
B pret Q Sea
100 (w2k25-101-1) Task History Type | Description Disk usage... Me
101 (debian-101-1 ipti
B pve1l]2[ fan-101-1) @ Subscription gemu 100 (w2k25-101-1)
B pvet103 gemu 101 (debian-101-1)
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SBS LAB - (GUI) APl Tokens for PVE

API Tokens provide a more secure form of authentication for applications and services which need to
access PVE.

1. Generating an APl Token for ProxLB to use for authentication
Step 1: Go to: Datacenter > Permissions > APIl Tokens > Add

¥ pvel0d1 - Proxmox Virtual Envie - X ar
< (& © Notsecure  hitps//10.26.20.101:8006/#v1:0:18:4:13:=contentimages:::=apitokens
X PRO MO X virual Environment 9.0.5 Search
Server View hd Datacenter
& Datacenter (FVE-CLUSTER-1)
Add Edit Remove Show Permissions
Eo-.F:VMN Q, Search
22 localnetwork (pvel101) User name Token Name | Expire
=[] PVE-LVM-101 (pve101) S
£ PVE-SAN-1 (pve101) [J Notes
= [Jlocal (pve101) £ Cluster
Z (] local-lvm (pve101
€0 (pve101) @ Coph
B pve102
B pve103 £+ Options
= Storage
Backup
13 Replication
o' Permissions
& Users
& API Tokens
e.g.: Q. Twn Factor
Step 2: User: root@pam
Step 3: Token ID: proxlbXYZ
Step 4: Comment: ProxLB XYZ
Step 5: Add
Add: Token [ea]
User: root@pam Privilege
Separation:
Token ID [ proxib101
Expire never
Comment ProxLB 101

Edit: Token 5®
User root@pam Privilege [m]
Separation
Token 1D proxib101
Expire never
Comment ProxLB 101
o ==

© 2026 VMsources Group Inc., CC BY-SA 4.0 221 Author: John Borhek


https://creativecommons.org/licenses/by-sa/4.0/

Cloud Computing from the Ground Up with Proxmox 9

Step 6: Copy and record the secret value, it can not be retrieved later

Token Secret
Token ID- | root@pamlproxlb101

Secret ab56dadd-78dd-42b2-8aa2-h8eddbbIbl04

Please record the AP token secret - it will anly be displayed now

Iy Copy Secret Value

e.g.:
Step 7: Datacenter > Permissions > Add > API| Token Permission

3% pvel02 - Proxmox Virtual Envie X 3€ pvel03 - Proxmox Virtual Envie - X | &% TrueNAS - 10.26.20.99 X | @& NewTab x |+
&« c © Notsecure  hitps)//pvel102.lab.vmsources.com:8006/#v1:0:18:4:=]sconsole:=contentimages:iu2
X PROX MO X virtual Environment 9.0.3 Scarch
Server View bd Datacenter

= Datacenter
B pyet02
252 localnetwork (pve102)
=[] PVE-LVM-101 (pve102)
= PVE-SAN-1 (pve102)

=] local (pve102) X PROX MO X virtual Environment 9.0.5 Search

=[] local-vm (pve102)

p 4 pvel01 - Proxmox Virtual Envire X +

&« c @ Notsecure  hips://pvel01.lab.vmsources.com:8006,/#v1:0:18:4:=jsconsole:=contentimages:30:8:6

Server View # Datacenter

= Datacenter

Add Remove
B pre101
Q, Search .
100 (w2k25-101-1) & Group Pemission User/Grc
101 (debian-101-1) & Summary & User Permission admin10
332 localnetwork (pvel01) O Motes 2 API Token Permission @

r root@pa
=(]150s (pve101) =2 Cluster / dmi |:U
%D PVE-LVM-101 {pve101) s
= PVE-SAN-1 (pveld1) @ Ceph
= [Jiocal (pve101) @ Options
=[] local-lvm (pve101) £ Storage

Backup
13 Replication

o' Permissions.

e.g.: & Users
Step 8: Path:/

Step 9: API Token: root@pam!proxlb
Step 10: Rols: Administrator

Step 11: Propagate: Checked

Step 12: Add

Add: API Token Permission

Path: /

APl Token: root@pamlproxlb101
Role: Administrator
Propagate: A

o o =n
e.g.:
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SBS LAB - (GUI) Dynamic Load Balancer for Proxmox

Native Dynamic Load Balancing (DLB) for PVE was introduced with version 9.2

1. Configure DLB
Step 1: Datacenter > Options > Cluster Resource Scheduling > Edit

~ X pvel01 - Proxmox Virtual Enviror X - = o e
<~ O [GRL LT Fitps://10.26.20.101:8006/#v1:0:18:4:3 1:=contentimages:i9 ATy 7= :' Update ==+ 9 Chat
X PROXMOX virual environment 9.2.2 Search 8 Documeniation
Server View £ Datacenter ¢ Bulk Actions © Help
£ Datacenter (PVE-CLUSTER-1)
Edit
o pretdt Q Search
B pvel02 Keyboard Layout English (USA) (en-us)
Summai
B pre103 = = HTTP proxy none
© E= Console Viewer Default (xterm js)
£ Cluster Email from address root@$hostname
@ Ceph MAC address prefix BC:24:1
& Options Migration Settings Default
£ Storage Replication Settings Default
HA Settings Default
Backup
Cluster Resource Scheduling Default
13 Replication .
U2F Settings None
o P Authn Settings. None
& Users Bandwidth Limits None
e . g- : 2 APl Tokens Maximal Workers/bulk-action 4
Edit: Cluster Resource Scheduling D ®

Scheduling Mode: | Default (basic) |

Rebalance on Start [] Use CRS to select the least loaded node

when starting an HA resource

© Help

e.g. =

Step 2: Select Dynamic Load and choose your options

Edit: Cluster Resource Scheduling 9®

Scheduling Mode: Dynamic Load

Rebalance on Start: [A Use CRS to select the least loaded node

when starting an HA resource
Automatic Rebalance: [~] Automatically rebalance HA resources

Imbalance Threshold (%): | Default (30)

Rebalancing Method: | Default (bruteforce)

Hold Duration: Default (3)

Minimum Imbalance

Default (10
Improvement (%): Aur i

@ Help

[ ok
e.g.:
NOTE : Rebalancing Method Default (bruteforce) weighs RAM and CPU utilization equally

NOTE : Rebalancing Method TOPSYS weighs RAM as higher priority with a 5:1 priority for
average utilization and a 10:5 ratio for peak usage
(i) bhttps://forum.proxmox.com/threads/questions-about-the-dynamic-crs.183171/
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~ X puel01 - Proxmox Virtual Enviror X -
< C‘, UL Hitps://10.26.20.101:8006/#v1:0:18:4:3 1:=contentimag
XPRDXMDX Virtual Environment 9.2 2
Server View # | Datacenter
£ Datacenter (PVE-CLUSTER-1)
B pretot Q, Search
B pre102
B pret03 & Emy;
[J Notes
& Cluster
@ Ceph
#3 Options
£ Storage
Backup
43 Replication
o' Permissions
& Users
& APl Tokens
e,g,: @. Twn Factor

© 2026 VMsources Group Inc., CC BY-SA 4.0

es:;

Search

Edit

Keyboard Layout

HTTP proxy

Console Viewer

Email from address

MAC address prefix
Migration Settings
Replication Settings

HA Settings

Cluster Resource Scheduling
U2F Settings

WebAuthn Settings
Bandwidth Limits

Maximal Workers/bulk-action
Next Free VMID Range

224

& Documentation

English (USA) (en-us)
none

Default (xterm js)
root@$hostname
BC:24:11

Default

Default

Default
ha-auto-rebalance=1 ha-rebalance-on-start=1ha=dynamic
MNone

Mone

None

4

Default

= [m} X

Ay gE 3' Update - My Chs
LJ Create VM roct@pam -
i Bulk Actions @ Help
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SBS LAB - (CLI) ProxLB Active Load Balancing for PVE (deprecated)

NOTE: This lab is deprecated for users of Proxmox 9.2 as Dynamic Load Balancer is included
natively

ProxLB is a tool created by gyptazy and maintained on GitHub. It is fully open-source (GPLv3) and widely
used and respected by the PVE community. Since it is open-source, community review is likely to have

discovered and reported any known security flaws in the ProxLB architecture, so itis also regarded to be a
safe addition to PVE.

2. Now we’ll install ProxLB
Step 1: Open a shell to your pveXYZ node

¥ pvel01 - Proxmax Virtual Envir - X ar

< c © Notsecure Ritps//10.26.20.101:8006/#v1:0:=node%2Fpve101:4:=jsconsole:=contentimages:i=clt
X PRO > MO X vitual Environment 9.0.5 Search
Server View

had Node 'pve101’

= Datacenter (PVE-CLUSTER-1) Linux pvel0l 6.14.8-2-pve §1 sMP

B pretot Q Search BE_&5
222 localnetwork (pve101)
=[] PVE-LVM-101 (pve101) & Summary The programs J_Ill:_'.ludt.?.d with the D4
- the exact distribution terms for
= PVE-SAN-1 (pve101) 0J Notes individual files in fusr/share/dq
= [Jlocal (pve101) »_ Shell ] . .
gulocal-lvm (pve101) Deb:l_?_n GNU/Linux l:_'.omes with ABSO

£ System permitted by applicable law.

% pvelgi — etk root@pvelol:~f I

pve =
e.g.: #& Certificates

Step 2: Add the repos to the node
Command #1 run: echo "deb https://repo.gyptazy.com/stable /" > /etc/apt/sources.list.d/proxlb.list

Linux pvel0l &.14.8-2-pve §1 SMP PREFMPT DYNAMTC PMX 6.14.8-2 (2025-07-22T10:04Z) =
86 64

The programs included with the Debian GNU/Linux system are free software;
the exact distribution terms for each program are described in the
individual files in /fusr/share/doc/*/copyright.

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent

permitted by applicable law.

root@pvelldl: ~§ echo "deb https://repo.gyptazy.com/stable /" > /fetc/apt/socurces.list
.d/proxlb.list

root@pwelll: ~§ I
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Step 3: Get the encryption keys for the new repo
Command #1 run: wget -O /etc/apt/trusted.gpg.d/proxlb.asc https://repo.gyptazy.com/repository.gpg

root@pwvelll:~§ wget -0 fetc/apt/trusted.gpg.d/proxlb.asc https://repo.gyptazy.com/r
epository.gpg

——2025-08-18 16:15:56—— https://repc.gyptazy.com/repository.gpg

Resclving repo.gyptazy.com (repo.gyptazy.com)... 77.90.10.90, 2al13:e3cl:1337::clde
Connecting to repo.gyptazy.com (repo.gyptazy.com) |77.90.10.90]|:443... connected.
HTTP request sent, awalting response... 200 OK

Length: 3923 (3.8K) [application/octet—-stream]

Saving to: “/fetc/apt/trusted.gpg.d/proxlb.asc’

fetc/apt/trusted.gpg 100% [————=>] 3.83E -——.-EB/= in 0Os

2025-08-18 16:16:01 (75.1 MB/s) - “/etc/apt/trusted.gpg.d/proxlb.asc”’ saved [3923/3
923]

root@pvelOl:~§ I

e.g.:

Step 4: Update repo metadata and install ProxLB
Command #1 run: apt-get update && apt-get -y install proxlb

roctBpvelll:~§ Efage u t v in=tall proxlb

Selecting previously unselected package libsodium23:amdé64.
(Reading database ... 53721 files and directories currently installed.)
Preparing to unpack .../0-libsodium23 1.0.18-1+b2 amdé4.deb ...
Unpacking libsodium23:amdé4 (1.0.18-1+b2) ...

Selecting previocusly unselected package python3-proxmoxer.
Preparing to unpack .../l-python3-proxmoxer 2.2.0-1 all.deb ...
Unpacking python3-proxmoxer (2.2.0-1) ...

Selecting previously unselected package proxlb.

Preparing to unpack .../2-proxlb 1.1.5 all.deb ...

Unpacking prexlb (1.1.5) ...

Selecting previously unselected package python3-invoke.
Preparing to unpack .../3-python3-invoke 2.2.0-2 all.deb ...
Unpacking python3-inveoke (2.2.0-2) ...

Selecting previously unselected package python3-nacl.

Preparing to unpack .../4-python3-nacl 1.5.0-7 amdé&4.deb ...
Unpacking python3-nacl (1.5.0-7) ...

Selecting previously unselected package python3-paramiko.
Preparing to unpack .../5-python3-paramiko 3.5.1-3 all.deb ...
Unpacking pythen3-paramiko (3.5.1-3) ...

Setting up libsodium23:amdé64 (1.0.18-1+b2) ...

Setting up python3-proxmoxer (2.2.0-1) ...

Setting up python3-invoke (2.2.0-2) ...

Setting up python3-nacl (1.5.0-7) ...

Setting up proxlb (1.1.5) ...

Created symlink '/etc/systemd/system/multi-user.target.wants/proxlb.service' - "/et
c/aystemd/system/proxlb.service".

User "plb' created.

Setting up python3-paramike (3.5.1-3) ...

Processing triggers for libe-bin (2.41-12) ...

root@pvelll:~% I
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Step 5: Copy the example config to a working config
Command #1 run: cp /etc/proxlb/proxlb_example.yaml /etc/proxlb/proxlb.yaml

Processing triggers for libe-bin (2.41-12) ...
root@pvelll:~% cp fetc/proxlb/proxlb example.yaml /etc/proxlb/proxlb.yaml

root@pvelll: ~f I

e.g.:

3. APl Method
Step 1: Edit the config file
Command #1 run: vi /etc/proxlb/proxlb.yaml

Eroxmox_;pi:
hosts: ["wvirtOl.example.com', "10.10.10.10', "feOl::bad:code::cafe"]
user: root@pam
pass: crazyPasswOrd!
§ 2PI Token method
f token id: proxlb
§ token secret: 430e308£f-1337-1337-beef-1337Tbeefcafe
s3]l verification: True
timeout: 10
$# API Connection retries
f retries: 1
f wait time: 1

proxmox cluster:
maintenance nodes: ["virté6.example.com"]

ignore nodes: []
overprovisioning: True

balancing:
enable: True
enforce affinity: False
parallel: False
¥ If running parallel job, you can define
¥ the amount of prallel jobs (default: 3)
parallel jcbs: 1
live: True
with local disks: True
balance types: ['wvm", "ct']
max job wvalidation: 1800
"/etc/proxlb/proxlb.yaml™ 43 lines, 892 bytes

e.g.:

© 2026 VMsources Group Inc., CC BY-SA 4.0 227 Author: John Borhek


https://creativecommons.org/licenses/by-sa/4.0/

Cloud Computing from the Ground Up with Proxmox 9

Step 2: Add ALL the PVE nodes in the cluster to the line ‘hosts’
Step 3: Comment out the pass line

Step 4: Uncomment sections relevant to the API

Step 5: Replace the Token ID with: proxlbXYZ

Step 6: Paste the Token you recorded in step 1

Step 7: Uncomment: retries

Step 8: Uncomment: wait_time

proxmox api:
hosts: ["pwvelll.lab.vmsources.com"]
user: root@pam
fpass: PRsswlrd
# API Token method
token id: proxlblﬂ!

token secret: alébfbl4i-ddbb-42bl-bb34-0801565d5ddé
ssl verification: False

timeout: 10

# API Connection retries

retries: 1

wait time: 1

e.g.:

4. PAM Authentication (without APl —do this only if you choose not to use API token)
proxmox api:
hests: ['pwvelll.lab.vmsocurces.com']
user: roct@pam
pass: PRsswlird
# API Token method
# token id: proxlb

§ token secret: 430e308£f£-1337-1337-beef-1337Tbeefcafe
ssl verification: False
timecut: 10

§# API Connection retries
§f retries: 1
f wait time: 1
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5. Now, modify proxmox_cluster section

Step 1: Delete any values from maintenance_nodes
Step 2: add ‘master_only: 1’

proxmox cluster:

maintenance_nodes: [*"1]

ignore nodes: []
overprovisioning: True
master only: 1.

e.g.:

NOTE : The value ‘master_only: 1’ causes the Master HA node to be the active manager while
ProxLB is still installed and available on other nodes.

6. Now modify the service section
Step 1: interval: 5

Step 2: format: minutes

service:
daemon: True
zchedule:
interval: 5

format: minutes
delay:

enable: False

time: 1

format: hours
log level: IHFE

e.g.:

NOTE : We do not suggest that these are appropriate values for your environment, howeverin a
test lab, we do not want to wait forever to see actions take place.
7. Enable and start services
Step 1: Enable and start the ProxLB service
Command #1 run: systemctl enable proxlb
Command #2 run: systemctl start proxlb

root@pvelll:~f systemctl enable proxlb
root@pvelll:~f systemctl start proxlb

root@pvelOl:~# [

e.g.:
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8. Test ProxLB by placing one node into maintenance mode
Command #1 run: vi /etc/proxlb/proxlb.yaml

# APTI Token method
teken id: proxlbl0l
token secret: a556daBd-78dd-42b2-8aa2-bBe8dbb3b004

s3] wverification: True

timecut: 10

# API Connection retries
retries: 1

wait time: 1

proxmox_cluster:
maintenance_nodes: ["10.26.20.102"]
ignore nodes: []
overprovisioning: True

balancing:
enable: True
enfocrce affinity: False
parallel: False
# If running parallel job, you can define
¥ the amount of prallel -jobs (default: 5)
parallel joba: 1
live: True
with lecal disks: True
balance types: ["wm', "ct']
max job validation: 1800
balanciness: 5
method: memory
mode: used

:'H'q.
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Command #1 run: journalctl --grep "proxlb”

5-08-18 17:57:27,466 - ProxLB -
5-08-18 17:57:27,466 - ProxLB -
5-08-18 17:57:27,469 - ProxLB —

WARNING - Warning: Host 10.26.20.102 ran into a ti
HWABRNING — Warning: Hest 10.26.20.103 ran inte a ti
INFO — API connection to host 10.26.20.101 succeed

oxlb/main.py", line 104, in <module>

oxlb/main.py™, line 53, in main
g)

oxlb/utils/proxmox api.py", line 99, in __ init
oxlb/utils/proxmox api.py", line 339, in test_apli user permissions

d, status=1/FAILURE

r for Proxmox clusters.
5—-08-18 18:00:02,757 - ProxLB
5-08-18 18:00:02,759 - ProxLB
5-08-18 18:00:02,760 - ProxLB
5-08-18 18:00:02,760 - ProxLB
ProxI.B
d, status=2/INVALIDARGUMENT

r for Proxmox clusters.
5-08-18 18:01:09,532 - ProxLB
5-08-18 18:01:09,535 ProxL.B
5-08-18 18:01:09,535 ProxLB
5-08-18 18:01:09,536 ProxLB
5-08-18 18:01:09,536 ProxL.B
5—-08-18 18:01:05,681 ProxLB
5-08-18 18:01:10,077 ProxLB
5-08-18 18:01:40,237 ProxLB
5-08-18 1B8:06:40,609 ProxLB
5-08-18 18:07:10,732 ProxLB
lines 41-639/6% (END)

e.g.:

INFO — Using config path: /etc/proxlb/proxlb.yaml
WARNING — Warning: Host 10.26.20.101 ran into a ti
WARNING - Warning: Host 10.26.20.102 ran into a ti
HWABRNING — Warning: Hest 10.26.20.103 ran inte a ti

INFO — Using config path: /etc/proxlb/proxlb.yaml
WARNING - Warning: Host 10.26.20.101 ran into a ti
HWABRNING — Warning: Hest 10.26.20.102 ran inte a ti
WARNING — Warning: Host 10.26.20.103 ran into a ti
WARNING - SSL certificate wvalidation to host 10.26
INFO — API connectien to host 10.26.20.103 succeed
INFO — Balancing: Starting to migrate VM guest w2k
INFO — Daemon mode active: Next run in: 5 minutes.
INFO — Balancing: Starting to migrate VM guest w2k
INFO — Daemon mode active: Next run in: 5 minutes.

NOTE : You will see warnings and failures due to ProxLB starting before configuration. What
you are looking for is ‘Daemon mode active... on the last line
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Software Defined Networking (SDN)

Software Defined Networking (SDN) allows for abstraction of the network settings defined on each node
across the cluster. It further allows for the defining of specific user permissions to specific Zones,
allowing access only to the network(s) defined in that Zone.

Zone Types
Simple:

A Simple Zone exists across the cluster, however restricts networking to a single node.
VLAN:

A VLAN Zone allows for the assignment of network resources and VLAN tagsv101

SBS LAB - (GUI) SDN Simple Zone

1. Create a Simple Zone
Step 1: Datacenter > SDN > Zones > Add > Simple

3¢ pve102 - Proxmox Virtual Envie: X 3§ pbs101 - Proxmox Backup Serv. X | 3§ pbs102 - Proxmox Backup Senv % | +

&« (] © Notsecure  hitps://10.26.20.102:8006/%v1:0:18:4:=jsconsole:=contentBackup:::29:=sdnzone
X PRO MO X virtual Environment 9.1.5 Search
Server View bl Datacenter

= Datacenter (PVE-CLUSTER-1)
B pyet01

2 100 (W2k25-101-1)
2 101 (debian-101-1) # Roles =2 VLAN
222 localnetwork (pve101) @ Realms =2 QinQ
=[] CEPH-POOL-1 {pve101) =2 VXLAN
=[150s (preto1) e = EVPN
=[] PVE-LVM-1 (pve101) < SON

e.g.: =[] PVE-NFS-1 (pve101) == Zones

= Add Remove Edit

Pools FE
o R = Ik E MTU | 1P

Step 2: Name the Zone: sXYZ

Add: Simple

ID s101

MTU: auto
Nodes: All (No restrictions)

IPAM: pve

DNS Server:

Reverse DNS
Server

DNS Zone

automatic
DHCP:

© Help Advanced [-]
e.g.:
NOTE : The Zone name is limited to 8 characters, no special characters
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Step 3: Datacenter > SDN > Apply

3 pve102 - Proxmox Virtual Envic X 3L pbs101 - Proxmox Backup Serv % X pbs102 - Proxmox Backup Serv. X +

<« G © Notsecure  Ripsy//10.26.20.102:8006/#v1:0:18:4:=jsconsole:=contentBackup:::29:53
X PRO>MO X Vitual Environment 9.15 Search & Documentli
Server View hd Datacenter
= Datacenter (PVE-CLUSTER-1) 3
B pvet01 el
1 100 (W2k25-101-1) % Poals Anoly
S 101 (debian-101-1) # Roles
localnetwork (pve101) @ Realms SDN Node Type Status
=[] CEPH-POOL-1 {pve101) @ HA localnet...  pvel01 zone ok
gD 150s (pve101) localnet...  pvel02 zZone ok
= SDN
‘—"'D PVE-LVM- (pve101) < localnet...  pvel03 zone ok
. E[PVE-NFS-1 (pvell1) EE Zones
e.g.: S
Confirm €3]

( /. ] Applying pending SDN changes will also apply any pending local nede network changes.
~/ Proceed?

NOTE : Wait 30-45 seconds

3¢ pvel102 - Proxmox Virtual Envir X 3¢ pbs101 - Proxmox Backup Serv X 3¢ pbs102 - Proxmox Backup Serv X +

<« c @ Not secure  Ritpsy//10.26.20.102:8006/%v1:0:18:4:= sconsole:=contentBackup::29:53
x PRDX MD x Virtual Environment 9.1.5 Search & Documen
Server View bl Datacenter

~& Datacenter (PVE-CLUSTER-1)

B pvel0t — - Status
L 100 (W2k25-101-1) ® Pools
S 101 (debian-101-1) # Roles

localnetwork (pve101) @ Realms SDN Node Type Status

£22 5107 (pvel01) localnet . pvel01 zone ok
S()CEPH.POOLA (preto1) @ o
ES Ls\fsi";‘:lu; }vm o1) .$--S- DN localnet...  pvel03 zone ok
;DPVE—NFS—1 (Evemi) = Zones 5101 pvel102 zone available
é PVE SANA (pre01) & VNets 5101 pvel103 zone available
Eﬂcephfs(pveim] £ Options s101 pvellt zone available
= [ local (pve101) F IPAM

= [Jlocal-vm (pve101)

U VNet Firewall
=% pbs101 (pve101)

By pret02 A Fabrics
B pve103 # ACME
e.g.: U Firewall

Step 4: Datacenter > SDN > VNets > Create
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3% pve102 - Proxmox Virtual Envic: X 3 pbs101 - Proxmox Backup Serv. X | 3§ pbs102 - Proxmox Backup Serv. X | +

<« c

© Notsecure  hitps://10.26.20.102:5006/%v1:0:18:4:=]sconsole:=contentBackup::7:=sdnvnet

x PRO MO X< virtual Environment 9.1.5

Search
Server View % Datacenter
- = Datacenter (PVE-CLUSTER-1)
B pvet01 il Ve
S 100 (W2k25-101-1) ¥ Roles Create =~ Remove  Edit
L)L 101 (debian-101-1) @} Realms

localnetwork (pve101) 1D Alias | Zo Tag | VL
222 5101 (puel01) <
=[] CEPH-POOL-1 {pve101) «: SDON
Z=[]150s (pveld) = Zones
=[] PVE-LVM-1 (pve101)

No VNet configured

e.g.: _ &5 VNets
Step 5: Create: vnetXYZin Zone: sXYZ

Create: VNet &)
Name vnetills
Alias: | vnet for Simple Zone

Zone: s101

Isolate Ports: O
VLAN Aware: O

@ Help Advanced [A1 Creale

e.g.

Step 6: Datacenter > SDN > Apply

& Documentation E

Subnets

Create Remt

State Subnet

e - Proxmox Virtual Ema 5 = FroxXxmox Sacku er. s = Froxmox Backu 2T,
pve102 - P Virtual £ x pbs101 - P Backup Serv X pbs102 - P Backup Serv X | +

&« (] © Notsecure  hitps://10.26.20.102:5006/%v1:0:18:4:=]sconsole:=contentBackup::29:53
x PRO MO X virtual Environment 9.1.5 Search
Server View hd Datacenter
- & Datacenter (PVE-CLUSTER-1)
By pue101 - Status
1 100 (W2k25-101-1) ® Poals Anoly
2 101 {debian-101-1) # Roles

222 localnetwork (pve101) @ Realms SDN Node Type Status
=[] CEPH-POOL-1 {pve101) localnet . pvel01 zone ok
%D 150s (pve101) e localnet...  pvel02 zZone ok
e.g‘: %9?‘:5"::’;2'1 EE"’?:?:T %__S_DFI localnet...  pvel03 zone ok
i Confirm ®

I

Applying pending SDN changes will also apply any pending local node network changes

|
- ./ Proceed?

[ Yes

NOTE : Wait 30-45 seconds
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3% pve102 - Proxmox Virtual Envic: X 3 pbs101 - Proxmox Backup Serv. X | 3§ pbs102 - Proxmox Backup Serv. X | +
&« (] © Notsecure  hitps://10.26.20.102:5006/%v1:0:18:4:=jsconsole:=contentBackup::29:53
x PRO MO X virtual Environment 9.1.5 Search =N
Server View % Datacenter
- = Datacenter (PVE-CLUSTER-1)
B puet0t — - Status
L 100 (W2k25-101-1) ® Pools
2 101 (debian-101-1) ¥ Roles
localnetwork (pve101) @ Realms SDN Node Type Status
22 5107 (pvel01) @ HA localnet...  pvel01 zone ok
£ (] CEPH-POOL-1 (pvel01) localnet...  pvel02 zZone ok
-
fD 1S0s (pve101) <5 S localnet .. pvel03 zone ok
f%g:i:ﬂ:_;‘ Epve:l;:;: 2 Zones 5101 pvel02 zone available
= -NFS-1 (pve
- &5 VNets i
= PVE-SAN-1 (pret01) s101 pvell3 zone available
=[] cephfs (pve101) £+ Options s101 pvell1 zone available
e.g.: = laral frua i1y == IDAM
NOTE : VNets do not appear in the top-level SDN page
2. Test Simple Zone
Step 1: W2k25-XYZ-1 > Hardware > Network Device > Edit
3 pvel02 - Proxmox Virtual Envir % 3 pbs101 - Proxmox Backup Serv % 3 pbs102 - Proxmox Backup Serv. X aF
<« G © Notsecure  Ripsy//10.26.20.102:8006/%#v1:0:=qemu%2F100:4:=jsconsole:=contentBackup::T:=sdnvnet b d

Server View

= Datacenter (PVE-CLUSTER-1)
B pvet01

S 100 (W2k25-101-1)

) 101 (debian-101-1)

222 localnetwork (pve101)

5101 (pve101)

=[] CEPH-POOL-1 {pve101)

=[]150s (pve101)

=[] PVE-LVM-1 (pvel01)

=[] PVE-NFS-1 (pvel01)

= PVE-SAN-1 (pvel01)

£ [] cephfs (pve101)

= (Jlocal (pve101)

e.g‘: %DIocal-lvm (pve101)

X PRO MO X< virtual Environment 915

Search

& Documentation ™ KeEE AT ] m

hd Virtual Machine 100 (W2k25-101-1) on node 'pve101' No Tags & Start (O Shutdown </ Migrate  »_ Console
& Summary Add Remove Disk Action Revert
»>— Console B Memory .00 GIB
L Hardware i Processors 4 (1 sockets, 4 cores) [x86-64-v2-AES]
& Cloud-Init & BIOS OVMF (UEFI)
£+ Options L Display Default
Machine c-g35-10.1

= Task History % pea

£ 5SCSI Controller VirtlO SCSl single
@ Monitor . . . By . .

& Hard Disk (scsil) CEPH-POOL-1:vm-100-disk-1,cache=writeback iothread=1.size=32G
Backup = Network Device (net0) Virlio=BC:24:11:F9:32:A8 bridge=vmbr0 firewall=1 tag=24
3 Replication & EFl Disk CEPH-POOL-1:vm-100-disk-0, efitype=4m ms-cert=2023w pre-enrolled-keys=1,size=5.

‘D Snapshots

0 Firawall

Step 2: Set the Bridge to vhetXYZs and remove the VLAN tag

Edit: Network Device

5 ®

| Bridge: vnet101s Model VirtlO {paravirtualized)
VLAN Tag: no VLAN MAC address: BC:24:11:F9:32:A8
Firewall: A
Disconnect O Rate limit (MB/s): | unlimited
MTU Same as bridge Multiqueue:
© Help Advanced [ m
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Step 3: On your W2k25-XYZ-1 VM, open Control Panel > Network and Sharing Center > Double-click
your adapter

3¢ QEMU (W2k25-101-1) - noVNC - Google Chrome — O X

@ Notsecure  htps//10.26.20.102:8006/7console=kvmé&novne=18&vmid=1008vmname=W2k25-101-1&node=pve1018&resize=off

£ Network and Sharing Center - [m] kS

< v 4 EE « AllControl Pan.. » Network and Sharing Center v~ @ | Search Control Panel £

View your basic network information and set up connections
Control Panel Home

View your active networks
Change adapter settings

% Dashboard Change advanced sharing Unidentified network Accesstype; No network sccess
settings Public network Connections: [§ Ethemet

Local Server

& All Servers

Change your networking settings
B File and Stor:
I d Gk Setup a new connection or network

Setup a broadband, dial-up, or VPN connection; or set up a router or access point.

I Troubleshoot problems
Diagnose and repair network problems, o get troubleshooting information,

Seealso

Intemet Options

Windows Defender Firewall

Wind

- 807 AM
~ ok B % 2/5,2025!

Step 4: Properties

S <« All Control Pan... » Metwork and Sharing Center - &) Sean
U Ethernet Status X onne
General
1gs
ring Connection ype
IPv4 Connectivity: No network access fions: "
IPw6 Connectivity: No network access
Media State: Enabled
Duration: 00:47:29
Speed: 10.0 Gbps
tuparc
ihooting
Activity
Sent L\a! Received
e
Bytes: 84 296
i Properties ¥ Disable Diagnose
Close
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Step 5: Internet Protocol Version 4 (TCP/IPv4) > Properties

All Control Pan.., » Metwork and Sharing Center ~

flca 4e. LV STy

=
U Ethernet Properties X
[}

Networking

Connect using

I? Red Hat VitlO Ethemet Adapter

Configure:
This connection uses the following items:

B Cliet for Microsoft Netwarks

]?Flle and Printer Sharing for Microsoft Networks
?QDS Packet Scheduler

PR |ntemet Proto| on 4 ( 1Pvd)

[0 4 Microsaft Network Adapter Multiplexor Protocel
1. Microsoft LLDP Protocol Driver

. Intemst Protocol Version & (TCP/IPvE)

Install.. Uninstall

Description
Transmission Cortrol Protocal/Intemet Protocol. The default

wide area network protocol that provides communication
across diverse interconnected networks

OK

Cancel
e.g.:

Step 6: Setthe IP to: 192.168.10.XYZ

o

d Internet Protocol Version 4 (TCF/|Pvd) Properties ¥t
General

h  Youcan get IP settings assigned automatically if your network supports
—  this capability. Otherwise, you need to ask your network administrator

B forthe appropriate IP settings. 13
I

[ () Obtain an IP address automatically

E © Use the following IP address: i
I IF address: I 192 . 168 . 10 . 101

[

Subnet mask: 255,255,255, 0

[ Obtain DNS server address automatically

© Use the following DNS server addresses:

Preferred DNS server: l:l

[ validate settings upon exit Adyanced...

Cancel
NOTE : Be sure to OK and Close

o
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Step 7: Open Windows Firewall by typing wf.msc in search

<

(o @ Apps Documents Settings Folders Photos >

Best match

4

I " wif.msc
Microsoft Common Conscle Document

wf.msc

Microsoft Common Console Document

Location CAWINDOWS\system32

Open
Run as administrator

Open file location

o 0O & &

Copy path

Search indexing was turned off.

Turn indexing back on.

. 8:12 AM
~ s by B 215‘{2025!

Step 8: Disable Windows Firewall completely

‘ ﬂ Windows Defender Firewall with Advanced Security

! File Action View Help

=0

@ Windows Defender Firewall witl
Inbound Rules
Outbound Rules
3‘5_.\ Connection Security Rules
> B Monitering

Windows Defender Firewall with Advanced Security on Local Computer

ﬂ Windows Defender Firewall with Advanced Security provides network security for Windows computers.

Overview =
Domain Profile

@' Windows Defender Firewall is off.

Private Profile

@' Windows Defender Firewall is off.

Public Profile is Active
@' Windows Defender Firewall is off.

Wilindows Defender Firewall Properties

Getting Started -

© 2026 VMsources Group Inc., CC BY-SA 4.0 238

Actions

Windows Defender Firewall with Adv... &

=
&

< WTNP

Import Policy...

Export Policy..

Restore Default Policy

Diagnose / Repair

View »
Refresh

Properties

Help
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Step 9: Open a CMD prompt

&« @ Apps Documents Settings Folders Photos

; Best match

Il
== I n Command Prompt .
App

Command
awall i App
awalli
@ Open

tive

wwalli @ Runas ad[ﬂ\)’nistratcr

awall £i Run as different user
B2 oOpen file location

g 9 Pin to Start

dest

rotod s Pinto taskbar

lles

:wal

orblo

sesfn

1rule

Ian Search indexing was turned off.

nth 3 Turn indexing back on.

d - = o] £

m Qo L W CE=E &

e.g.:

Step 10: Ping another VM on the same VNet

¥ QEMU (W2k25-101-1) - noVWNC - Google Chrome

© Notsecure  Rips//10.26.20,102:8006/7console=kvmé&novnc=18wmid=1008vmname=W2k25-101-1&node=pve 1018&resize =off

=
& .
4 File

<= Administrator: Command Pro

—————— o C:\Users\Administrator>ping 192.168.10.182

& Pinging 192.168.10.102 with 32 bytes of data:
Reply from 192.168.10.101: Destination host unreachable.
Reply from 192.168.10.181: Destination host unreachable.
Reply from 192.168.10.101: Destination host unreachable.
Reply from 192.168.10.181: Destination host unreachable.

Ping statistics for 192.168.10.102:
Packets: Sent = 4, Received = 4, Lost = @ (8% loss),

C:\Users\Administrator>|

e.g.:
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Step 11: If the ping WAS successful, your VM was on the same node as the VM you were pinging, if the
ping was NOT successful, migrate to the same node as the VM you are pinging

3 QEMU (W2k25-101-1) - noVNC - Google Chrome = (] Pt

© Notsecure kips)//10.26.20.102:8006/?console=kvmé&novnc=18vmid=1008vmname=W2k25-101-1&node=pve101&resize =off

UJ Administrator: Command Pro X + -

! C:\Users\Administrator>ping 192.168.10.102

8 Pinging 192.168.18.102 with 32 bytes of data:
Reply from 192.168.10.101: Destination host unreachable.
Reply from 192.168.10.101: Destination host unreachable.
Reply from 192.168.10.181: Destination host unreachable.
Reply from 192.168.10.101: Destination host unreachable.

Ping statistics for 192.168.10.102:
Packets: Sent = U, Received = U, Lost = 8 (8% loss),

C:\Users\Administrator>ping 192.168.10.182

Pinging 192.168.10.102 with 32 bytes of data:

Reply from 192.168.10.182: bytes=32 time=3ms TTL=128
Reply from 192.168.10.102: bytes=32 time<lms TTL=128
Reply from 192.168.10.102: bytes=32 time<lms TTL=128
Reply from 192.168.10.102: bytes=32 time<lms TTL=128

Ping statistics for 192.168.10.102:

Packets: Sent = U, Received = U, Lost = 0 (8% loss),
Approximate round trip times in milli-seconds:

Minimum = ©ms, Maximum = 3ms, Average = Oms

C:\Users\Administrator>|

View current firewall and IPsec policy and activity

iew information about cumenthy aoolied firewall and connection securitv rules and security associations for active

~ 822 AM
~fe k B 2/5/2026 =

.= Q Search = - "’

E
&
|

IN PRODUCTION:

When we created the Simple Zone, we did not (could not) assign any network resources, so
communication is limited to node-only. While this might be useful for single-node environments and
other limited testing, Simple Zones are not very useful overall.
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SBS LAB - (GUI) SDN VLAN Zone
1. Create a VLAN Zone

Cloud Computing from the Ground Up with Proxmox 9

Step 1: Datacenter > SDN >Zones > Add > VLAN

x pwel02 - Proxmox Virtual Envir. X @ 10.26.24.101 x 3 pbs102 - Proxmox Backup Serv. X =
&« c @ Not secure  Ritps://10.26.20.102:5006/%v1:0:18:4:= jsconsole:=contentBackup::7:=sdnzone
x PRO MO < virual Environment 9.1.5 Search i
Server View hd Datacenter
- &8 Datacenter (PVE-CLUSTER-1) -
B pretol Add Remove  Edit
G2 100 (W2k25-101-1) Backup HE | Simple E MTU | IPAM Dormain
S 101 (debian-101-1) 13 Replication VLAN A v
) 104 (W2k25-102-1) P FEmreTs =X QinQ i P
222 localnetwork (pve101) & Users VXLAN
£33 101 (pve101) =2 EVPN
e,g,: e 2. API Takens
Step 2: ID will be vXYZ and bridge will be vmbr0
Add: VLAN
ID: [viot]
Bridge vmbrQ
MTU: auto
Nodes All {No restrictions)
IPAM pve
DNS Server:
Reverse DNS
Server:
DNS Zone:
@ Help Advanced [
e.g.:
Step 3: Create a VNet on your VLAN Zone, specifying VLAN 25
Create: VNet &)
Name: | vnet101y |
Alias: VLAN 25
Zong: vi01
Tag: 25
Isolate Ports: O
VLAN Aware: O
©® Help Advanced [ Create
e.g.:
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Step 4: Datacenter > SDN > APPLY

Cloud Computing from the Ground Up with Proxmox 9

Author: John Borhek

3 pvel02 - Proxmox Virtual Envir % 3 pbs101 - Proxmox Backup Ser. B pbs102 - Proxmox Backup Sen. +
“« c © Notsecure  Ripsy//10.26.20.102:8006/%v1:0:18:4:11:=contentBackup::7::
X PRO>MO X Vitual Environment 9.15 Search
Server View hd Datacenter
= Datacenter (PVE-CLUSTER-1) - . 3
B pyet0t w ruue tatus
S 100 (W2k25-101-1)  Roles Apply
S 101 (debian-101-1) @ Realms
) 104 (W2k25-102-1) SDN Node Type Status
sas HA
£52 localnetwork (pve101) "~ localnet...  pvel01 zone ok
. £E2 5101 (pve01) «& SDN localnet...  pvel02 zone ok
e.g.. A nAar s e anan
Confirm ®
e.g.:
3¢ pvel02 - Proxmox Virtual Envir - X 3 pbs101 - Proxmox Backup Ser 3 pbs102 - Proxmox Backup Sen ar
&« [&] © Notsecure  Rips//10.26.20.102:5008/#v1:0:18:4:1 1:=contentBackup::7:53
X PRO>MO X Vitual Environment 9.1.5 Search 5
Server View bl Datacenter
~& Datacenter (PVE-CLUSTER-1) - . 3
By pvel01 - ruus tatus
S 100 (W2k25-101-1) # Roles
S 101 (debian-101-1)
(&} Realms
Gl 104 (W2k25-102-1) SDN Node Type Status
HA
localnetwork (pve101) h localnet...  pvel01 zone ok
101 (pve101) « SDN localnet . pvel02 zone ok
222 w101 (pvel01) =z Zones local 103 K
=[] CEPH-POOLA (pveldt) ocalet.. pve zone °
= P a5 VNets s101 pvelli zone available
=(]150s (pvel101) :
=[] PVE-LYM-1 (pret01) £ Options 5101 pvel02 zone pending
=[] PVE-NFS-1 (pve101) = 1PAM s101 pvel03 zone available
- X - vi01 vel0l zone available
£ PVESANA (prell) U VNet Firewall P :
=] cephfs (pve101) v101 pve102 zone pending
. §Dlucal (pve101) Aabics vi01 pvel03 zZone available
e.g.: Soreen -
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Step 5: W2K25-XYZ-1 > Hardware > Network Device > Edit

Edit: Network Device D ®
Bridge: vnet101v Model: VirtlO {paravirtualized)

VLAN Tag no VLAN MAC address: BC:24:11:F9:32:A8

Firewall:

Disconnect Rate limit (MB/s): | unlimited

MTU Same as bridge Multiqueue:

© Help Advanced m
e.g.:

Step 6: Now try to ping another W2K25 VM on the same vnet

X QEMU (W2k25-101-1) - noVWNC - Google Chrome

© Notsecure  kitps://10.26.20.102:8006/?console=kvm&novnc=18vmid=1008vmname=W2k25-101-18&node=pve1018&resize:

Administrator: Command Pro X o

d C:\Users\Administrator>ping 192.168.10.102

', 8 Pinging 192.168.10.102 with 32 bytes of data:

Reply from 192.168.10.182: bytes=32 time=lms TTL=128
Reply from 192.168.10.102: bytes=32 time<lms TTL=128
Reply from 192.168.10.182: bytes=32 time<lms TTL=128
Reply from 192.168.10.182: bytes=32 time<lms TTL=128

Ping statistics for 192.168.10.102:
Packets: Sent = U, Received = U, Lost = @ (8% loss),
Approximate round trip times in milli-seconds:
! Minimum = ©@ms, Maximum = lms, Average = @ms
e.g.:

C:\Users\Administrator>|

IN PRODUCTION: This will work (if we got it right) on the same node or across nodes. The VLAN Zone and
corresponding VNet is much more useful as we assign network resources to it.

© 2026 VMsources Group Inc., CC BY-SA 4.0 243 Author: John Borhek


https://creativecommons.org/licenses/by-sa/4.0/

Cloud Computing from the Ground Up with Proxmox 9

SBS LAB - (GUI) Permissions for SDN

Step 1: Datacenter > Permissions > Add > User Permission

b 4 pwel01 - Proxmaox Virtual Envie X ar

<« Cc @ Notsecure  kitps://10.26.20.101:8006/#v1:0:18:4:=jsconsole:=contentBackup::7:6
X pRDXMDX Virtual Environment 9.1.5 Search & Documentation
Server View had Datacenter
= Datacenter (PVE-CLUSTER-1)
B pve101 = Cluster Add Remove
B pvel02 @ Ceph & Group Permission Iser/Group/AP
103 . & User Permission
Bb pve £+ Options .. DPVEadmins-l
£ API Token Permission
£ Storage
Backup

e.g.:

Step 2: Under Path, select /sdn/zones and then manually type the name of your VLAN Zone: vXYZ,
select the user netXYZ and the Role PVESDNAdmin

Add: User Permission )

Path: /sdn/zones/v101

User: net101@DC10

Role: | PVESDNAdmin |
Propagate:

NOTE : Your VLAN Zone is supposed to appear in the dropdown, however at this writing, some
glitch in the interface means you have to type the zone in manually.
Step 3: Log out

e.g.:

- O *
w @ @
& owcmerse
£ My Settings
i Bulk Actit y 9
@, Password
H & TFA
Color Th
User/Group/AP] Token Role ‘l olor theme
B Language
@PVEadmins-DC10 Administrator
= Logout

net101@DC10 PVESDNAdmin N—

e.g.
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Step 4: Log backin as netXYZ

Proxmox VE Login

User name: | net101

Password: | ssssesss

Realm: | DC10 |

Language: English - English

Save User name: [ ] Login

e.g.:
3 pvel01 - Proxmox Virtual Envir X ar
<« > Cc © Notsecure  hitps://10.26.20.101:8006/#v1:0:18:4:=jsconsole:=contentBackup::7:6 B
x PRO MO < virtual Environment 9.1.5 Search & Documentation
Server View ®  Datacenter E
= Datacenter F—
B prei0t Q Sea Search:
B pve102 & Users Type | Description Disk usage... | Mem
3 103
B pve & APITokens v101 (pvel01)
& Two Factor 22 zone v101 (pve102)
22 zone v101 (pve103)
% node pvel01
% node pvel02
% node pvel103
e.g.:
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Updates and Upgrades

SBS LAB - (GUI/CLI) Upgrading to Proxmox 9.2

1. Disable HA Affinity to a particular node for all VMs which have HA Affinity set
Step 1: Datacenter > HA > Affinity Rules
Step 2: Select VM > Edit

e.g.

=[] pbs101 (pvel101)

5 Zones

~ 3 pvel0l - Prosmox Virtual Enviror X X pbs101 - Proxmox Backup Server X | + - 0O X
< O CLEERRD Hies//10.26.20.101:8006/%1:0:18:4:5:=contentimages:47 @ | 7 t= & Updae - B Chat
K PROXMO X virtual Environment 9.1.5 Search & Documentaion
Server View & patacenter i BulkActions @ Help
& Datacenter (PVE-CLUSTER-1) o s -
B pvet0t & Users lode Affinity Rules

L) 100 (W2Kk25-101-1) & APl Tokens Add Edit Remove

1 101 (debian-101-1)

=5 localnetwork (pve101) & Two Factor Enabled State Strict HA Resources Nodes Comment

5101 (pvel01) & Groups v v fake vm:100 pve101:3 pve102:2 pvel03:1

£ v101 (prel0) W Pools v v fakse vm:101 pve101:3,pve102:2, pve103:1

=[] CEPH-POOL-1 (pve101

:D (pret0t) # Roles

=[]1S0s (pvel01)

Z [ PVE-LVM-1 (pret01) @ Realms )

=[] PVENFS-1 (preidt) @ HA HA Resource Affinity Rules

g PVE-SAN-1 (pve101) &F Affinity Rules Add Edit Remove

=[] cephfs (pve101)

2 [Jlocal (pre101) % Fencing Enabled State  Afiinity HA Resources Comment

= [Jlocal-vm (pve101) = SDN

Step 3: Set all HA Affinity for the VM to the same priority

e.g.

Edit: HA Node Affinity

Enable: [}
HA Resources: 100

Comment:
E4| Node ]

pvel01 244%
pve102 175 %
pvel03 121 %

K & [

© Help

Memory usage %

°2®

Strict: O

CPU usage Priority
2.2% of 12 CPUs 1

2.2% of 12 CPUs
1.6% of 12 CPUs. 1

Step 4: Repeat for all your VMs (name-XYZ-X)
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2. Migrate all of your active workloads off the PVE node to be upgraded

Step 1: Select a VM > Migrate

w3 pvel01 - Proxmox Virtual Enviror X 3 pbs101 - Proxmox Backup Server X | —+

& O EEEEITDY beos//10.26.20.101:8006/#v1:0:= qemu%2F100:4:5: = contentimages::2
XPRDXMDX Virtual Environment 9.1.5 Search
Server View Virtual Machine 100 (W2k25-101-1) on node 'pve101 Mo Tags#*
£ Datacenter (PVE-CLUSTER-1) =
B pvett Sy
52 100 (W2K25-101-1) | > Console
3 101 (debian-101-1) B s W2k25-101-1 (Uptime: 52 days 23:11:55)
225 localnetwork (pve101) :
. & Cloud-Init _
222 5101 (pve101) i Status
22 w101 (pre101) # Options < HA State
=[] CEPH-POOL-1 (pva101) = Task History B Node
. =}
e.g. . £ 001505 (pret0t) @ Monitor 4 ~DI ieann
Migrate VM 100 (W2k25-101-1)
Source node: pvell1 Target node: pve102
! Mode: Online Conntrack state: [
o e =

e.g.:

Task viewer: HA 100 - Migrate (pve101

m Status

Stop

Reguesting HA migration for VM 100 to node pve102
TASK OK

e.g.:

—>= pvel102)

running
started
pvel01

I NRSL Af A CDI IR

£ Download

= (m) x

— .
(SIS | Oy chat
PR— © onancr

© Help

Update ==

Start | (Y Shutdown </ Migrate  »>_ Console More

Hour Maximum Average
N

0 I

Notes

NOTE : If VM has HA Affinity to a particular node, HA affinity must be disabled or the VM will
migrate right back to the source node
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1. Method 1 (CLI) Preferred

Cloud Computing from the Ground Up with Proxmox 9

Step 1: Connect to PVE node with SSH client (Putty)

#& PuTTY Configuration ? it
Cateqgory:
B S_ession Basic options for your PuTTY session
g TE"" I_.og?ing Specify the destination you want to connect to
?r-rnféz:board Host Name (or IP address) Port
.. Bell |1ﬂ.2€.2ﬂ.11}1| | |22
- Features Connection type:
El-Window @5SH (O Sefal (O Other: | Telnet -
- Appearance
- Behaviour Load, save or delete a stored session
- Translation SavedSeaams
(- Selection |
- Colours
(- Connection Default Settings Load
- Data
.- Proy Save
- S5H
e . Delete
- Serial
- Telnet
- Rlogin
- SUPDUP Close window on exit:
(O Mways (O MNever (@ Only on clean exit
. About Help Cpen Cancel
e.g.
PuTTY Security Alert
Y WARNING - POTENTIAL SECURITY BREACH!
The host key does not match the one PuTTY has cached for this server:
10.26.20.101 fport 22)
Thiz means that either the server administrator has changed the host key, or you have
actually connected to another computer pretending to be the server.
The new ssh-ed25515 key fingerprint is:
seh-ed25519 255 SHA256: EHAJeR4Em 1CzNmAut K7ESts TXFWgi) ¥rkp 5QNsbRe E
If you were expecting this change and trust the new key, press "Accept” to update
PuTTY"s cache and camy on connecting.
If you want to camy on connecting but without updating the cache, press "Connect Once”.
If you wart to abandon the connection completely, press "Cancel” to cancel. Pressing
"Cancel" is the ONLY auaranteed safe choice.
Help More info... Connect Once Cancel
e.g.
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EF 10.26.20.101 - PuTTY - O ot

THAMIC PMX

Step 2: Make sure you have at least 5GB free on root filesystem /dev/mapper/pve-root
Command #1 run: df -h

EP 10.26.20.101 - PuTTY —
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Step 3: Upgrade PVE
Command #1 run: apt update && apt dist-upgrade

EP 10.26.20.101 - PuTTY -
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EP 10.26.20.101 - PuTTY

e.g.:

Step 4: Reboot
Command #1 run: Reboot

e.g.:
NOTE : If you were logged in (GUI) to the node that was rebooted, you can connect to another

cluster node to watch and see when it is back online, or just wait
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2. Method 2 (GUI/CLI)
Step 1: Select node pveXYZ > Updates > Refresh

~ 3 pvel01 - Proxmox Virtual Enviror x| pbs101 - Proxmox Backup Server X | + - O
< C LEELELY hitps://10.26.20.101:8006/#v1:0:=node%2Fpve102:4:31: =contentimages:::28 Ay o= :‘ Update --- 9
X PROXMO X virtual Environment 9.2.2 Search & Documentaton
Server View 2 Node ‘pve102 O Rebool | () Shuidown  >_ Shel i BukAcions @ H
£ Datacenter (PVE-CLUSTER-1) o -
Refresh  >_ Upgrade Changelog Show de
B pret01
Q Search
localnetwork (pve101) Version
& Summary Package | Description
O Not current new
otes
=[] CEPH-POOL-1 (pve101) 5 Shell (] Origin: Debian (106 ltems)
=[1150s (pve101) o8 System base-files 13.8+deb1 13.8+deb1 . Debian base system miscellansous files
-
E[JPVELVM-1 (pve01) bash 52.37-24b7  52.37-2+b9  GNU Bourne Again SHell
= | = Network
= [IPVE-NFS-1 (pre0t) = bind9-dnsutils 1920181 1:920231..  Clients provided with BIND 9
PVE-SAN-1 101 .
f[l .y :‘:’1'; ! # Certificates bindd-host 1920181 1920231  DNS Lookup Utity
= || cephts {pve
= [ local (pve101) @ DNS bind9-libs 1:9.2018-1...  1:92023-1..  Shared Libraries used by BIND 9
éD locak-vm (pve101) @ Hosts busybox 1:1.37.0-6+ 1:1.37.0-6+ Tiny utilities for small and embedded systems
=[] pbs101 (pvelt) £ Options chrony 46.1-3 46.1-3+de...  Versatile implementation of the Network Time Protocol
% pve102 © Time curl 8.14.1-2+d... 8.14.1-2+d... command line tool for transferring data with URL syntax
S 100 (W2k25-101-1) s L dirmngr 24721+d..  247-21+d GNU privacy guard - network certificale management service
. stem Lo
L} 101 (debian-101-1) g o distro-info-data 0.66+deb1... 0.66+deb1... information about the distributions’ releases (data files)
~
&} 102 (pbs101) < Updates dpkg 12221 12222 Debian package management system
104 (W2k25-102-1 P
e g . o | :: awork 1:]2) ] Repositories e2fsprogs 1.47.2-3+b7 1.47 2-3+b11 ext2iext3fextd file system utilities
2., 222 locainetwork (pve _ . R . P PSR "

No valid subscription &

You do not have a valid subscription for this server. Please visit www.proxmox.com to get a

list of available options.

Task viewer: Update package database

Status.

Stop Download
starting apt-get update

Hit:1 http://deb.debian.org/debian trixie InRelease

Get:2 http://deb.debian.org/debian trixie-updates InRelease [47.3 kB]

Get:3 hitp://security.debian.org/debian-security trixie-security InRelease [43.4 kB]
Hit:4 http:// d.proxmox.comjdebi ph-squid trixie InRelease

Hit:5 http:// d.proxmox.com/debian/pve trixie InRel

Fetched 30.7 kB in 0s (289 kBys)

Reading package lists...
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Task viewer: Update package database (€3]
[o[Ti]I@ Status
Stop & Download
starting apt-get update
Hit:1 http://deb.debian.org/debian trixie InRelease
Get:2 hitp://deb.debian.org/debian trixie-updates InRelease [47.3 kB]
Get:3 hitp://security.debian.org/debian-security trixie-security InRelease [43.4 kB]
Hit:4 http:/{download.proxmox.com/debi; h-squid trixie InRelease
Hit:5 hitp://d: load.proxmaox.com//debi trixie InRelease
Fetched 90.7 kB in 0s (289 kBfs)
Reading package lists...
TASK OK
e.g.:
e.g.:
Step 2: Upgrade
~ 3 pvel01- Prowmox Virtual Enviror X -
& C CEEEEED biies//10.26.20.101:8006/#1:0:=node%2 Fpve102:431:=contentimages: A ) s (8 Updat
X PRO> MO Vitual Environment 9.2.2 Search & Documentaton
Server View o Node pvel02' D Reboot () Shutdown  >_ Shell I Bulk Actior
£ Datacenter (PVE-CLUSTER-1) o
Refresh Changelog
o pret0t Q, Search
225 localnetwork (pve101) Version
<101 (pve101) & Summary Package | Description
current new
v101 (pve101) [ Notes
=[] CEPH-POOL-1 {pva101) s Shell E Origin: Debian (106 ltems)
E[]150s (pve101) & System base-files 13.8+debi... 13.8+debi... Debian base system miscellaneous files
E[JPVELVM-1 (pvet01) bash 5237-24b7  52372+b9  GNU Boume Again SHell
- | = Network
fD PVE-NFS-1 (pre101) = bind9-dnsutils 1920181 1:920231..  Clients provided with BIND 9
PVE-SAN-1 (pve101 i
fD e :‘:”) ) % Certificates bindd-host 1920181 19.2023-1.. DNS Lookup Utiity
=[] cephfs (pve . - e
=1 local (pvat0) @ DNS bind9-libs 1920181 1920231 Shared Libraries used by BIND 9
=[] local-lvm {pve101) @ Hosts busybox 1:1.37.0-6+ 1:1.37.0-6+...  Tiny utilities for small and embedded systems
éD pbs101 (pveldi) £ Options chrony 46.1-3 46.1-3+de..  Versatile implementation of the Network Time Protocol
% pvel02 © Time curl 8.14.1-2+4d... 8.14.1-2+d... command line tool for transferring data with URL syntax
G 100 (W2k25-101-1) s L dirmngr 24721+d 24721+d . GNU privacy guard - network certificate management service
. stem Lo
S 101 (debian-101-1) b J distro-info-data 0.66+deb1... 0.66+deb1... information about the distributions’ releases (data files)
Gl 102 (pbs101) D e dpkg 12221 12222 Debian package management system
104 (W2I25-102-1) £ Repositories e2fsprogs 1472-3+b7  147.23+b11  ext2iextextd file system utilities
localnetwork (pve102)
U Firewall gnutls-bin 3.8.9-3+de... 3.8.9-3+de... GNU TLS library - cemmandline utilities

e.g.: £ 5101 (pve102)
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libpython3.13-stdlib libqtS5core5t64 1libgt5dbus5t64 libqtSnetwork5t64 libquorum5 librados2
libradosstriperl librbdl librgw2 libsmbclient® libsndfilel libsglite3-@
libsqlite3-mod-ceph libss? libss13t64 libsystemd-shared libsystemd® libtalloc? 1ibtdbl
libtevent@tod libudevl libunbound8 libuutil3linux libvotequorum8 libwbclient@
libxml-parser-perl libxsltl.1 linux-base linux-sysctl-defaults locales logsave lxc-pve
Ixcfs nano novnc-pve open-iscsi openssh-client openssh-server openssh-sftp-server openssl
openssl-provider-legacy proxmox-backup-client proxmox-backup-file-restore
proxmox-default-kernel proxmox-firewall proxmox-kernel-6.17 proxmox-kernel-helper
proxmox-mail-forward proxmox-offline-mirror-docs proxmox-offline-mirror-helper
proxmox-termproxy proxmox-ve proxmox-widget-toolkit pve-cluster pve-container pve-docs
pve-firmware pve-ha-manager pve-il8n pve-manager pve-nvidia-vgpu-helper pve-gemu-kvm
pve-xtermjs pve-yew-mobile-gui pve-yew-mobile-il8n python3-ceph-argparse
python3-ceph-common python3-cephfs python3-cryptography python3-jaraco.context
python3-rados python3-rbd python3-requests python3-rgw python3.13 python3.13-minimal
gemu-server rsync samba-common samba-libs sed shim-helpers-amd64-signed shim-signed
shim-signed-common shim-unsigned smartmontools smbclient spiceterm sqlite3 ssh sudo
systemd systemd-boot-efi systemd-boot-tools systemd-sysv tzdata udev vncterm xsltproc
zfs-initramfs zfs-zed zfsutils-linux

198 upgraded, 7 newly installed, 1 to remove and @ not upgraded.

Need to get 731 MB of archives.

After this operation, 2068 MB of additional disk space will be used.

Do you want to continue? [Y/n] YI

Setting up proxmox-ve (9.2.8) ...

Processing triggers for dbus (1.16.2-2) ...

Processing triggers for shared-mime-info (2.4-5+b2) ...
Processing triggers for procps (2:4.08.4-9) ...

Processing triggers for debianutils (5.23.2) ...

Processing triggers for libc-bin (2.41-12+debl13u3) ...
Processing triggers for man-db (2.13.1-1) ...

Processing triggers for initramfs-tools (0.148.4) ...
update-initramfs: Generating /bootfinitrd.img-7.8.2-6-pve
Running hook script 'zz-proxmox-boot'..

Re-executing ' /fetc/kernelfpostinst.d/zz-proxmox-boot’ in new private mount namespace..
No /fetc/kernel/proxmox-boot-uuids found, skipping ESP sync.
Processing triggers for pve-ha-manager (5.2.4) ...

Your System is up-to-date
Seems you installed a kernel update - Please consider rebooting
this node to activate the new kernel.

starting shell
root@pvelB? :~# I

NOTE : You might notice that | failed to migrate my VMs off of this node before upgrading. This
actually highlights the rolling update/upgrade capability of Debian and APT, however since
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a new kernel was installed and a reboot required, we will need to migrate VMs before the

reboot!

Step 3: Reboot
Command #1 run: reboot

3 pvel01 - Proxmox Console - Profile 1 - Microsoft Edge

# Mot secure

Processing triggers for debianutils (5.23.2) ...
Processing triggers for libc-bin (2.41-12+deb13u3) ...

Processing triggers for man-db (2.13.1-1) .
Processing triggers for initramfs-tools (6.

148.4) ...

update-initramfs: Generating /boot/initrd.img-7.8.2-6-pve
Running hook script 'zz-proxmox-boot'..
Re-executing 'fetc/kernelfpostinst.d/zz-proxmox-boot’ in new private mount namespace..
No /etc/kernel/proxmox-boot-uuids found, skipping ESP sync.
Processing triggers for pve-ha-manager (5.2.4)

Your System is up-to-date

Seems you installed a kernel update - Please consider rebooting

this node to activate the new kernel.

starting shell
root@pvel®?:~# reboot

Rps://10.26.20.101:8006/7console=upgradefixtermjs=18vmid=0&vmname=8&node=pve102&cmd= A

root@pvel®2:~# Read from remote host 10.26.20.182: Connection reset by peer

Connection to 19.26.20.102 closed.
client loop: send disconnect: Broken pipe

e.g.:

3. Verify the process

Step 1: Verify upgrade status

3.23% of 12 CPUs

022,023,011

5.71% (358 GiB of 62 79 GiB)
57.94% (7.82 GiB of 13.49 GiB)

v 3 prel01 - Proxmox Virtual Enviror X | 3 pbs101 - Proxmox Backup Server X | +
& Cj [CILEELLTLY Fiips://10.26.20.101:8006/#v 1:0:=node%2Fpve101:4:5:=contentimages:::28
x PRD MD Virtual Environment 9.2 2 Search
Server View & Node pvel01"
& Datacenter (PVE-CLUSTER-1)
Package versions
\—E el | Q, Search
222 localnetwork (pve101)
222 5101 (pvet01) & Summary pve101 (Uptime: 00:05:59)
222 v101 (pve101) [ Notes
=[] CEPH-POOL-1 (pvel01) o G {8 CPU usage
=[]180s (pveldl) . = Load average
=[] PVE-LVM-1 (pvel01) <5 SEE
=[] PVE-NFS-1 (pve101) = Network == RAM usage
£ PVE-SAN-1(pve01) # Certificates 5 /HD space
= hfs (pve101
S cephts (puetor) OB
g@local (pve101) cPU
Hosts (=)
=[] locaklvm (pve101) @ Kermel Versi
emel Version
=[]pbs101 (pve101) £ Options Boot Mod
001 jode
B pvel02 © Time )
oL 100 (W2K25-101-1) Manager Version
1L 101 (debian-101-1) iE System Log Repository Status
e.g.. L 102 (obs10M) 2 Undates

Step 2: Proceed with remaining nodes using your preferred method

© 2026 VMsources Group Inc., CC BY-SA 4.0
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= [m] X

®  Update -+ Chat

A e ) v=
=L eI L] Create VM || @ Create CT | & root@pam -

) Reboot () Shuidown  >_ Shell i Bulk Actions © Hep
Hour Maximum  Average

© 10 delay 0.08%

KSM sharing 0B

= SWAP usage 0.00% (0 B of 3.87 GiB)
5 PO 3.00GHZ 125

Linux 7 0.2-6-pve (2026-05-20T08:557)

Fl

12 x Intel{R) Xeon(B

o 9.2.2/b9984c6d90adbd:

Proxmox VE updates Non production-ready repository enabled! »
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Backups and Disaster Recovery

Backups with Proxmox Backup Server (PBS)

Proxmox Backup Server (PBS) is a platform-integrated backup and recovery utility that installs as a Server
and a Client. PBS differs from most Enterprise backup solutions in thatitis push-based and backups are
configured at the source, rather than on the PBS server.

PBS is, however, capable of implementing replication to another PBS on either a pull or push based
schedule for DR purposes.

PBS has a relatively limited storage (repository) capability. It can use:

e Disks or LUNs (mounted to PBS)
e Removable disks (mounted to PBS)
e S3as aTechnology Preview

PBS functions by indexing protected Workloads (VMs & Containers) and then protecting the data by
savingitin “Chunks,” each Chunk identified by a hash which is indexed on PBS. From a storage
perspective, this is very efficient, because even dissimilar Workloads will have identical bits of data. If a
Chunk exists and PBS determines that the hash matches, that Chunk is not duplicated, merely indexed
for that workload.

Backup Storage for PBS

Many would argue that PBS is best installed on a physical server with a large disk capacity. While
installing PBS as a physical server is great, it defeats the entire purpose for which we are running Proxmox
in the first place!

We prefer installing PBS as a VM running on PVE and connecting to remote storage.

Because of the way PBS saves data, NFS and SMB are a particularly poor choice as a repository
subsystem due to the large number of files (although technically usable). PBS functions best when
connected to block storage.

Affordable iSCSI devices (like Buffalo, Synology) provide the ability to configure an iSCSI target and are
usually capable of RAID, making them a particularly good choice for PBS backup storage. You will want to
make sure of the following factors in considering and configuring iSCSI storage for PBS:

e |[solated iSCSI networks (no gateway)

e Strong passwords for the iISCSI device and PBS

e Consider using CHAP and ACL’s on the PBS and iSCSI device
e Choose RAID6 when possible to protect against device failure
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e Choose aniSCSI device that has at least two NICs, so one can be configured for management and
the other as the target.
SBS LAB - (GUI) Installing Proxmox Backup Server (PBS)

1. Create PBSas a VM
Step 1: pveXYZ > Create VM

b 4 pvel01 - Proxmox Virtual Envie . X o =
<« G @ Notsecure  hitpsy//pvel01.labymsources.com:8006/#v1:0:=node%2Fpve101:4:5:=content|sou6:7::2 7oy (]
XPROXMDXWnual Environment 9.0.5 Search & Documentation I
Server View £ Node ‘pvel0t’ D Reboot (9 Shuidown  >_ Shell i Bulk Actions
= Datacenter (Cluster1) &
Package versions Hour (avera
|—® il ‘ Q, Search
S 100 (w2k25-101-1)
1 101 (debian-101-1) & Summary pve101 (Uptime: 20:18:24)
222 VLANSs (pve101) [J Notes
e CPU usage 6.59% of 12 CPU(s
222 localnetwork (pve101) »_ Shell & 9 ° () @ 10 delay
=[] CEPH-POOL-1 {pve101) = Load average 470,28.35,2320
. =]150s (pve101) o System
e.g.: €

Step 2: Node: pveXYZ

Step 3: VM ID: default

Step 4: Name: pbsXYZ

Step 5: Resource Pool: RPXYZ
Step 6: Next

Create: Virtual Machine

@ o

Neode: pvel01 Resource Pool: | RP101 x
VMID 102
Name: pbs101

Start at boot: O

Start/Shutdown

any
order )

Startup delay: default
Shutdown timeout: default

Tags
No Tags |+

e.g.: @ Help Advanced [4 3
Step 7: Storage: ISOs

Step 8: ISO Image: Proxmox-backup-server...

Step 9: Type: Linux

Step 10: Version: 6.x - 2.6 Kernel

© 2026 VMsources Group Inc., CC BY-SA 4.0 257 Author: John Borhek


https://creativecommons.org/licenses/by-sa/4.0/

Cloud Computing from the Ground Up with Proxmox 9

Create: Virtual Machine

General m System Disks CPU Vlemaory letwor

(®) Use CD/DVD disc image file (iso) Guest 0S:
Storage:  1SOs Type: Linux

SO image: | ickup-server_4.0-1.iso Version 6.x - 2.6 Kernel

() Use physical CD/DVD Drive

(") Do not use any media

e.g.: -

Step 11: All defaults
Step 12: Qemu Agent: checked

Create: Virtual Machine

General 0s Disks. CPU lemon letwork

Graphic card: Default SCSI Controller: Vil SCSI single
Machine: Default (i440fx) Qemu Agent: EA

Firmware

BIOS: Default (SeaBlOS) Add TPM: O

© Help Advanced A1
Step 13:
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Step 14: Defaults except
Step 15: Storage: Any valid pool
Step 16: Cache: Write back

Create: Virtual Machine &

General 0S8  System m CPU

scsi0 8 E3 sandwidh

Bus/Device: SCsI 0 Cache Write back
SCSI Controller: VirtlO SCSI single Discard: O

Storage: CEPH-POOL-1 10 thread: A

Disk size (GiB): | 32

SSD emulation:  [] Backup: A
Read-only: (] Skip replication: []
Async 10 Default (io_uring)

® Help Advanced [
e.g.: "

Step 17: Defaults except
Step 18: Sockets: 1
Step 19: Cores: 4

Create: Virtual Machine ®

General 0s System Disks  H#=0) Memory

Sockets: 1 Type: x86-64-vZ-AES x
Cores: ‘ 4 ‘ Total cores: 4

VCPUs: 4 CPU units 100

CPU limit- unlimited Enable NUMA- ]

CPU Affinity: All Cares

Extra CPU Flags:

Default md-clear Required to let the guest OS know if MDS is mitigated correctly -
Default peid Meltdown fix cost reduction on Westmere, Sandy-, and lvyBridge
Intel CPUs
Default spec-ctrl Allows improved Spectre mitigation with Intel CPUs
Default sshd Protection for "Speculative Store Bypass” for Intel models.
Default ) + ibpb Allows improved Spectre mitigation with AMD CPUs
Default N ar virt-sshd Basis for "Speculative Store Bypass™ protection for AMD models hd

@ Help Advanced [ m
e.g.: .-

Step 20: Memory: 8192
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Create: Virtual Machine €3]

General as System Disks CPU Network

Memory {MiB) 8192

Minimum memory (MiB) 8192

Ballooning Device: A

@ Help Advanced [
e.g. 5

Step 21: Defaults except:
Step 22: Bridge: vmbr0
Step 23: VLAN Tag: 24
Create: Virtual Machine ®
General OS System Disks CPU  Memory Confirm

[] No network device

Bridge vmbr( Model VirtlO (paravirtualized)

VLAN Tag: ‘ 24| MAC address: auto

Firewall A

Disconnect: | Rate limit (MB/s). | unlimited

MTU: Same as bridge Multiqueue: \

® Help Advanced [
e.g.: 351
Step 24: Finish
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Create: Virtual Machine )

General 0s System Disks CPU Memory  Network

Key Value

agent 1 -
cores 4

cpu x86-64-v2-AES

ide2 1SOs:iso/proxmox-backup-server_4.0-1.iso,media=cdrom

memaory 8192

name pbs101

netd virtio bridge=vmbr0 tag=24 firewall=1

nodename pvel0i

numa 0

ostype 126

pool RP101

sesil CEPH-POOL-1:32 iothread=on,cache=writeback

scsihw virtio-scsi-single

sockets 1 -

[] Start after created

e g . Advanced [A

2. Install PBS on VM
Step 1: pveXYZ > pbsXYZ > Console > Start Now

3¢ pvel07 - Proxmox Virtual Envic: X 4+
&« (] © Notsecure hitps://pvel01.lab.vmsources.com:5006/#v1:0:=qgemu%2F102:4:5:=contentlso:6:8:2
XPRDXMUXWnual Environment 905 Search & Documentation E
Server View #  Virtual Machine 102 (pbs101) on node ‘pvel01”  No » Start Shutdown <] Migrate
= Datacenter (Cluster1) -
B pvel0t & Summary
3 100 (w2k25-101-1) > Console
L 101 (debian-101-1) 2 Hardware
102 (pbs101) i
- & Cloud-Init
2522 VLANs (pve101)
localnetwork (pve101) & Options
=[] CEPH-POOL-1 (pve101) = Task History
-
=(]150s (pvel101) @ Monitor
=[] PVE-LVM-101 (pve101)
= PVE-SAN-1 (preld1) Eackay
=[] PVE_NFS (pve101) 13 Replication Guest not running
= Jlocal (pvel01) ) Snapshots
gDIocal-Ivm{pvemﬂ] Iy St
= : art Now
EO pre102 U Firewall O
252 VLANs (pve102) o' Permissions
. localnetwork (pve102)
e.g.. e e
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Proxmox Backup Server 4. (iso release 1)

X PROXMO

Welcome to Proxmox Backup Server

Inst Proxmox Backul rVer raphical
Install Proxmox Backup Server (Terminal UI)

Advanced Options

Step 2:

- https://www. proxmox. com/

Cloud Computing from the Ground Up with Proxmox 9

X QEMU (pbs101) - noVNC - Google Chrome

© Not secure

hites//pve101.Jabymsources.com:B006/ ?cor

=18vmid=10;

101 101 & md=

node=p:

Proxmox Backup Server

you have read and d the terms and

END USER LICENSE AGREEMENT (EULA)

END USER LICENSE AGREEMENT (EULA) FOR PROXMOX BACKUP SERVER

By using Proxmox Backup Server software you agree that you accept this EULA, and that

This also applies for individuals

Services as so

Programs), regardless of the delivery mechanism.

agreement for each component
permits you to run, copy, modil

its affiliates warrants that the functions contained

perform precisely as described in the

acting on behalf of entities. This EULA does not provide any rights to Support Subscriptions
are maintenance, updates and support. Please review the Support
Subscriptions Agreements for these terms and conditions. The EULA applies to any version
of Proxmox Backup Server and any related update, source code and structure (the

1. License. Proxmox Server Solutions GmbH (Phuxmcx] grants to you a perpetual, worldwide
license to the Programs pursuant to the GNU Affero General Public License V3. The license
is located in the software component's source code an:

. and redistribute the software component (certain
obligations in some cases), both in source code and binary code forms, with the exception
of certain binary only firmware components and the Proxmox images (e.
The license rights for the binary only firmware components are located
components. This EULA pertains solely to the Programs and does not limit your rights
under. or grant you rights that supersede, the license terms of any particular component.

2. Limited Warranty. The Programs and the components are provided and licensed "as is"
without warranty of any kind, expressed or implied, including the implied warranties of
merchantability, non-infringement or fitness for a particular purpose. Neither Proxmox nor

requirements or that the operation of the Programs will be entirely error free, appear or

. Proxmox logo).
in the

in the Programs will meet your

or comply with

regulatory requirements.

Abort

Step 3:

9

Pre bagise
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QEMU (pbs101) - noVNC - Google Chrome
P! gl

© Notsecure  kips://pve101.lab.vmsources.com:8006/? console =kvma8mnovnc = 18vmid=1028ivmname=pbs 101&node=pve101&lresize=officmd =

X pRD Mo Proxmox Backup Server

Proxmox Backup Server (PBS)

The Proxmox Installer automatically * Please verify the installation target
partitions your hard disk. It installs all required The displayed hard disk will be used for the
packages and makes the system bootable from installation.
the hard disk. All existing partitions and data Warning: All existing partitions and data will
will be lost. be lost.

To continue the installation, press the Next * Automatic hardware detection

button. The installer automatically configures your

hardware.

* Graphical user interface
Final configuration will be done on the
graphical user interface, via a web browser.

Target Harddisk ~ /dev/sda (32.00GiB. QEMU HARDDISK) w Options

Abort

Ste p 4: Previgus g

3¢ QEMU (pbs101) - noVNC - Google Chrome

© Notsecure  hitps://pve101.lab.vmsources.com:8006/?cor = =18&vmid=10 101&node=pve101&resize=off&emd=

Proxmox Backup Server

Location and Time Zone selection

The Proxmox Installer automatically makes * Country: The selected country is used to

location-based optimizations, like choosing the choose nearby mirror servers. This will
nearest mirror to download files from. Alsa speed up downloads and make updates
make sure to select the correct time zone and more reliable

keyboard layout.

* Time Zone: Automatically adjust daylight

Press the Next button to continue the saving time.

installation.
* Keyboard Layout: Choose your keyboard
layout.
Country
Time zone | UTC N
Keyboard Layout | U.S. English -

Abort

Step 5: providvetiyate W
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3¢ QEMU (pbs101) - noVNC - Google Chreme

© Notsecure  hitps//pvel01.labvmsources.com:8006/7cor = =18&vmid=102 pbs101&node=pve101&resize=off&cmd=

X pRD MD Proxmox Backup Server

Administration Password and Email Address

Proxmox Backup Server is a full-featured, * Password: Please use a strong password.

highly secure system, based on Debian It must be at least 8 characters long, and

GNU/Linux. contain a combination of letters, numbers,
and symbols

In this step, please provide the root password.
* Email: Enter a valid email address. Your
Proxmox Backup Server will send important
alert notifications to this email account (all
emails for 'root’).

To continue the installation, press the Next
hutton.

Password = @@

Confirm @@

X email | adminglab.vmsources.com| |

Abort Previgus Nexh

Step 6: .af
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Step 7: Management Interface: nic0O (ens18)
Step 8: Hostname (FQDN): pbsXYZ.lab.vmsources.com

Step 9: IP Address: 10.26.24.XYZ
Step 10: Gateway: 10.26.24.1
Step 11: DNS: 10.26.24.10

3% QEMU (pbs101) - noVNC - Google Chreme

© Notsecure  hps://10.26.20.102:8006/?console=kvmanovnc=18wvmid=1028vmname=pbs101&node=pve102&resize=off8cmd=

X
X pRD Mo Proxmox Backup Server

Please verify the displayed network

chose during the previous steps.

Management Interface
Hostname (FQDN)
1P Address (CIDR)

Gateway

DNS Server

Abart

Management Network Configuration

* |P address (CIDR): Set the main IP address

canfiguration. You will need a valid network and netmask for your server in CIDR
configuration to access the management notation
interface after installing

* Gateway: IP address of your gateway or
After you have finished, press the Next button firewall.

You will be shown a list of the options that you

* DNS Server: IP address of your DNS server.

@ nicO - bc:24:11:77:0b:8f (virtio_net) v
pbs10L.lab.vmsources.com

10.26.24.101 I 24
10.26.24.1

10.26.24.10

Pin network interface names | Options

Previous

Next

e.g.:

Step 12: Install
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3¢ QEMU {pbs101} - noVNC - Google Chrome

© Not secure  https;//pve101.Jab.vmsources.com:8006/?console=kvm&novnc=18vmid=1028wmname=pbs1018&mnode=pve 101 &resize =off&icmd=

X PROXMO

Proxmox Backup Server

Summary

Please confirm the displayed information. Once you press the Install button, the installer will
begin to partition your drive(s) and extract the required files.

Filesystem: extd

Disk(s): /dev/sda

Country: United States

Timezone: uTC

Keymap: en-us

Email: admin@lab.vmsources.com

Management Interface: ensl8

Hostname: phs101

IP CIDR: 10.26.24.101/24
Gateway: 10.26.24.1
DNS: 10.26.24.10

Autematically reboot after suceessful installation

Abort

In: sti\

3 QEMU (pbs101) - noVNC - Google Chrome

O Notsecure hitps://pvel01.labvmsources.com:8006/7cor = =1&vmid=10. pbs101&node=pve101&resize=off&cmd=

XPROXMO

Proxmox Backup Server

Enterprise Backup Solution

Open-Source Backup Software for Servers * Graphical User Interface
Easily manage your backups with the

- Client/server backup system integrated web interface.

- Secure bhackups for VMs, container, and hosts
- Deduplication * Performance
- Incremental backups The entire software stack is written in Rust
- Remote sync and provides high speed, performance, and
- Easy management memory efficiency.

For more infarmation, visit
www.proxmox.com or the Proxmox Backup
Server project page.

create partitions

Abort
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x QEMU (pbs101) - noWMC - Google Chrome

@ Notsecure  hkitps//pvel01.lab.vmsources.com:8006/?console=kvmanovne=18&vmid=102&vmname=pbs1018node=
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SBS LAB (GUI) - Login to PBS

1. Login to PBS
Step 1: Open a browser to: https://10.26.24.XYZ:8007

Privacy error x o+

& 3 C  ©Notsecure hitps://10.26.24.101:8007

A

Your connection is not private

Attackers might be trying to steal your information from 10.26.24.101 (for example,
passwords, messages, or credit cards). Learn more about this warning

NET:ERR_CERT_AUTHORITY_INVALID

Q Turn on enhanced protection to get Chrome's highest level of security

Privacy error x o+

« > C © Notsecure  hips://10.26.24.101:8007

A

Your connection is not private

Attackers might be trying to steal your information from 10.26.24.101 (for example,
passwords, messages, or credit cards). Learn more about this warning

NET:ERR_CERT_AUTHORITY_INVALID

Q Turn on enhanced protection to get Chrome's highest level of security

R
| Hide advanced ) Back to safety
\. /

This server could not prove that it is 10.26.24.101; its security certificate is not trusted by
your computer's operating system. This may be caused by a misconfiguration or an
attacker intercepting your connection.

Proceed to 10.26.24.101 (unsafe)

- O x
G ® :
- o x
G ©
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2. Login

Proxmox Backup Server Login

User name: | root

Cloud Computing from the Ground Up with Proxmox 9

Password:

Realm: | Linux PAM standard authentication

Language: Default (English)

Save User name: []

e.g.

3. You are logged in

3 pbs101 - Proxmox Backup Serv X 4

<« Cc © Not secure

x PROX MO Backup Server 4.0.11

@ Dashboard Dashboard

[J Notes

& Configuration pbs101 (Uptime: 00:47:50)

&, Access Control
i} CPU usage

= Remotes

& 53 Endpoints w9 RAM usage

L Traffic Control & HD space(root)

# Certificates
CPU(s)
Kernel Version

Boot Mode

L Notifications

© Subscription

S, Repository Status
# Administration

>_ Shel

Datastore Usage
& Storage / Disks

Name | Size

ape Backup

Ne Data
‘B Datastore

© Add Datastore

Rpsi/10.26.24,101:8007/#pbsDashboard

0.09% of 4 CPU(s)

5.10% (404.70 MiB of 7.76 GiB)
7.71% (2.24 GB of 29.01 GB)

& Production-ready Enterprise repository enabled

Used Available Usage %

@ 10 delay

== Load average

£ SWAP usage

Estimated Full

- o0 x
w @ @

& Documentation [=RFESNT

-

‘Show Fingerprint

0.00%

0,00
0.00% (0 B of 3.87 GIB)

4 x QEMU Virtual CPU version 2.5+ (1 Socket)
Linux 6.14.8-2-pve (2025-07-22T10:04Z)
Legacy BIOS

Enterprise repository needs valid subscription »

History (last Month)
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SBS LAB (GUI) — Network Settings for PBS
1. Add a network interface for iSCSI to PBS

Step 1: pveXYZ > pbsXYZ > Hardware > Add > Network Device

3K pvel01 - Proxmox Virtual Envir X

<« c © Not secure

K pve102 - Proxmonx Virtual Envir X

x PRO MO virtual Environment 9.0.5 Search

hetps//pvel01.labymsources.com:B006/4v1:0:=qemu%2F102:4:11:= contentlso:6:7::

3 pvel03 - Proxmox Virtual Envir - X

& TrueNAs - 10262099 x

53

i 026-13.home.arpa - Status: Das! X

1310358K

Server View % \Virtual Machine 102 (pbs107) on node ‘pve 10T Mo Tags &
& Datacenter (Cluster1)
& Summary Add Remove  Edf  DiskAction Revert
Eb pel0t
G2 100 (w2k25-101-1) >_ Console g & Hard Disk 800 GIB
3 101 (debian-101-1) 2 Hardware 4@ Import Hard Disk 4 (1 sockels, 4 cores) [xB6-64-¥2-AES]
G2 102 (pbs101) O @ :@ CD/DVD Drive Default (SsaBIOS)
localnetwork (pve101) (= Network Device e
efau
=[] CEPH-POOL-1 (pvet0i) © Options & EFIDisk "
= 1 Default (1440f)
£(]1S0s (pve101) B Task History . & TPM State .
= [IPVELVM-101 (pred0t) P ! USB Device Rl SCSllsingle
= PVE-SAN-1 (pve101) ( POl Device 1S0s:t backup-server_4.0-1.iso,
Z[]PVE_NFS (pve101) Eadap) ' . CEPH-POOL-1-vm-102-disk-0,cache=writeback,iothread=1 size=32G
=t Serial Port
local (pve101 3 Replicat : itio=BC-24:11:40- idge= =1 tag=:
fD local (pve101) eplication ‘& Coudnitbive 10 virtio=B C:24:11:40:00F2 bridge=vmbr0 firewall=1,tag=24
EED:’;;I'W (preton) 2 SrpEils «» Audio Device
pve
Firewall
localnetwork (pve102) © Firewa ) VIMORNG
e. g. : = []CEPH-PQOL-1 (pvet02) o Permissions & Virtiofs
Add: Network Device (€3]
Bridge vmbr{ Model VirtlO (paravirtualized)
VLAN Tag: 21 MAC address: auto
Firewall: =]
Disconnect ] Rate limit (MBis): | unlimited
MTU Same as bridge Multiqueue
© Help Advanced m

e.g.

2. Edit network settings for iSCSI
Step 1: pbsXYZ > Configuration > Network Interfaces > ens19 > Edit

3 pbs101 - Proxmox Backup Serv X+

< c

@ Not secure

x PRO MO Backup Server 40.11

@ Dashboard Configuration: System

ktpsy//10.26.24.101:8007 /#pbsSystemConfiguration

§ Subscription

Search domain

2z Other

2025-08-27 15:13:33

£ Configuration

Time

&, Access Control

= Remotes Eat

& 53 Endpoints Time zone utc
Server time

L Traffic Control

# Certificates DNS

L\ Notifications Edit

lab.vmsources.com

& Administration DNS server 1 10.26.24.10
>_ Shell Network Interfaces
& Storage / Disks Create Revert  Edit = Remove Apply Configuration
[=] Tape Backi
ape Backup Name 7 Alternative Names Type Active Autostart | VLANa...
& Datastore ens1g np0s18 Network Device  Yes Yes No
bc24114000f2
© Add Datastore e
Network Device  No No No

- o x
w @ @

& Documentation F=REES

Ports/Slaves Bond Mode CIDR Gateway

10.26.24 101/24 10.26.241

e.g.:
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Step 2: Autostart: checked
e.g.: IPv4/CIDR:10.26.21.XYZ

Edit: Network Device

Name: ens19 Autostart %)
Alternative enpls19 Comment: iSCSI Backup
Names: enxbc2411del1dc

IPv4/CIDR: 10.26.21.1001/24

Gateway (IPvd):
IPv6/CIDR:

Gateway (IPvG):

°®

MTU: 1500

Advanced [A1

e.g.:

Step 3: Apply Configuration

3¢ pbs101 - Proxmox Backup Serv. X ar

&« c © Notsecure  kitps://10.26.24.101:8007/#pbsSystemConfiguration

XPRDXMDX Backup Server 4.0.11

@ Dashboard Configuration: System

[J Notes |l Metric Server == Other

& Configuration

* @

& Documentation [J=RFE: =] m

@& Subscription

4 Administration

Confirm

Search domain

DNS server 1

4

Time
&, Access Control
= Remotes Edit
& 53 Endpoints Time zone uTc
Server time 2025-08-27 15:24:56
L Traffic Control
# Certificates DNS
L\ Notifications Edit

lab.vmsources.com

10.26.24.10

> Shell Network Interfaces
& Storage / Disks Create Revert Remove Apply Configuration
[z] Tape Backi
ape Backup Name Alternative Names Type Active Autostart VLAN a... Ports/Slaves Bond Mode CIDR Gateway
Dot asine ens18 enp0s18 Network Device  Yes Yes No 10.26.24.101724 1026241
be241140002
© Add Datastore B
ens19 enpls19 Network Device Yes Yes No 10.26.21.101/24
enxbc2411del1dc
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SBS LAB (CLI) - iSCSI for PBS

1. Configure iSCSI Storage
Step 1: Open a shell

3 pbs101 - Proxmox Backup Ser. X =+

€« c © Notsecure  Rips;//10.26.24.101:8007/#pbsXtermlsConsole

)X( PRO MO < Backup Server 4.0 11

@ Dashboard Linux pbs101 6.14.8-2-pve #1 SMP PREEMPT DYNAMIC PMX 6.14.8-2 (2025-07-22T10:043) x86_64
The programs included with the Debian GNU/Linux system are free software;

the exact distribution terms for each program are described in the

individual files in /usr/share/doc/*/copyright.

[J Motes
& Configuration

&, Access Control to the extent

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY,
permitted by applicable law.
root@pbs101:~§ ||

£ Remotes

& S3 Endpoints

& Traffic Control

# Certificates

L\ Notifications

@ Subscription
# Administration

>_ Shell

& Storage / Disks

e.g.:

Step 2: Update metadata for available updates
Command #1 run: aptupdate

(m] X

* @ @

& Documentation [|=NrEE]

3 pbs101 - Proxmox Backup Se ® +

<« &)

© Not secure  hips://10.26.24.101:8007 /#pbsXtermJsConsole

)X( PRO MO X Backup Server 4.0.11

& Dashboard
[ Notes
£ Configuration
&, Access Control

= Remotes

Linux pbs101 6.14.8-2-pve #1 SMP PREEMPT DYNAMIC PMX 6.14.8-2 (2025-07-22T10:042) x=B86_64
The programs included with the Debian GNU/Linux system are free software;
the exact distribution terms for each program are described in the

indiwvidual files in /usr/share/doc/*/copyright.

to the extent

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY,
permitted by applicable law.
root@pbsl0l:~# apt update[]

& S3 Endpoints
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Step 3: Update running system based on metadata
Command #1 run: aptupgrade

3 pvel02 - Proxmox Virtual Emvie X ¥ pbs101 - Proxmox Backup Ser x +
&« G © Notsecure  Rips//10.26.24.101:8007 /#pbsXterm)sConsole
v
A PRO>MO < Backup Server 4.1.0
& Dashboard Linux pbs101 6.17.2-1-pve §1 SMP PREEMPT DYNAMIC PMX 6.17.2-1 (2025-10-21T11:
[J Notes The programs included with the Debian GNU/Linux system are free software;
the exact distribution terms for each program are described in the
& Configuration individual files in /usr/share/doc/*/copyright.

&, Access Control Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable law.

root@pbsl0l:~f apt upgrade

Upgrading:

= Remotes
& 53 Endpoints
L Traffic Control

# Certificates

[\ Notifications

Summary:
@ Subscription Upgrading: 35, Installing: 0, Removing: 0, Not Upgrading: 0
Download size: 36.9 MB
4 Administration Space needed: 1,662 kB / 24.6 GB available

5>_ Shell continue? [¥/n] [

3 Storage / Disks

e.g.:

Step 4: Install open-vm-tools
Command #1 run: aptinstall open-vm-tools

& Documentation

55Z) x86_64

i X pvel02 - Proxmox Virtual Enviror. % 3§ pbs101 - Proxmox Backup Server % -

& G (CIEEEED bitps/10.26.24.101:8007/# pbsXtermlsConsole

& Dashboard root@pbsl0l:~§ apt install Dpen—vm—toolsl
[J Notes
&f Configuration
@, Access Control
= Remotes
& 53 Endpoints
& Traffic Control
# Certificates
I\ Notifications
§ Subscription
4~ Administration

>_ Shell

e.g.: & Storage / Disks
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v X pvel02 - Proxmox Virtual Environ X 3¢ pbs101 - Proxmox Backup Server X -

& Cj LN hites//10.26.24.101:6007 /#pbsXterm)sCaonsole

W

A PRO > MO Backup Server 4.1.0

& Dashboard root@pbalOl:~§ apt install open-vm—tools
Inatalling:

3 Notes

2 Configuration Installing dependencies:

Q, Access Control

= Remotes

Suggested packages:
open-vm—tools—desktop cloud-init open-vm-tools—containerinfo

& S3 Endpoints

Summary:

Upgrading: 0, Installing: 10, Removing: 0, Not Upgrading: 0
# Cerificates Downlcad size: 1,329 kB
Space needed: 5,202 kB / 24.6 GB available

L Traffic Control

[\ Notifications
Continue? [¥/n] Y]

§ Subscription
# Administration

>_ Shell

e _g_ : /A Storane [ Disks

Step 5: Install open-iscsi
Command #1 run: aptinstall open-iscsi

_}3_‘ Update «--

& Documentation [=NEEEER]

open-vm—tocls—salt-minion

3 pvel02 - Proxmox Virtual Envir X 3 pbs101 - Proxmox Backup Ser x ar
&« c © Notsecure  hitps//10.26.24.101:8007/%pbsXterm)sConsale
X PRO MO X Backup Server 4.1.0

& Dashboard root@pbal0l:~f apt install copen—iscsi
Installing:

[ Notes

) Configuration Installing dependencies:

&, Access Control
Summary:
Upgrading: 0, Installing: 3, Removing: 0, Not Upgrading: 0
Download size: 475 kB
Space needed: 2,183 kB / 24.6 GB available

= Remotes
& 53 Endpoints

Traffic Control

Continue? [¥/n] I

# Certificates
[\ Notifications
@ Subscription
4 Administration

>_ Shell

e.g.:
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Step 6: Enable the iISCSI daemon
Command #1 run: systemctl enable --now iscsid

3¢ pbs101 - Proxmox Backup Se X ar
&« [&] © Notsecure  Ritps:/10.26.24.101:8007 /#pbsXtermJsConsole ¥
x PRO MO Backup Server 4.0.11 & Documentation
& Dashboard root@pbsl0l:~f systemctl enable ——now iscsid
Synchronizing state of iscsid.service with SysV service script with /usr/lib/systemd/systemd-sysv—install.
[J Notes Executing: /usr/lib/systemd/systemd-sysv—install enable iscsid

root@pbsl0l: ~§ I

£ Configuration
&, Access Control
£ Remotes.
& 53 Endpoints
L Traffic Control
# Certificates
I\ Notifications
€ Subscription
# Administration

>_ Shell

e.g.:

Step 7: Discover your backup LUN
Command #1 run: iscsiadm -m discovery -t sendtargets -p 10.26.21.ABC

¥ pbs101 - Proxmox Backup Se X ar
< c © Notsecure  hitps://10.26.24.101:8007/#pbsXtermJsConsole

x PRO MO Backup Server 4.0.11

& Dashboard root@pbsl0l:~§ iscsiadm -m discovery -t sendtargets —p 10.26.21.121
10.26.21.121:3260,1 ign.2009-10.com.vmsources.lab:backupl01
[J Notes rootl@pbs101:~§ ]

£ Configuration
&, Access Control
£ Remotes
& 53 Endpoints
L Traffic Control
# Certificates
I\ Notifications
@ Subscription
/& Administration

>_ Shell

e _g_ : £ Storage / Disks

Step 8: Now we’ll set iSCSI up for automatic login and restart the service

Command #1 run: iscsiadm -m node --op=update -n node.conn[0].startup -v automatic
Command #2 run: iscsiadm -m node --op=update -n node.startup -v automatic
Command #3 run: iscsiadm -m node --loginall=automatic

Command #4 run: systemctl restart iscsid.service
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X pbs101 - Proxmox Backup Sere X +

© Notsecure  hitps://10.26.24.101:8007/#pbsXtermJsConsole

<« c

Backup Server 4.0.11

X PROXMO

& Dashboard root@pbsl0l:~§ iscsiadm

—m node
-m node
—m node

root@pbsl0l:~§ iscsiadm
root@pbsl0l:~§% iscsiadm
root@pbsl0l:~f iscsiadm
Login to [iface: default,

[J Notes
£ Configuration
&, Access Control
£ Remotes
£ 53 Endpoints
L Traffic Control
¥ Certificates
[\ Notifications
@ Subscription
/& Administration

»>_ Shell

e.g.:

Step 9: List the block devices available
Command #1 run: lsblk

wo &

& Documentation J=NE= I E

-m discovery -t sendtargets -p 10.26.21.121

10.26.21.121:3260,1 ign.2009-10.com.vmsources.lab:backupl01

——op~update -n node.conn[0].startup -v automatic

——op=update -n node.startup -v automatic

—-loginall=automatic

target: ign.2009-10.com.vmsources.lab:backupl0l, portal: 10.26.21.121,3260] successful.

root@pbsl0l:~§ systemctl restart iscsid.service
root@pbsl01:~§ I

3% pbs101 - Proxmeox Backup Ser X +

© Not secure

< (] Bies//10.26.24.101:6007/#pbsXtermJsConsole

X PROXMO

& Dashboard

Backup Server 4.0.11

root@pbsl0l:~f lsblk
MAJ:MIN RM SIZE RO

[ Notes
& Configuration

&, Access Control
L pbs-root 252:

= Remotes adb

cCooDooooo

s lEndpoitily root@pbsl01:~§ I

L Traffic Control
# Certificates
[\ Notifications
@ Subscription
4 Administration

>_ Shell

.80 meinn

MOUNTPOINTS

Step 10: Format the iISCSI disk to XFS filesystem:
Command #1 run: mkfs.xfs -b size=16384 -f /dev/sdX
NOTE : Where X is the iSCSI LUN you saw in previous step
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3 pvel02 - Proxmox Virtual Emvir X 3 pbs101 - Proxmox Backup Serv. X+
&« (] © Notsecure  hitps://10.26.24.101:8007/#pbsXtermJsConsole
X PRO MO < Backup Server 410 & Documen
& Dashboard root@pbs101:~§ mkfs.xfs —b size=16384 —f /dev/sdb
meta-data=/dev/sdb isize=512 agcount=4, agsize=8192000 blks
[J Notes = sectsz=16384 attr=2, projid32bit=1
crc=1 fincbt=1, sparse=l, rmapbt=1
£ Configuration reflink=1 bigtime=1 incobtcount=1 nrext64=1
exchange=0 metadi

&, Access Control data = baize=16384

= Remotes

naming i i ascii-ci=0, ftype=l, parent=0

log =internal leog baize=16384 blocks=16000, version=2
sectsz=16384 1t=1 blks, lazy-count=1

realtime —none extaz=16384 blocks=0, rtextents=0

£ 53 Endpoints

Traffic Control c
= = rgcount=>0 rgsize=0 extents

# Certificates Discarding blocks...Done.
root@pbs101:~§ I

[\ Notifications
@ Subscription
/& Administration

»>_ Shell

e _g_ : £ Storage / Disks

Step 11: Identify the UUID of the iSCSI LUN
Command #1 run: lsblk -f

3 pbs101 - Praxmox Backup Se X +

< (&) © Notsecure hitps://10.26.24.101:8007/#pbsXtermJsConsole b4
x PRO > MO < Backup Server 4.0.11 & Documentation
& Dashboard root@pbs101:~§ 1sblk —f
FSTYPE F3SVER LABEL FSAVAIL FSUSE% MOUNTPOINTS
[J Notes
£ Configuration vEat FAT32 BD77-C72A
LVM2 member LVM2 001 I2WMnZ-f60E-fayH-zjbB-olfSe—npmv-¥2Cuhp
@, Access Control swap 1 2ef6d045-cc37-48a3-82£1-5437d088alle
e l—pbs—rool: ext4d 1.0 39dea62f-0e33-4dd0-Be2d-ef6fdb4462l1c 23.36
£ Remotes sdb xfs ©9d38f29-dc69-4970-8358-9025a8971442
0 isc9660 2025-08-06-10-48-00-00
& 53 Endpoints sx e

root@pbs101:~§ I
Traffic Control

¥ Certificates
[\ Notifications
€ Subscription
/& Administration

»>_ Shell

e.g.:

Step 12: Copy the UUID of the /dev/sdb volume
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3 pbs101 - Proxmox Backup Serv X + m] 3
< c © Notsecure  hitps://10.26.24.101:8007/#pbsXtermJsConsole Yr (1 [a)]
x PRO > MO Backup Server 4.0.11 & Documentation [=RESE]
& Dashboard rootBpbs101:~# 1lsblk -f
FSTYPE FSVER LABEL FSAVAIL F3USE% MOUNTPOINTS
] Notes
£ Configuration viat FAT32 BD77-C72A
LVM2_member LVM2 001 I2WMnZ—£60E-fayH-zjbB—cSe—npmv—¥2Cuhp
&, Access Control swap 1 2ef6d045-cc37-48a3-82£1-5437d088al0e
e I—pbsr::c:n:n: extd 1.0 39dea62f-0e33-4dd0-8e2d—efe6fdb44621c
£ Remotes sdb xfs ©9d38£29-dc69-4970-8358-9025a09 jgaind
. sr0 1509660 2025-08-06-10—48-00-00 y
& 53 Endpoints root@pbs101:~f I Win+Periad
L Traffic Control
Cut Ctrl+X
# Cerlificates Copy CtrleC
[\ Notifications Paste CtrleV
§ Subscription Paste as pl Crl+Shift=V
& Administration Select all Crrl+A
s Shell QCpen in reading mode
£ Storage / Disks Search Goagle for “c0d38129-dc60-4970-8358-902528971442"
Tape Backup Print... Ctrl+P
& Datastore Cpen in reading mode
@ Add Datastore Translate selection to English
Spell check >
Writing Direction >
e g . Inspect
Step 13: Edit /etc/fstab
Command #1 run: vi /etc/fstab
3 pbs101 - Proxmox Backup Serv. X+
&« (] © Notsecure hitps://10.26.24.101:8007/#pbsXtermJsConsole
x PRO M0 < Backup Server40 11 & Do

& Dashboard root@pbsl01: /mnt§ wi /etc/fatabl]
[J Notes
£ Configuration
&, Access Control
= Remotes
£ 53 Endpoints
£ Traffic Centrol
¥ Certificates
[\ Notifications
@ Subscription
/& Administration
»>_ Shell

£ Storage / Disks

egl__
NOTE : /etc/fstab is the file that mounts available block storage at boot
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Step 14: Move to the end of the last line and press [a] to enter edit/add mode

X pvel02 - Proxmox Virtual Envie X ¥ pbs101 - Proxmox Backup Ser X arF
&« c © Notsecure Rips://10.26.24.101:8007/FpbsXtermJsConsole
v
A PRO MO X Backup Server 41.0
@& Dashboard # <file system> <mount point> <type> <options> <dump> <pass>
/dev/pba/root / ext4 errors=remount-ro 0 1
[ Netes /dev/pbs/swap none swap sw 0 0

proc /proc proc defaults 0 0.

& Configuration
@, Access Control
= Remotes
& 53 Endpoints
L Traffic Control
# Certificates
I\ Notifications
@ Subscription
4 Administration
»>_ Shell

£ Storage / Disks
e-g-: Lol (R R B

Step 15: Press [Enter] to move to the nest line and paste your UUID like this

& Documentation

3 pbs101 - Proxmox Backup Ser X ar

&« c © Notsecure  hitps//10.26.24.101:8007/%pbsXterm)sConsale

X PRO MO Backup Server4.0.11

& Dashboard $ <file system> <mount point> <type> <options> <dump> <pass>
/dev/pbs/root / ext4 errors=remount-ro 0 1
[ Notes /dev/pba/swap none swap sw 0 0

proc /proc proc defaults 0 0
UUID=c9d38f29-dc69-4970-8358-9025a8971442 /mnt/pbsl01 xfs netdev

& Configuration
&, Access Control
= Remotes
& 53 Endpoints
L Traffic Control
# Certificates
[\ Notifications
@ Subscription
4 Administration

>_ Shell

e .g_ : 5 Storage / Disks
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3% pvel02 - Proxmox Virtual Env X % pbs107 - Proxmox Backup Ser X ar
& c @ Notsecure  Hips://10.26.24.101:8007 /#pbsXtermJsConsole
X PRO MO < Backup Server 4.1.0 & Documentation
@ Dashboard § <file system> <mount point> <type> <options> <dump> <pass>
/dev/pba/root / extd4 errors=remocunt-ro 0 1
[J Notes fdev/pbs/swap none swap sw 0 0

proc /proc proc defaults 0 0
UUID=755£9718-d004-46e7-addS-f064064428ba /mnt/pbsl0l xfs nosuid,nodev,nofail,x—gvfs—show 0 OI

% Configuration
&, Access Control
= Remotes
& 53 Endpoints
L Traffic Control
# Certificates
[\ Notifications
© Subscription
& Administration

>_ Shell

eg:l . .

NOTE : Substitute the UUID you copied for the example here and change XYZ to your number:

UUID=755f9718-d004-46e7-add9-f064064428ba /mnt/pbsXYZ xfs nosuid,nodev,nofail,x-gvfs-
show 00

Step 16: Save the file by pressing [ESC] to exit edit mode and entering “:wq’

¥ pvel02 - Proxmox Virtual Envir % 3€ pbs101 - Proxmox Backup Serv X +
< [¢] © Notsecure  hitps://10.26.24.101:8007/#pbsXtermJsConsole ¥
x PRO MO < Backup Server 4.1.0 & pocumentation [
@ Dashboard § <file system> <mount point> <type> <options> <dump> <pass>
/dev/pbs/root / ext4 errors=remount-ro 0 1
[ Notes /dev/pbs/swap none swap sw 0 0
proc /proc proc defaults 0 0
2 Configuration UUID=755£9718-d004-46e7-add9-£064064428ba /mnt/pbs101 xva netdev 0

&, Access Control
£ Remotes
& S3 Endpoints
& Traffic Control
# Certificates
L\ Notifications
@ Subscription
# Administration
>_ Shell
2 Storage / Disks
Tape Backup
‘B Datastore

@ Add Datastore

e.g.:
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Step 17: Now make a new directory for the mount
Command #1 run: mkdir /mnt/pbsXYZ

-4 pbs101 - Proxmeox Backup Ser x ar

&« G © Notsecure  Rips//10.26.24.101:8007 /#pbsXterm)sConsole

X PRO MO Backup Server4.0.11

root@pbs101:/mnt§ mkdir /mnt/pbs101/
root@pbsl01: /mnt§ I

& Dashboard

[ Notes

& Configuration
&, Access Control
= Remotes
& 53 Endpoints
L Traffic Control
# Certificates
[\ Notifications
@& Subscription

4 Administration
>_ Shell

3 Storage / Disks

e.g.:

Step 18: Mount fstab listed volumes
Command #1 run: mount -a

X pbs101 - Proxmox Backup Sere X +

&« c © Notsecure  hitps://10.26.24.101:8007/#%pbsXterm)sConscle

& Docun

X PRO MO < Backup Server 4.0.11

root@pbsl0l:/mnt# mkdir /mnt/pbs101/

& Dashboard
root@pbsal0l: /mntf vi /etc/fatab

[J] Notes root@pbs10l: /mntf mount -a
mount: (hint) your fstab has been modified, but systemd still uses
1 Configuration the old version; use "systemctl daemon-reload' to reload.

root@pbal0l: /mntf ||
&, Access Control

= Remotes

&3 53 Endpoints

L Traffic Control

# Certificates

£\ Notifications

) Subscription
& Administration

>_ Shell

e .g. : 2 Storage / Disks
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Step 19: Check your work
Command #1 run: running: df -h

Cloud Computing from the Ground Up with Proxmox 9

X pbs101 - Proxmox Backup Ser X ar

<« C © Not secure

):(( PRO > MO < Backup Server 4.0.11

& Configuration
root@pbs101:/mntf# df -h
Filesystem

udev

&, Access Control
= Remotes
& 53 Endpoints

& Traffic Control
= tmpfs

tmpfs

tmpfs

tmpfs

/fdev/adb
root@pbsl01: /mntf ||

# Certificates
[\ Notifications
@& Subscription

4 Administration
>_ Shell

3 Storage / Disks

P Trma Ranbon

e.g.:

Bies//10.26.24.101:8007 /#pbsXtermJsConsole

@ Dashboard root@pbsl0l: /mntf§ mkdir /mnt/pbsl01/
root@pbsl0l: /mntf vi /etc/fstab
[J Notes root@pbsl0l: /mnt¥ mount -a

o

tmpfs 980K
/dev/mapper/pbs-root 2.36
tmpfs
tmpfs

1]

%

& Documentafion

mount: (hint) your fstab has been modified, but systemd still uses
the old version; use "systemctl daemon-reload' to reload.

Used Avail Use% Mounted on

/devw

/run

/

/dev/shm

/run/lock
/run/credentials/systemd—journald.service
/tmp

/run/credentials/getty@ttyl.service
/run/user/0

/mnt/pbs101

NOTE : You should see /dev/sdb mounted to /mnt/pbsXYZ
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SBS LAB (GUI) - Adding a datastore to PBS
Step 1: pbsXYZ > Datastore > Add Datastore

< c

© Not secure

b4 pbs101 - Proxmox Backup Serv X A

hitps://10.26.24.101:8007 /#pbsDataStores

Add: Datastore

General Prune Options

Name: pbs101 GC Schedule:

Datastore Type: | Local v Prune Schedule:

Backing Path: /mnt/pbs101

Comment:

)

daily
daily

Reuse existing [
datastore:

@ Help

Advanced [ m

< c

@ Dashboard
[J Notes
of Configuration
&, Access Control
£ Remoles
& 53 Endpoints
& Traffic Control
# Certificates
£ Notifications
 Subscription
# Administration
>_ Shell
& Storage / Disks
Tape Backup
B Datastore
£ pbs101

© Add Datastore

3 pbs101 - Proxmox Backup Ser X +

x PROXMO X Backup Server 4.0.11

Datastores

@ MNotsecure  hps//10.26.24.101:8007/#pbsDataStores

& Prune & GC Jobs & Sync Jobs @& Verify Jobs w' Permissions

No Datastores configured

pbs101

Usage
History:

0,
2 /0 Task Summary (30 days)

10.34 GB of 536.61 GB

|l Estimated Full
# Deduplication Factor

Not enough data
1.00

- O x
* @ @

& Documentation [=NFEESNE

@

100%
50%

0%
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SBS LAB (GUI) - Adding PBS to PVE
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Step 1: Goto: pbsXYZ > Dashboard > Show Fingerprint

e.g.

Step 2: Click:

Step 3: Go to PVE Datacenter > Storage > Add > Proxmox Backup Server

.

3 pvel01 - Proxmox Virtual Envir

&«

3¢ pbs101 - Proxmox Backup Ser.

€« c © Not secure

[J Motes

& Configuration

&, Access Control
= Remotes

& S3 Endpoints
L Traffic Control
# Certificates

£\ Notifications

P I

c © Not secure

x

X +

Rips//10.26.24,101:8007 /#pbsDashboard

x PRO MO Backup Server 4.0.11

@ Dashboard Dashboard

pbs101 (Uptime: 1 day 01:02:31)

{8} CPU usage

=" RAM usage
& HD space(root)

CPU(s)
Kemel Version

Rnnt Mada

Fingerprint

82:db:bc:bB:ed:b0:ed:d2:76:58:ea:bb:98: 0e:46:6d:d6:61:61:12:e8:77:¢c:88:b2:3a:a0:ef.52:a1:f1:20

(eow | o |

+

K PRO MO X virtual Environment 0.5 Search

Server View

= Datacenter (Cluster1)

E5 pvet01
S 100 (w2k25-101-1)
2 101 (debian-101-1)
ocalnetwork (pve101)
£ [| CEPH-POOL-1 (pve101)
=]150s (pve101)
=[] PVE-LVM-101 (pve101)
£ PVE-SAN-1 (pve101)
=[] PVE_NFS (pve101)
= [JIocal (pve101)
=[] locaklvm (pvel01)
B> pvet2
2 102 (pbs101)
ocalnetwork (pve102)
=[] CEPH-POOL-1 (pve102)
=[]1S0s (pve102)
=[] PVE-LVM-101 (pve102)

had Datacenter

-

Q, Search

& Summary

3 Notes

= Cluster

@ Ceph

£+ Options

£ Storage

Backup

13 Replication

o Permissions
& Users
8 APl Tokens
&, Two Factor

Add

PorEEEEE@EEERR

© 2026 VMsources Group Inc., CC BY-SA 4.0

7.33% (582.25 MIB of 7.76 GiB)
8.41% (2.44 GB of 29.01 GB)

0.17% of 4 CPU(s)

kitps://pve101.lab.vmsources.com:8006,/#v1:0:18:4:11:= contentlso:6:7:2

Remove Edit
Directory .
LVM
LVM-Thi timage, Container
-Thin
BTRFS image
NFS timage, Container
SMEB/CIFS i
iscsl timage
CephFS kup, 1SO image,
RED timage, Container
ZFS over iSCSI
ZFS
Proxmaox Backup Server
ESXi

284

@ 10 delay

= Load average
 SWAP usage

- o x
w @ @

& Documentation [=RFSSE

3

‘Show Fingerprint

0.25%

0.06,0.02.0
0.00% (0 B of 3.87 GiB)

4 x QEMU Virtual CPU version 2.5+ (1 Socket)
Linux 6.14.8-2-pve (2025-07-22T10:047)

I anar: RING

m]

* @ ¢

& Documentation |™E=EETERT T m

Path/Target

Imnt/pve/ISQs

iqn.2009-10.com. vmsources labpveclass

Imnt/pve/PVE_NFS
Ivarflibivz

€
Sh En. Bandw
Yes Yes
Yes Yes
Yes Yes
Yes Yes
Yes Yes
No Yes
No Yes

Author: John Borhek
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Step 4: Enter the data, substituting your XYZ variable and paste the Fingerprint you copied from
pbsXYZ

Add: Proxmox Backup Server (659

Backup Retention Encryption |

1D: pbs101 Nodes: All {No restrictions)
Server: pbs101.lab.vmsources.com Enable A
Username: root@pam Content: backup
Password: | seeees - Datastore: pbs101
Namespace Root
Fingerprint ed:d2:76:58:ea:bb:98:0e:46:6d:d6:61:61:12:8:77-2c:88:b2:3a:a0.ef.52:a1:1:20 ‘
@ Help Add

e.g.:

Step 5: Look at Encryption

Add: Proxmox Backup Server

General  Backup Retention  [=ley7 0]

Encryption Key:
(_) Do not encrypt backups
(@) Auto-generate a client encryption key

() Upload an existing client encryption key

© Help Add

e.g.:

Step 6: Save the key

Important: Save your Encryption Key

Key: {"kdf"null,"created":"2026-02-12T13:25:18+00:00","modified":"2026-02-12T13:25:1

Keep your encryption key safe, but easily accessible for disaster recovery.
We recommend the following safe-keeping strategy:

1. Save the key in your password manager. I Copy Key
2. Download the key to a USB (pen) drive, placed in secure vault. & Download
3. Print as paperkey, laminated and placed in secure vault. = Print Key

Please save the encryption key - losing it will render any backup created with it unusable
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Important: Save your Encryption Key

Cloud Computing from the Ground Up with Proxmox 9

See more

Key: {"kdf":null,"created":"2026-02-12T13:25:18+00:00","modified":"2026-02-12T13:25:1

Keep your encryption key safe, but easily accessible for disaster recovery.

We recommend the following safe-keeping strategy:

1. Save the key in your password manager.

2. Download the key to a USB (pen) drive, placed in secure vault.

3. Print as paperkey. laminated and placed in secure vault.

I Copy Key

& Download

= Print Key

Please save the encryption key - losing it will render any backup created with it unusable

e.g.

NOTE : Proxmox recommends placing the key in a secure password manager
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SBS LAB (GUI) - Running backups to PBS
Step 1: Datacenter > Backup > Add

< c

Server View

B pvetot

¥ pvel01 - Proxmax Virtual Envi

© Not secure

= Datacenter (Cluster1)

S 100 (w2k25-101-1)

) 101 (debian-101-1)

22z localnetwork (pve101)
=[] CEPH-POOL-1 (pve101)
=[]150s (pve10l)

=[] PVE-LVM-101 (pve101)
£ PVE-SAN-1 (pve101)
Z[]PVE_NFS (pve101)

= [Jlocal (pve101)

e.g-: Z(]local-lvm (pve101)

=

hd Dat:

-~

W o m o

n ¢ 3

i

x PRO > MO X virtual Environment 9.0.5 Szarch

acenter

Search
Summary
Notes
Cluster
Ceph
Options
Storage

Backup

Rps//pve101.lab.vmsources.com:3006/#v1:0:18:4:11:=contentlso:6:7:21

& Documenti

Add Remove Edit Job Detail Run now [ I

Enabled Node Schedule Next Run

Step 2: Choose your options and add your VMs, excluding the pbsXYZ backup server.

Create: Backup Job

Notifications

Node
Storage
Schedule:

Selection mode

Job Comment:
Ol o1

100

101
O 102

@ Help

e.g.

- All -
pbs101
130

Retention

Include selected VMs

Node
pvel01

pvel01
pvel02

Status
running
running

running

Note Template

Mode
Enabl

Name
W2k25-101-1
debian-XYZ-1
pbs101

Advanced

e

Snapshot

Type

Virtual Machine
Virtual Machine
Virtual Machine

NOTE : We have chosen a 30 minute schedule so we can view results in a short period of time

NOTE : Because we are using an iSCSI mount for backup storage, you actually could backup
the PBS backup server — however it is generally not recommended as you might end up
backing up all of your backup data and filling the repository.
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Step 3: Set retention policy for this job

Edit: Backup Job D9®
General Notifications MNote Template ~ Advanced

[] Keep all backups

Keep Last: 30 x Keep Hourly:
Keep Daily: 1 x Keep Weekly: 1
Keep Monthly 1 X Keep Yearly: ‘ 1| x |

@ Help
©.g.: Wimm— (o< |
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SBS LAB (GUI) — Restores from PBS
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Step 1: pveXYZ > pbsXYZ > Backups > Select VM restore point >Restore

M pvel02 - Proxmox Virtual Envie X 4+

< Cc

@ Not secure

x PRO MO X virtual Environment 9.0.3 Search

Server View

= Datacenter (Cluster1)
B pvetot
2 100 (w2k25-101-1)
3101 (debian-101-1)
localnetwork (pve101)
=[] CEPH-POOL-1 {pve101)
=[]180s (pve101)
= | PVE-LVM-101 (pve101)
= PVE-SAN-1 (pvel01)
=[] PVE_NFS (pve101)
= Jlocal (pve101)
= Jlocal-vm (pve101)
=[]pbs101 (pveld1)
Bl pvel02

B pvet03

¥ RP101

& Summary
Backups

' Permissions

Logs

e.g.

bl Storage 'pbs101" on node 'pve101

kitps//pvel02.1ab.vmsources.com:8006/#v1:0:=storage%2Fpve 101%2Fpbs 101:4:5:= contentBackup

Restore File Restore Show Configuration
Name Notes U
vm/101/2025-08-27T18:0...  debian-1...
vm/100/2025-08-27T18:0...  w2k25-10..
vm/102/2025-08-27T18:0...  pbs101
vm/101/2025-08-27T17:3...  debian-1...
vm/100/2025-08-27T17:3...  w2k25-10...
vm/102/2025-08-27T17:3..  pbs101
vm/101/2025-08-27T17:0...  debian-1...
vm/102/2025-08-27T17:0...  pbs101
vm/100/2025-08-27T17:0...  w2k25-10..
vm/102/2025-08-27T16:3...  pbs101
vm/100/2025-08-27T16:3...  w2k25-10..

= O X
w @ @
& onmenion
@ Help
Edit Notes Change Protection Prune group gemu/101 Remove Search Nam
Date | Format Size Encrypted Verify State
2025-08-27 11:00:09 pbs-vm 34.36 GB No None
2025-08-27 11:00:03 pbs-vm 34.36 GB No None
2025-08-27 11:00:03 pbs-vm 34.36 GB No None
2025-08-27 10:30:06 pbs-vm 3436 GB No MNone
2025-08-27 10:30:03 pbs-vm 3436 GB No None
2025-08-27 10:30:03 pbs-vm 34.36 GB No None
2025-08-27 10:00:07 pbs-vm 3436 GB No MNone
2025-08-27 10:00:03 pbs-vm 34.36 GB No None
2025-08-27 10:00:02 pbs-vm 3436 GB No None
2025-08-27 09:31:56 pbs-vm 34.36 GB No None
2025-08-27 09:30:03 pbs-vm 3436 GB No None
2025-08-27 09:30:02 pbs-vm 34.36 GB No None

Step 2: Choose your restore options > Click: Restore

Restore: VM

MiBis

Source vm/101/2025-08-27T16:31:56Z
Storage From backup configuration
VM 104
Bandwidth Limit: Defaults to target storage restore limit
Unique: %) Start after restore:
Live restore O
Override Settings:
Name debian-101-2 Memory §192
Cores 4 Sockets 1

© 2026 VMsources Group Inc., CC BY-SA 4.0
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Step 3: Wait

Task viewer: VIV 104 - Restore

m Status

Stop Download

new volume ID is "CEPH-POOL-1:vm-104-disk-0'
restore proxmox backup image: fusr/bin/pbs-rest D v 101.1ab. es.com:phs101 vm/101/2025-08-27T16:31:56Z drive-scsi0.ima.f |

1.lab.vmsources.c bsi01"

connecting to repository '
using up to 4 threads
open block backend for target 'rbd: CEPH-POOL-1/vm-104-disk-0:conf=[etc/pve/ceph.confiid=admin:keyring=/etc/pvefpriv/ceph/ CEPH-POOL-1.keyring"
starting to restore snapshot 'vm/101/2025-08-27T16:31:562'

download and verify backup index

fetching up to 16 chunks in parallel

progress 1% (read 343932928 bytes, zeroes = 31% (109051904 bytes), duration 1 sec)

progress 2% (read 687865856 bytes, zeroes = 15% (109051904 bytes), duration 3 sec)

progress 3% (read 1031798784 bytes, zeroes = 10% (109051904 bytes), duration 5 sec)

A — 4

Step 4: Restore completed

Task viewer: VM 104 - Restore

m Status

Stop £ Download

progress B2% (read 28177334272 bytes, zeroes = 38% (10913579008 bytes), duration 131 sec) all
progress 83% (read 28521267200 bytes, zeroes = 39% (11257511936 bytes), duration 131 sec)
progress 84% (read 28865200128 bytes, zeroes = 40% (11601444864 bytes), duration 131 sec)
progress B5% (read 29209133056 bytes, zeroes = 40% (11945377792 bytes), duration 131 sec)
progress B6% (read 29553065984 bytes, zeroes = 41% (12289310720 bytes), duration 131 sec)
progress 87% (read 29896998912 bytes, zeroes = 42% (12633243648 bytes), duration 131 sec)
progress BB% (read 30236737536 bytes, zeroes = 42% (12893290496 bytes), duration 131 sec)
progress 9% (read 30580670464 bytes, zeroes = 42% (13002342400 bytes), duration 134 sec)
progress 90% (read 30924603392 bytes, zeroes = 43% (13346275328 bytes), duration 134 sec)
progress 91% (read 31268536320 bytes, zeroes = 43% (13690208256 bytes), duration 134 sec)
progress 92% (read 31612469248 bytes, zeroes = 44% (14034141184 bytes), duration 134 sec)
progress 93% (read 31956402176 bytes, zeroes = 44% (14378074112 bytes), duration 134 sec)
progress 94% (read 32300335104 bytes, zeroes = 45% (14722007040 bytes), duration 134 sec)
progress 95% (read 32644268032 bytes, zeroes = 46% (15065939968 bytes), duration 134 sec)
progress 96% (read 32988200960 bytes, zerves = 46% (15409872896 bytes), duration 134 sec)
progress 97% (read 33332133888 bytes, zeroes = 47% (15690891264 bytes), duration 135 sec)
progress 98% (read 33676066816 bytes, zeroes = 47% (16009658368 bytes), duration 135 sec)
progress 99% (read 34019999744 bytes, zeroes = 47% (16152264704 bytes), duration 136 sec)
progress 100% (read 34359738368 bytes, zeroes = 47% (16152264704 bytes), duration 138 sec)
restore image complete {bytes=34359738368, duration=138.82s, speed=236.05MB/s)

rescan volumes...

Execute autostart

TASK OK

A 3

4

© 2026 VMsources Group Inc., CC BY-SA 4.0 290 Author: John Borhek


https://creativecommons.org/licenses/by-sa/4.0/

Cloud Computing from the Ground Up with Proxmox 9

Remote Backup and Disaster Recovery

SBS LAB (GUI) - Syncing data between PBS servers

Being able to sync data between two instances of PBS is extremely valuable as it could form the core of a
Disaster Recovery plan and/or help complete the 3-2-1 Backup Rule requirements.

The alternate PBS server could be in the same room or on a different continent, so long as network
access was possible (VPN, SD WAN).

1. Configure remote user on target server
Step 1: pbsXYZ > Access Control > User Management > Add

3¢ pvel02 - Proxmox Virtual Envir % 3 pbs101 - Proxmox Backup Serv X X pbs102 - Proxmox Backup Serv. X aF
&« c © Notsecure Hips://10.26.24.101:8007 /#pbsAccessControlPanel

Add: User

User name: pbs_sync First Name:

Realm: Proxmox Backup authe: Last Name:

Password: | sesseses E-Mail:

Expire never

Enabled

Comment:

o vev =m
e.g.:

NOTE : We will do this equally on all pbsXYZ instances so that it is possible to configure
replication between servers
NOTE : This only needs to be done on the target PBS server in production
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2. Add permissions for pbs_sync user to Datastore
Step 1: pbsXYZ > Datastore > pbsXYZ > Permissions > Add > User Permission

3 pve102 - Proxmox Virtual Envir: X 3 pbs101 - Proxmox Backup Serv % X pbs102 - Proxmox Backup Ser. X ar

€« c @ Notsecure  Ritps://10.26.24.102:8007/#DataStore-pbs102:acl
X PRO MO X Backup Server 41.0
@ Dashboard Datastore: pbs102
LJ Notes & Summary 2= Content & Prune & GCJobs g SyncJobs @ Verify Jobs £ Opt
Configuration
% g Add Remove
&, Access Control P
i User/Group/API Token Role
= Remotes 2 API Token Permission
& 53 Endpoints

L Traffic Control

# Certificates

[\ Notifications

@& Subscription
4 Administration

>_ Shell

3 Storage / Disks
Tape Backup
‘W Datastore

Z pbs102

e. g- : © Add Datastore

Add: User Permission )

Path: /datastore/pbs102

User: pbs_sync@pbs

Role: | DatastoreAdmin |
Propagate: A

o o =m
e.g.:
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3. Configure Remotes
Step 1: pbsXYZ > Remotes > Add

Cloud Computing from the Ground Up with Proxmox 9

x pvel02 - Proxmox Virtual Enwvire X

< &

Add: Remote

Remote 1D:

Host:

Fingerprint:

Comment:

© Help

e.g.

Step 2: Now login to the remote PBS se
Fingerprint > Copy

3¢ pbs101 - Proxmox Backup Ser.

® 3 pbs102 - Proxmox Backup Senv X +

© Notsecure  hitps//10.26.24.101:8007 /#pbsRemoteView

pbs102 Auth 1D: pbs_sync@pbs

Server certificate's SHA-256 fingerprint, required for self-signed certificates

10.26.24.102 Password:

rver and copy the fingerprint: pbsREM > Dashboard > Show

3 pve102 - Proxmox Virtual Envie: % | 3§ pbs101 - Proxmox Backup Sen

< C

Fingerprint

e.g.:

© 2026 VMsources Group Inc., CC BY-SA 4.0

% ¥ pbs102 - Proxmox Backup Serv X+

@ Notsecure  hitps://10.26.24.102:8007 /#pbsDashboard

85:a5:53:ad:99:dc:b0:02:89:08:a0:67:8e:fd:fd:c7:65:c0:8f.c7:Bc:cf.cB:0d:50:15:84:d5:34:bb:ba:2e
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Step 3: Paste the fingerprint and > Add

Add: Remote ®
Remote 1D: pbs102 Auth ID: pbs_sync@pbs

Host: 10.26.24.102 Password: | sesses -

Fingerprint: 85:a5:53:ad:99:dc:b0:02:89:08:a0:67:8e:fd:fd:c7:85:c0:8f.c7:8c.cf.c8:0d:50:15:84:dE
Comment: | pbs102| |

e.g.:

4. Now we need to set up the sync job
Step 1: From the source backup server: pbsXYZ > Datastore > pbsXYZ > Sync Jobs > Add > Add Push
Sync Job

X pwel02 - Proxmox Virtual Envire X b4 pbs101 - Proxmox Backup Serv. X X pbs102 - Proxmox Backup Serv. X ar

< c © Notsecure  hitps://10.26.24.101:8007/#DataStore-pbs101:syncjobs

Add: Sync Job - Push Direction

m Group Filter

Local Datastore: pbs101

|>_< )

Local Namespace: Root Target Remote: pbs102
Local User: root@pam Target Datastore: pbs102
Sync Schedule: hourly Target Namespace: | Root
Rate Limit: Unlimited MiBis Max. Depth: Full

Remove Vanished: []

Comment:
Job 1D: Autogenerate Encrypted Only: (]
Transfer Last: all Verified Only: (]

Run on Mount: O

© Help Advanced A m

e.g.:
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3 pve102 - Proxmox Virtual Envic: X & pbs101 - Proxmox Backup Serv. X 3§ pbs102 - Proxmox Backup Serv. X | +

<« c

x PRO MO < Backup Server 410

& Dashboard

© Notsecure  hitps://10.26.24.101:8007 /#DataStore-pbs101:syncjobs

Datastore: pbs101

[J Notes & Summary == Content £+ Options

& Prune & GC Jobs o= Sync Jobs ® Verify Jobs

£ Configuration

Add Edit Remove Show Log Run now
&, Access Control
Job ID Direction | Namespace Remote ID Remote Store Remote Name...
= Remotes
s-130e.. X Push - (Root} pbs102 pbs102 - (Root}

£ 53 Endpoints
L Traffic Control

¥ Certificates

e.g.

5. Now verify that backups exist:

& Documentafion :

o' Permissions

Search | (remote) store, remc
Max. Depth L... | Backup... | Schedul
r.. Al hourly

Step 1: From the source backup server: pbsXYZ > Datastore > pbsXYZ > Content

3 pve102 - Proxmox Virtual Envic: X & pbs101 - Proxmox Backup Serv. X 3§ pbs102 - Proxmox Backup Serv. X | +

<« c

x PRO MO < Backup Server 410

& Dashboard

© Notsecure  hitps://10.26.24.101:5007/%#DataStore-pbs101:content

Datastore: pbs101

[J Notes

& Summary Content & Prune & GC Jobs = Sync Jobs ® Verify Jobs £+ Options
£ Configuration
% Reload . Verify All 2< Prune All Namespace:  Root
&, Access Control
Backup Group | Comment Actions | Backup Time |
£ 53 Endpoints +G vm/100 W2k25-101-1 £ vase o 2026-02-03 09:30:1
L Traffic Control +d vmr1o1 debian-XYZ-1 £ Vax o 2026-02-03 09:30:08

¥ Certificates

[\ Notifications

@ Subscription
/& Administration

»>_ Shell

£ Storage / Disks
Tape Backup
B Datastore

£ pbs101

@ Add Datastore
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Size

& Documentafion :

o' Permissions
Add Mamespace Search

Count Owner Ena

2 root@pam No
2 root@pam No
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6. Manually run a sync job

Step 1: From the source backup server: pbsXYZ > Datastore > pbsXYZ > Sync Jobs > Run now

3 pve102 - Proxmox Virtual Envir: X 3 pbs101 - Proxmox Backup Serv % 3 pbs102 - Proxmox Backup Serv. X ar

&« c © Notsecure  hitps://10.26.24.101:8007/#DataStore-pbs101:syncjobs
X PRO MO X Backup Server 4.1.0
& Dashboard Datastore: pbs101
O Notes & Summary 2% Content & Prune & GCJobs RS BaTNEEN @& Verify Jobs £+ Options
Configuration
% g Add Edit  Remove Show Log Run now
&, Access Control
Job ID 7| Direction | Mamespace Remote ID Remote Store Remote Name...
= Remotes
s130e... - (Root) pbs102 pbs102 - (Root}

& 53 Endpoints
L Traffic Control
# Certificates
[\ Notifications
@& Subscription
4 Administration
>_ Shell
3 Storage / Disks
Tape Backup
‘W Datastore

£ pbs101

e.g. . M Add Natactora

Task viewer: Sync Job pbs102:pbs102:pbs101::5-130e8225-b37b - Remote Sync (53]

m Status

Stop Download

2026-02-03T10:45:01-07:00: Starting datastore sync job 'pbs102:pbs102:pbs101::5-130e8225-b37b'
2026-02-03T10:45:01-07:00: sync datastore 'pbs101’ to "pbs102/pbs102'

2026-02-03T10:45:01-07:00: Syncing datastore 'pbs101°, root e into 'pbs102', root e
2026-02-03T10:45:01-07:00: Found 2 groups to sync {out of 2 total)
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& Documenta

= Permissions

Search | (remote) st

Max. Depth L... | Backup...
.. Al
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Task viewer: Sync Job pbs102:pbs102:pbs101::5-130e8225-b37b - Remote Sync

Output JEEITES

Stop

2026-02-03T10:45:01-07:00: Starting datastore sync job 'pbs102:pbs102:pbs101::5-13028225-b37h

2026-02-03T10:45:01-07:0f
2026-02-03T10:45:01-07: 01

sync datastore "phs101’ to "pbs102/pbs102'

2026-02-03T10:45:01-07:00: Syncing datastore 'pbs101’, root namespace into datastore 'pbs102', root namespace

2026-02-03T10:45:01-07:00: Found 2 groups to sync {out of 2 total)

2026-02-03T10:46:40-07:00: Percentage done: 25.00% (0,2 groups, 1/2 snapshots in group #1)

2026-02-03T10:46:44-07:00: Percentage done: 50.00% (1/2 groups)

: Percentage done: 100.00% (2/2 groups)

: sync job 'pbs102:pbs102:pbs101::5-130e8225-b37h' end

2026-02-03T10:46:53-07:00: TASK OK

e.g.

7. Verify data on target PBS

Step 1: From the target backup server: ppbsREM > Datastore > pbsREM > Content

2026-02-03T10:46:52-07:00: Percentage done: 75.00% (1,2 groups, 1/2 snapshots in group #2)

: queued notification (id=de72df4d-deal-4ccf-bal5-987a64542c34)

0
0: Finished syncing root namespace, current progress: 1 groups, 2 snapshots

0: Summary: sync job pushed 128.001 GiB in 32770 chunks (average rate: 1.178 GiB/s)
0

0

& Download

3¢ pvel02 - Proxmox Virtual Envir % 3 pbs101 - Proxmox Backup Ser.

< c

x PRO MO < Backup Server 4.1.0

@& Dashboard Datastore: pbs102
[ Notes

£ Configuration

2 Reload . Verify All 3< Prune All
&, Access Control

Backup Group | Comment
= (e -2 Root Namespace
& 53 Endpoints +0d vm/100 W2k25-101-1
L Traffic Control +Gd vmr101 debian-XYZ-1

# Certificates

[\ Notifications

8 Subscription
4 Administration

»>_ Shell

£ Storage / Disks
Tape Backup
‘H Datastore

£ pbs102

© 2026 VMsources Group Inc., CC BY-SA 4.0

& Summary & Prune & GC Jobs

© Notsecure  hitps://10.26.24.102:8007/%#DataStore-pbs102:content

&3 Sync Jobs

Actions |
V. & &
V. & 5

297

3 pbs102 - Proxmox Backup Serv. X +

® Verify Jobs

Namespace: | Root

Backup Time

2026-02-03 09:30:01
2026-02-03 09:30:08

£ Options

Size

s

& Documentation

Add Namespace Search | group

Count Owner Encrypted
2 pbs sync... No
2  pbs_sync... Na
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Migrating from another platform to PVE

SBS LAB —(GUI) Migrate VMs from ESXi

1. Now we can add our ESXi host(s): Datacenter > Storage > Add > ESXi

v 3 pvel01-Proxmox’ X [gg Login-VMwareEs X | [ Login-VMwareEs X | [ vSphere - w2k22-1 X ar = O *
« (& © Notsecure hips:/f172.20.100.201:8006/#v1:0:18:4:1 12 g .
XPRGXMUXWHUHI Environment 8.4.0 Search £ Documentation
Server View Datacenter © Help
= Datacenter :
% pvel01 Add Remove Edit
. Q, Search B  Dircct
£22 localnetwork (pveT rectory nt Path/Target | S.. | E.. | Bandwidth...
E[[150s (pvetor) & Summary CR
i mage Imnt/pvell... Yes Yes
=[JPVE-VOL-1 (pvel [J Notes B LVM-Thin Conta \ v
£ iSCSISAN-1 (Ve == Cluster = BTRFS pege. ot e
= iqn.2009-1...  Yes  Yes
£ Jlocal (pve101) ® Ceoh B NFS page n
= [Jlocak-vm (pve101 ep B SMBICIFS ip, 1ISOimag...  fvarflibivz No Yes
£ Options B GlusterFS mage, Contai... No Yes
£ Storage B iscsl
Backup El CephFs
+3 Replication g ReD
B ZFS overiscsl
o' Permissions
B ZFS
& Users Proxmox Backup Server
& API Tokens & ESXi
&, Two Factor
2% Groups
% Pools
4 4
| nn= (D
2 https:/f172.20.100.201:8006/% -
Add: ESXi ®
| Backup Retention
1D: esxi101.vmclassroom.com Nedes: All (No restrictions)
Server: 17220100101 Enable: %)
Username: root Skip Certificate |4
Verification:
Password:  seeees -
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4. At this point we are ready to import VMs from ESXi: PVE Host > ESXi > Import

b4 E pvel01 - Proxmox Virtual Envir

*

@ viphere - vcsal0lwmclassroor

*

+ - a X

5. Set the parameters, especially destination storage > Import

| Import Guest - esxi101.vmclassroom.com:ha-datacenter/101/wireshark-101/wireshark-101.vmx

Advanced

Resulting Config

VM 1D: 100 Name: wireshark-101

| Sockets: 2 CPU Type: x86-64-v2-AES
Cores: 1 Total cores: 2
Memory (MiB): 4096 05 Type: Microsoft Windows

Version: 11/2022/2025

Default Storage: | PVE-VOL-1

Default Bridge: vmbr{(

Live Import:

Warnings:

+ EFI state cannot be imported, you may need to reconfigure the boot order (see OVMF/UEF] Boot Entries)

[[] Starts a previously stopped VM on Proxmox VE and imporis the disks in the background.

+ Virtual guest seems to be running on source host. Import might fail or have inconsistent statel

@ Help

NOTE : If you get an error, the source VM may be powered-on
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&« c © Notsecure RHps//172.20.100.201:8006/#v1:0:=storage%%2Fpve101%2Fesxi 101.vmclassroom.com:4:11:::::2 r .
X PROXMOX vitual Envionment 8.4 5=zrch & Documeniaton
Server View i Storage 'esxi101.vmclassroom.com’ on node 'pve101' © Help
=5 Datacenter
BE» pve101 E s clais & import Name, Format
£52 localnetwork (pve1 ' Permissions Name Format
-
S150s (pvetot) ha-datacenter/101/wireshark-101/wireshark-101.vmx vmx
=[] PVE-VOL-1 (pvel
&5 esxi101 vmelassro ha-datacenter/102/Ubuntu-102-2/Jbuntu-102-2 vmx VX
= iSCSI—S-AN—1 (pve ha-datacenter/102/vesal02/vesal02. vmx VImK
- D local (pve101) ha-datacenter/103/ubuntu-103-1/ubuntu-103-1.vmx VX
= (]local-lvm (pve101 ha-datacenter/103/ubuntu-103-2/ubuntu-103-2.vmx VX
ha-datacenter/105/Ubuntu-105-1/Ubuntu-105-1.vmx VX
ha-datacenter/105/Ubuntu-105-2/Ubuntu-105-2 vmx VImix
ha-datacenter/105/vcsa105/vesal105.vmx Vmx
ha-datacenter/105/\W11-105-1/WW11-105-1.vmx vmx
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Task viewer: VM 100 - Create &
Output [T
Stop Download

Rounding up size to full physical extent 4.00 MiG K
Logical volume "vm-100-disk-0" created.
transferred 0.0 B of 125.0 KiB {0.00%:)
transferred 128.0 KiB of 128.0 KiB (100.00%) K
transferred 128.0 KiB of 128.0 KiB (100.00%)
efidiskD: successfully created disk 'PVE-VOL-1:wm-100-disk-0,size=4M"

create full done of drive (esxil01.vmdassroom.com:ha-datacenter/101/wireshark-101/wireshark-101.vmdk) ¥
Logical volume "wvm-100-disk-1" created.

transferred 0.0 B of 100.0 GiB (0.00%) f

gemu-imag: error while reading at byte 0: Input/output error i
Logical volume "vm-100-disk-0" successfully removed.
Logical volume "vm-100-disk-1" successfully removed. K

TASK ERROR: unable to create VM 100 - cannot impert from "esxil01.vmclassroom.com:ha-datacenter/101/wireshark-101/wireshark-101.vmdk' - copy failed: com

4

6.
Step 1: This is what it should look like

Task viewer: VM 101 - Create )
QOutput Status
Stop Download

Rounding up size to full physical extent 4.00 MiB
Logical volume "wvm-101-disk-0" created.
| transferred 0.0 B of 128.0 KiB (0.00%)
transferred 128.0 KiB of 128.0 KiE (100.00%:)
transferred 128.0 KiB of 128.0 KiB (100.00%:)
- efidisk0: successfully created disk 'PVE-VOL-1:vm-101-disk-0, size=4M"
create full clone of drive (esxi-101.vmdlassroom.com:ha-datacenter/101/wireshark-101/wireshark-101.vmdk)
. Logical volume "wm-101-disk-1" created.
transferred 0.0 B of 100.0 GiB (0.00%)
transferred 1.0 GiB of 100.0 GiB {1.00%:)
transferred 2.0 GiB of 100.0 GiB {2.00%)
transferred 3.0 GiB of 100.0 GiB {3.01%:)
transferred 4.0 GiB of 100.0 GIB (4.01%)
transferred 5.0 GiB of 100.0 GiB {5.01%:)

© 2026 VMsources Group Inc., CC BY-SA 4.0 300 Author: John Borhek


https://creativecommons.org/licenses/by-sa/4.0/

Cloud Computing from the Ground Up with Proxmox 9

Credits / Contributors / Acknowledgements

© 2026 VMsources Group Inc., CC BY-SA 4.0 301 Author: John Borhek


https://creativecommons.org/licenses/by-sa/4.0/

Cloud Computing from the Ground Up with Proxmox 9

References

"http://csrc.nist.gov/publications/nistpubs/800-145/SP800-145.pdf
i http://csrc.nist.gov/publications/nistpubs/800-145/SP800-145.pdf
I http://csrc.nist.gov/publications/nistpubs/800-145/SP800-145.pdf
v https://en.wikipedia.org/wiki/Classful_network

Y https://github.com/CumulusNetworks/ifupdown2/issues/124

Vi https://pve.proxmox.com/wiki/Network_Configuration

Vil https://pve.proxmox.com/wiki/ISCSI_Multipath

Vil https://pve.proxmox.com/wiki/ISCSI_Multipath

* https://pve.proxmox.com/wiki/ISCSI_Multipath

© 2026 VMsources Group Inc., CC BY-SA 4.0 302

Author: John Borhek


https://creativecommons.org/licenses/by-sa/4.0/

	Introduction
	General Concepts
	Cloud Computing
	IT Lifecycle
	The Difference Between Cloud Computing and Virtualization
	Essential Characteristics of Cloud Computing1F
	Cloud Computing Service Models (Essential Terms)2F

	What is a Hypervisor?
	Hypervisor Classifications


	Proxmox Virtual Environment (PVE)
	Why choose PVE over other platforms?
	Comparison of Hypervisor Platforms
	Licensing Considerations
	Hardware Compatibility
	Hyperconverged vs. SAN Storage

	Cluster Design for PVE
	Size of PVE Cluster
	Server Nodes for PVE Cluster
	Node Design for PVE
	SAN Design for PVE
	Network Switch Design for PVE
	Types of Storage for PVE
	Local Disks
	NAS/NFS
	SAN
	Hyperconverged Storage with Ceph
	Comparison of common PVE storage subsystems

	Considering Hyperconverged Storage
	Traditional SAN vs. Hyperconverged Storage
	Disk Requirements for Hyperconverged Storage
	Disk Requirements for Traditional SAN



	General Networking Concepts
	Classful Networks
	CIDR (Classless Inter-Domain Routing) / SNM
	Possible CIDR Networks

	Private IPv4 Networks (RFC 1918)
	Subnetting
	How Class A /24 Subnets Work
	/24 Network Reservations


	Using This Book
	The Materials Contained Within Are Cumulative
	A Few, Simple Rules….


	Ways to learn PVE
	Instructor-Led Training (ILT)
	Instructor-Led Training Resources

	Self-Study
	Self-Study Resources

	Our LAB
	The Domain
	The Variables
	Users and Passwords
	Classroom Share

	Our Networks and VLANs for this Lab Environment
	Our Interface Mapping for this Lab Environment


	Installing and Configuring PVE
	SBS LAB – (GUI) Installing PVE
	Variables for this lab (or other as appropriate for your environment):

	SBS LAB – (CLI) Initial configuration of PVE for VLANs
	SBS LAB – (GUI) Logging on to PVE GUI
	Variables for this lab (or other as appropriate for your environment):

	SBS LAB – (GUI) Configuring and Running Updates for PVE
	SBS LAB –(CLI) Time Config for PVE
	Certificates for PVE
	SBS LAB – (GUI) Certificates for PVE
	SBS LAB – (GUI) Active Directory Authentication for PVE
	SBS LAB – (GUI) Initial Permissions for PVE
	SBS LAB – (CLI/GUI) Notifications for PVE


	Networking for PVE
	SBS LAB – (CLI) Tuning network for resiliency at reboot
	SBS LAB – (GUI) Linux Bond for PVE
	There are 7 modes for bonding5F :

	SBS LAB –(GUI) Linux Bridge for TRUNK
	Variables for this lab (or other as appropriate for your environment):

	SBS LAB – (GUI) Linux VLAN for Management
	Variables for this lab(or other as appropriate for your environment):


	Storage Networking for PVE
	SBS LAB –(GUI) iSCSI Interface Config for PVE with Jumbo Frames
	Variables for this lab (or other as appropriate for your environment):

	iSCSI SAN Storage for PVE
	SBS LAB – (CLI) Identify the way your SAN presents targets
	SBS LAB – (CLI/GUI) Installing and Configuring Prerequisites for iSCSI Multipath
	Backlist/whitelist entries7F :
	Alias entries8F :

	SBS LAB – (CLI/GUI) iSCSI Multipath with Network Separation
	SBS LAB – (CLI/GUI) iSCSI Multipath with Targets on Same Network (Port Binding)
	SBS LAB – (CLI) Apply multipath to storage
	SBS LAB – (GUI) Create LVM Volume
	Variables for this lab (or other as appropriate for your environment):

	SBS LAB – (CLI) PVE Storage /SAN Diagnostics

	NFS Storage for PVE
	SBS LAB – (GUI) NFS for PVE

	ZFS Storage for PVE
	SBS LAB – (GUI) ZFS for PVE


	Clustering PVE
	SBS LAB – (GUI) Create Cluster on Primary node
	SBS LAB – (GUI) Joining PVE Nodes to Cluster
	SBS LAB – (CLI) PVE Cluster diagnosis

	Ceph Storage for PVE
	SBS LAB – (GUI) Install Ceph
	SBS LAB – (GUI) Wiping disks for Ceph
	SBS LAB – (GUI) Create OSDs for Ceph
	SBS LAB – (GUI)Create additional Ceph Monitors
	SBS LAB – (GUI)Create additional Ceph Managers
	SBS LAB – (GUI) Create Ceph Pool (Only once per Cluster)
	SBS LAB – (CLI) Ceph Diagnostics

	Utility Storage for ISOs, Backups and more
	SBS LAB – Create CephFS Storage for utility
	SBS LAB – (GUI) SMB/CIFS/NFS source for ISO Images

	Building and Managing VMs
	SBS LAB –(GUI) Building a Windows VM
	SBS LAB – (GUI) VirtIO for Windows with QEMU Guest Agent
	SBS LAB –(GUI) VM Cleanup after installation
	SBS LAB – (GUI/CLI) Debian Linux Server for PVE
	SBS LAB (CLI) – Install open-vm-tools

	Managing VMs on PVE
	SBS LAB – (GUI) Live migrating VMs between PVE nodes
	SBS LAB –(GUI) Live storage migration for a VM
	SBS LAB –(GUI) VM Snapshots on PVE
	SBS LAB –(GUI) Cloning a VM
	SBS LAB – (GUI) Creating a VM Template
	SBS LAB – (GUI) Deploy Linked Clone from Template

	Resource Management and HA for PVE
	SBS LAB –(GUI) HA for PVE
	SBS LAB – (GUI) Test HA Failover
	SBS LAB – (GUI) HA Arm/Disarm
	SBS LAB – (GUI) Resource Pools for PVE
	SBS LAB – (GUI) API Tokens for PVE
	SBS LAB – (GUI) Dynamic Load Balancer for Proxmox
	SBS LAB – (CLI) ProxLB Active Load Balancing for PVE (deprecated)
	Software Defined Networking (SDN)
	SBS LAB – (GUI) SDN Simple Zone
	SBS LAB – (GUI) SDN VLAN Zone
	SBS LAB – (GUI) Permissions for SDN

	Updates and Upgrades
	SBS LAB – (GUI/CLI) Upgrading to Proxmox 9.2


	Backups and Disaster Recovery
	Backups with Proxmox Backup Server (PBS)
	Backup Storage for PBS
	SBS LAB – (GUI) Installing Proxmox Backup Server (PBS)
	SBS LAB (GUI) – Login to PBS
	SBS LAB (GUI) – Network Settings for PBS
	SBS LAB (CLI) – iSCSI for PBS
	SBS LAB (GUI) – Adding a datastore to PBS
	SBS LAB (GUI) – Adding PBS to PVE
	SBS LAB (GUI) - Running backups to PBS
	SBS LAB (GUI) – Restores from PBS

	Remote Backup and Disaster Recovery
	SBS LAB (GUI) – Syncing data between PBS servers


	Migrating from another platform to PVE
	SBS LAB –(GUI) Migrate VMs from ESXi

	Credits / Contributors / Acknowledgements
	References

